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o docs FFRUCHY .

HARGE RSN MRS K. GEAFIA cita_cloud proto HE MM ARk, FRIL)E
T PRRAF I £ K. il storage_sqglite, 23T sqglite S storage fliikss. KAt
PA Docker Hifg s\ L TfE DockerHub I, & WAEE.
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2.1.3 Rk

* docker LRITIES WH i 3,

* helm %% J¥:2 Whelm 1Y, Helm j& Kubernetes ()t 47 Hi#% . Helm & 54K . JLZZRI6H A A Kubernetes
P B Bt K

2.1.4 k8s H£&*
k8s SR BAEF LS, ERFENTTH, AV minikube, BPATEASHBMLHEE AN AT 2510
k8s £/,

* minikube LS I I R,

ASERUE PGS 530 minikube, ENFHFEFEED) ninikube BHEE —EGR S, TR
WIE B3 minikube,

minikube start --registry-mirror=https://hub-mirror.c.163.com --image-
—repository=registry.cn-hangzhou.aliyuncs.com/google_containers --vm-driver=docker —-
—alsologtostderr -v=8 --base-image registry.cn-hangzhou.aliyuncs.com/google_

—containers/kicbase:v0.0.17

MR DAERE, A BIDA T 5 AR E B .

* Done! kubectl is now configured to use "minikube" cluster and "default" namespace.

—by default

* k8s AT TH kubectl ZHITIAZ LT 7 CH . kubectl /& Kubernetes SR fir 4T TR, il it
kubectl BERSXTAHEAR Sy EA T 2, I REASAEARTE L EA T de AL I Y ) 23 %

2.1.5 cloud-cli

% THN CITA-Cloud HEMAFATE Mo, 1] LAJT (RIS BEDEA T I B

$ wget https://github.com/cita-cloud/cloud-cli/releases/download/v0.1.1/cldi
$ chmod +x cldi

$ sudo mv ./cldi /usr/local/bin/

$ cldi -h

cloud-cli 0.1.0

The command line interface to interact with “CITA-Cloud’ .

USAGE:
cldi [OPTIONS] [SUBCOMMAND ]

FLAGS:

(Rt

6 Chapter 2. {RiEA|T]
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-h, —--help

-V, —-version
OPTIONS:

-e,

-r, ——rpc_addr <rpc_addr>

-u, —-user <user>
SUBCOMMANDS :

account

bench

block-hash

block—number
call
completions
create
emergency-brake
get-abi
get-balance
get-block
get—-code
get-tx

help
peer—-count
receipt

send

set-block-interval

store—abi
system-config

update—-admin

update-validators

——executor_addr <executor_addr>

Prints help information

Prints version information

executor address
rpc (controller) address

the user (account) to send tx

Manage account

Send multiple txs with random content

Get block hash by block number (height)
Get block number

Executor call

Generate completions for current shell
Create contract

Send emergency brake cmd to chain

Get specific contract abi
Get
Get
Get

balance by account address
block by number or hash
code by contract address
Get transaction by hash

Prints this message or the help of the given subcommand (s)
Get peer count

Get receipt by tx_hash

Send transaction

Set block interval

Store abi

Get system config

Update admin of the chain

Update validators of the chain

2.2 51T CITA-Cloud

2.2.1 750 Charts g

$ helm repo add cita-cloud https://registry.devops.rivtower.com/chartrepo/cita-cloud

$ helm repo update

$ helm search repo cita-cloud

NAME CHART VERSION  APP VERSION -
~DESCRIPTION

(T IUakss)
2.2. 17 CITA-Cloud 7
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(22 30
cita-cloud/cita-cloud-config 6.3.0 6.3.0 -
—Create a job to change config of CITA-Cloud blo...
cita-cloud/cita-cloud-eip 6.3.0 6.3.0 -
—Create EIP for CITA-Cloud
cita-cloud/cita-cloud-local-cluster 6.3.0 6.3.0 Setup.
—~CITA-Cloud blockchain in one k8s cluster
cita-cloud/cita-cloud-multi-cluster—node 6.3.0 6.3.0 Setup.
—CITA-Cloud node in multi k8s cluster
cita-cloud/cita-cloud-porter-1b 6.3.0 6.3.0 Setup.

—porter Loadbalancer for CITA-Cloud node
cita-cloud/cita-cloud-pvc 6.0.0 6.0.0 .
—Create PVC for CITA-Cloud

2.2.2 gl§# PVC

PersistentVolumeClaim (PVC) &%} PV [ H1i% (Claim), PVC i@ % 38 FH A 4edr . 824 Pod 43 Fil /7
TR, H P AT ARIEE—AS PVC, $8 B S IR A MR AR (Han k) 645 B, Kubemetes 2%
R PL AL AW PV,

$ helm install local-pvc cita-cloud/cita-cloud-pvc —--set scName=standard

$ kubectl get pvc

NAME STATUS VOLUME CAPACITY ACCESS.
—MODES STORAGECLASS AGE

local-pvc Bound pvc—fd3eaebd-3413-4205-b88a—-dbcbcee9a057 10Gi RWO -
— standard 18m

XY HIBSARAE minikube EINLAR /tmp/hostpath-provisioner/default/local-pvc,

R R minikube AN v1.20.0, XHLAH 4> bug. HEANTEILRIMRHITIAS IWEER:

8 Chapter 2. {RiEA|T]
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223 AFBRERFWRA

$ cldi account create admin
user: ~admin’

account_addr: 0xae069e1925aldad2alf4c7034d87258dfd9%b6532

2.2.4 i&17 CITA-Cloud

$ helm install test-chain cita-cloud/cita-cloud-local-cluster —--set config.
—superAdmin=0xae069e1925aldad2alf4c7034d87258d£fd9%06532

NAME: test-chain

LAST DEPLOYED: Wed Jul 14 23:09:37 2021

NAMESPACE: default

STATUS: deployed

REVISION: 1

TR BE KA 3T, %N test-chain .
B superAdmin SEUAAE R H O A AR P, 51270 B BRIAE.

225 BEFIETTIRAR

$ kubectl get pod

NAME READY STATUS RESTARTS AGE
test-chain-0 7/7 Running 1 3m24s
test-chain-1 7/7 Running 1 3m24s
test-chain-2 7/7 Running 1 3m24s
BREHE:

$ minikube ssh

docker@minikube:~$ tail -10f /tmp/hostpath-provisioner/default/local-pvc/test-chain-0/
—logs/controller-service.log

2021-07-21T08:12:07.242086786+00:00 INFO controller::node_manager - update node:.
—0xc3469...ebaeb

2021-07-21T08:12:07.242251607+00:00 INFO controller::node_manager - update node:.
—0xa6al...208£f9

2021-07-21T08:12:07.284207745+00:00 INFO controller::controller - add remote.
—proposal (0x7b28...5cc64) through check_proposal

2021-07-21T08:12:10.228046821+00:00 INFO controller::controller - add remote.
—proposal (0x26e7...£fcf91) through check_proposal

2021-07-21T08:12:10.251289942+00:00 INFO controller::util - height: 126 hash 0x26e7...
—~fcf9l

(Rt

2.2. 17 CITA-Cloud 9
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2021-07-21T08:12:10.2530933724+400:00 INFO controller::chain - finalize_block: 126, .
—block_hash: 0x26e7...fcf91l

2021-07-21T08:12:10.254012416+00:00 INFO controller::node_manager - update node:.
—0xc346...ebaeb

2021-07-21T08:12:10.254931221+00:00 INFO controller::node_manager - update node:.
—0x766a...7a954

2021-07-21T08:12:10.273834898+00:00 WARN controller - rpc: process_network_msg.
—~failed: Receive early status from same node

2021-07-21T08:12:10.2960869934+00:00 INFO controller::controller - add remote.
—proposal (0xe5f4...973cd) through check_proposal

2021-07-21T08:12:13.2167284624+400:00 INFO controller::chain - main_chain_tx_hash len 0
2021-07-21T08:12:13.216755352+00:00 INFO controller::chain - tx poll len O
2021-07-21T08:12:13.216766922+00:00 INFO controller::chain - proposal 127 prevhash.
—0x26e7...fcf9l

2021-07-21T08:12:13.216778762+00:00 INFO controller::chain - proposal 127 block_hash.
—0x6ald...ledeb

2021-07-21T08:12:13.256383088+00:00 INFO controller::util - height: 127 hash Ox6aléd...
—ledeb

2.3 EXRIRE

2.3.1 I5E4ErY RPC ixO

A PAE AL B AR B 30, A cloud-cli THIKEHEN RPC 3

$ export CITA_CLOUD_RPC_ADDR="minikube ip" :30004 CITA_CLOUD_EXECUTOR_ADDR= minikube.
—ip':30005

R X H minikube T HE H B sve S 1R L DATH i -k

$ kubectl port-forward pod/test-chain-0 50002:50002 50004:50004
$ export CITA_CLOUD_RPC_ADDR=localhost:30004 CITA_CLOUD_EXECUTOR_ADDR=localhost:30005

232 EEFERE

$ cldi block—number
block_number: 74

10 Chapter 2. {RiEA|T]
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233 BEERGEE

$ cldi system-config

"admin": "Oxae069el1925aldad2alf4c7034d87258dfd9b6532",

"block_interval": 3,

"chain_id": "0x26b0b83e7281be3b117658b6£2636d0368cad3d74£22243428£5401a4b70897e",

"validators": [
"O0x67611cdafee6ab0c56d3a81c733260c2elcal3bab”,
"0x97e05a£22£5870c67b7£98bc6cTebbbal0273376b",
"0x3275a8e90a92a29496edd%9a7a5853a3£d3d51451",
"0x148d37bd89ba2a8c7b5e4784df51a355439166b9"

1,

"version": 0

2.3.4 {F1E5E

$ helm uninstall test-chain

release "test-chain" uninstalled

2.3.5 fIBR%E

$ helm install clean cita-cloud/cita-cloud-config --set config.action.type=clean
NAME: clean

LAST DEPLOYED: Wed Jul 14 20:20:37 2021

NAMESPACE: default

STATUS: deployed

REVISION: 1

TEST SUITE: None

R A RER AR I R SR BT Bt TR

2.4 WPIR1E

2.4.1 IR,

24. PRME

11
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$ cldi account create test
user: " test’

account_addr: 0x415£568207900b6940477396fcd2c20lefe49beb

24.2 EEKFER

elkedl ORYEYTiBuR e e =n Y SRl iU) IRs: It N R VI VL /N R

$ cldi account export test

"account_addr": "0x415f568207900b6940477396fcd2c201efed49beb",

"private_key": "0x4£894fc00e6c71c7d0ddeb51l1eef64824b64fce87£d6£43492808cb99%9e9f22a57",

"public_key":
—"0x6dd968546£2af3053beld31aed723b58bf5380884ec5f2d41e8156dccl7¢c1317456¢c2¢cc9fb28290d7d4

"

24.3 ZERMKPF

HRNIMIAER test K™

$ cldi account login test
OK, now the default user is “test’, account addr is.
—0x415f568207900b6940477396fcd2c201lefed9beb

BRI, TTRARAIZIK 0 By 152 5

2.5 REX S

2.5.1 HiFEY)

XHPL Counter &2y R

$ cat Counter.sol

pragma solidity 70.4.24;

contract Counter {

uint public count;

function add() public {

(FIgkss)

12 Chapter 2. {RiEA|T]
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count += 1;

function reset () public {

count = 0;

$ curl -o solc -L https://github.com/ethereum/solidity/releases/download/v0.4.24/solc—
—static-linux

$ chmod +x solc

$ sudo mv ./solc /usr/local/bin/

$ solc --hashes —--bin Counter.sol

Binary:
608060405234801561001057600080£d5b5060£58061001£6000396000£3006080604052600436106053576
Function signatures:

4f2be91f: add()

0b666labd: count ()

d826£88f: reset ()

2.5.2 gIEEY)

$ cldi create.
—0x608060405234801561001057600080£d55060£58061001£6000396000£3006080604052600436106053
tx_hash: 0xb8fdb0a82d0403921fd0c11c7846500bdb5c032ad2e615dd1e8f42439f38f516

QI G AR SRR g G 0% 1 IR YR, AT 0x g
AR [ A X A A F 2452 2 B 58 ) W A o

25.3 EERXSEHN

$ cldi receipt 0xb8fdb0a82d0403921£fd0c11c7846500bdb5c032ad2e615dd1e8£42439£38£516

"block_number": 1111,

"contract_addr": "0x138e2c0098ab9%a5c38a7bcd4al6al86f58fc4058a",

"cumulative_quota_used":
—~"0x0000000000000000000000000000000000000000000000000000000000018ed3™",

"error_msg": "",

(FIaks)

25. KEXS 13
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"legacy_cita_block_hash":
—"0x1b99b5e81feaef86dca%9a309644ddbaaa7377733712b850ce50aff6c0lab2d4e”,

"logs": [],

"logs_bloom":
—"0x0000000000000000000000000000000000000000000000000000000000000000000000000000000000(

"
",

"quota_used": "0x0000000000000000000000000000000000000000000000000000000000018ed3",
"state_root": "0x9584cbad62dec67dafaf5ael1210c8e3b3e58991cal3lcafdbc395884b7d4880364",
"tx_hash": "0xb8fdb0a82d0403921fd0c11c7846500bdb5c032ad2e615dd1e8f42439£f38f516",

"tx_index": 0

SR — LR EIR B 1A 5 W

BRI ZELZ G PITER (G R, K contract_addr “FBONWIATE K & LR HhE .
BN GLHhE IS, wtnT CATE R T

FRSURE

B EZFH count {H:

$ cldi call -t 0x138e2c0098ab%a5c38a7bcd4al6bal86f58fc4058a 0x06661abd
result: 0x0000000000000000000000000000000000000000000000000000000000000000

—t ZHCHE LML,

BABECNER I count () FYEREREE L .
BIEMEH count [F4HI{H.

2.5.4 RiXXZ5

WG KA Sy, W add Ikl count HYfH:

$ cldi send -t 0x138e2c0098ab9%a5c38a7bcd4aloal86f58fc4058a 0x4f2be9lf

—-t ZHCh AL,
BASECHERAN add () HIEMEREES .
Ry bEEZ G, PR AR BLA ZPRESA Tk :

$ cldi call -t 0x138e2c0098ab%a5c38a7bcd4albal86f58fc4058a 0x06661abd
result: 0x0000000000000000000000000000000000000000000000000000000000000001

14 Chapter 2. {RiEA|T]
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ARHIEAT

runner_localjg CITA-Cloud [ AHIZATIRAS, W AJT AR A k8s iz TEREE M FE A Hu & 5 CITA-Cloud.

3.1 M IERFERIH

o B git clone (98 3KEL runner_local XA, IR

$ git clone git@github.com:cita-cloud/runner_local.git

e il git checkout Y% FEEA FH A A 5> 52 .
o it PA T iy 23K HX runner_local Hr ) 454> FAR R

$ git submodule update —--init --remote

3.2 AR E

i Ff cloud-configh: A &% I e B S04
o LA

$ curl —--proto '=https' --tlsvl1l.2 -sSf https://sh.rustup.rs | sh

$ apt install -y --no-install-recommends make git protobuf-compiler libssl-dev pkg-

—config clang (R 4ksE)

15
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o ZZdE cloud-config

$ cargo install --path config

e ffill cloud-config create-dev iy a4 lHl &

$ cloud-config create-dev —--help

cloud-config-create-dev

create config in env dev

USAGE:

cloud-config create-dev [FLAGS]

FLAGS:
-h, —--help Print help information
-—-is-bft is consensus bft
-—is-tls is network tls
-V, —-version Print version information
OPTIONS:

——chain-name <CHAIN_NAME>
——config-dir <CONFIG_DIR>
—current directory[default: .]
—-—log-level <LOG_LEVEL>
——peers—-count <PEERS_COUNT>

[OPTIONS]

set

set

log

set

chain name [default: test-chain]

config file directory, default means.

level [default: info]

initial node number [default: 4]

$ cloud-config create-dev -—-is-bft —--config-dir tmp

o AR U IC

$ tree tmp/ -L 1
tmp

— test-chain
— test-chain-0
— test-chain-1
F—— test-chain-2

L— test-chain-3

5 directories, 0 files

16
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3.3 HmiFFIEA

o T AR

$ make release

G R A bR B SO TR target/install FSRR, SRS UR VIR % H 5K

$ cd target/install

76 {05 ) B JE 2 0 B 3\ 1136 B0 -cloud-cli, %% CITA-Cloud 4 /7 T A
cloud-cli, ATy {EHIXHEENAFHE I

* JHBhEE

$ ./scripts/env.sh start config/test-chain-0 50000 && ./scripts/env.sh start config/
—test-chain-1 51000 && ./scripts/env.sh start config/test-chain-2 52000 && ./scripts/
—env.sh start config/test-chain-3 53000

SRR A cloud-cli HHEMATRH T, BEMIEIES M k8s fTH) CITA-Cloud —F,
SPR BN TR EARE, KPP #E. Z2RF=T.

o {EIkAE

$ ./scripts/env.sh stop

o MBREE SO

$ ./scripts/env.sh clean config/test-chain-0 && ./scripts/env.sh clean config/test-
—schain-1 && ./scripts/env.sh clean config/test-chain-2 && ./scripts/env.sh clean.

—config/test-chain-3

3.3. HmiFFER 17
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AL B it A

XY j— A O S M 2%, (H@ HOp 8 TR e AR . 7E CITA-Cloud Hrdg ANy s B4 15 LAt 1y A7
FE, WHFERIATANERETE—E, AREH TN TSI E S, REFHTFREEAT S
HEAT
CITA-Cloud { ¢ # A= i T..H Aycloud-config,
TR
2RI A CITA-Cloud ity fit, PANEHESR] iF 2 )G, ANEE SR8 R, W0 P ey
WZS, IR AR M KL E .
AR TGN T A A T R B0

19
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4.1 SERECE

HERICEIRRY 2 E S —2E I, REVIIARCE. QI TR I SO, PR AR A AT AR L
HERICE, DAN R BRI E A KA S

41.1 init-chain &

RIEFEER config-dir Ml chan-name, ¥JIEAL— N SO H 451 .

B

——chain-name <CHAIN_NAME>
set chain name [default: test-chain]
——config-dir <CONFIG_DIR>

set config file directory, default means current directory [default: .]

41.2 init-chain-config %<

WG admin(E PR B ), validators(F: iR 7 ik 413%), node_network_address_list (75 35 /4 28 Huhik 41 3% )
ZAMOHERILE . RO RIR AR TR SN e DA, BB ext Rt S R I A AT
Z 5 Z B BT At oA 5ok, X IR — AR R . AT 2 5 242 i $(config-
dir)/$(chain-name)/chain_config.toml, Zay47H A FZ4:

——block_interval

PR BRI R E] R, BRINE 3.

—-block_limit

BCE WA PRI ERR, BOAE Y 100, RENFFEHA7fE Rl 100 4~

——chain_name

WEEENA T

o BRI A T VE N U I 4 FR. LA test-chain A, #7575 4 M A # test-chain-0,
test-chain-1, test-chain-2 S CHde, 40 SIAFHCEEA Y A A c B0

o MR AE L chain_name Z%8, WBGASERI 4 F N test-chain,
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——chain_id

BEAE I, BOANZE A R ENEGAER, B3N hex(sm3($(chain_name))).

—-config-dir

BCERCE SO E SR, BOAN AT H %

——timestamp

TCER AR R, BOAZSECN 0. AR INEN ABRIMEI;, I ZhE A 24 B 15X B2 P P [ B
o AABUERITA 1970-1-1 DRRIZRE, BOAR B HT I E .

——prevhash

BB A A ZE, BRIA A 0x0000000000000000000000000000000000000000000000000000000000000000

——version

WEARERAEE.

R SSEEARSE

fif] init-chain-config ArBLE MRS MK SEAT

——consensus_image <CONSENSUS_IMAGE>
set consensus micro service image name (consensus_bft/consensus_raft).

— [default:consensus_raft]

——consensus_tag <CONSENSUS_TAG>

set consensus micro service image tag [default: latest]

——controller_image <CONTROLLER_IMAGE>

set controller micro service image name (controller) [default:controller]

——controller_tag <CONTROLLER_TAG>

set controller micro service image tag [default: latest]

—-—executor_image <EXECUTOR_IMAGE>

set executor micro service image name (executor_evm) [default: executor_evm]

——executor_tag <EXECUTOR_TAG>

(Rt
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(ZE

set executor micro service image

——kms_image <KMS_IMAGE>

set kms micro service image name

——kms_tag <KMS_TAG>

set kms micro service image tag

——network_image <NETWORK_IMAGE>
set network micro service image

—network_p2p]

—-network_tag <NETWORK_TAG>
set network micro service image

—-—storage_image <STORAGE_IMAGE>
set storage micro service

—rocksdb]

image

——storage_tag <STORAGE_TAG>

set storage micro service image

tag [default: latest]

(kms_eth/kms_sm)

[default: latest]

[default:

kms_sm]

name (network_tls/network_p2p) [default:.
tag [default: latest]
name (storage_rocksdb) [default: storage_
tag [default: latest]

4.1.3 set-admin §%

BEEH AR, kP FHEFIGHET new-account Fid (L4 B &

é>¥4

T network_tls, NiAFEEHEIT create—ca ABSEAIRIES.

e

BN

B

) B A IR 55 e

——admin <ADMIN>

set admin
——chain-name <CHAIN_NAME>
[default:
——config-dir <CONFIG_DIR>

set chain name test-ch

set config file directory,default means currentdirectory[default:

ain]

-1

o admin Wik ZE. HNZHIH new-acc

ount ﬁ’]@ﬂ"]ﬂﬁﬂko

22
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4.1.4 set-validators §%

e

BIHA SRR . KRR %%%LL new-account T4 (WHE &A1), HENIHETY
A IIONEE, ARSI P b ) PR TR R

e

W

——chain-name <CHAIN_NAME>

set chain name [default: test-chain]
——config-dir <CONFIG_DIR>

set config file directory,default means current directory[default:.]
—-validators <VALIDATORS>

validators account splited by ','

e validators HWikSE. (HENEZMZHIH new-account Q)ZEFHNE, 2546

4.1.5 set-nodelist &%

PEE TSRS 2 . AT S S5 BRI A QR MEIREE, BRI SH ip, port 1 domain.
RIGIRE XA BT 2 — RIS . 2, SEMEEF R E SN, WA N KRS X chain_config.
toml F&ANT N WK MRS T network_tls, MFFELHENT create-csr MHETTAH domain
AT )ﬁ@]@lﬁ%%ﬂgglﬁk SRIGT K CA It sign-crs AAHEZZENR, HTFAXEWMA cert.pem
B EAT R

SR

——chain-name <CHAIN_NAME>

set chain name [default: test-chain]
——config-dir <CONFIG_DIR>

set config file directory,default means current directory[default:.]
—-nodelist <NODE_LIST>

node list looks like localhost:40000:node0, localhost:40001:nodel

* nodelist NWMESHE. [HANZ N A ML, HIiZ5 0. N8Nt ipport
M domain, ZIEJHE S,

* domain JERETHAHR, HFEFEHRT A ARERLZII,
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4.2 ¥HBh&

4.2.1 create—-ca &%

B FGERIRIE . &7F $(config-dir)/$(chain-name)/ca_cert/ P4 cert.pem I key.pem
PRAS A

B4

——chain-name <CHAIN_NAME>
set chain name [default: test-chain]
——config-dir <CONFIG_DIR>

set config file directory, default means current directory [default: .]

-—chain-name BEHEMHFR, BRIAN test-chain, ——config-dir WENIEICIHM, BIAH4HIH.

4.2.2 create-csr %

R EABIE B RELTE K. &FF $(config-dir)/$ (chain-name) /certs/$ (domain) / FA K,
csr.pem fil key.pem BP0

2

——chain-name <CHAIN_NAME>

set chain name [default: test-chain]
——config-dir <CONFIG_DIR>

set config file directory, default means current directory [default: .]
——domain <DOMAIN>

domain of node

~—chain-name YWEEENIAF, BIAN testchain, —-config-dir WEFLECHH T, BN 4 B,
~—domain WALEBYH. (HHHH set-nodelist HF append-node By £t W 4 bk ri 1y

domain,

4.2.3 sign-csr %

PR E AR, &4 $(config-dir)/$ (chain-name) /certs/$ (domain) /N4 K cert.

pem,

Y

——chain-name <CHAIN_NAME>
set chain name [default: test-chain]

——config-dir <CONFIG_DIR>

(Rt
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set config file directory, default means current directory [default: .]
——domain <DOMAIN>

domain of node

—-—chain-name WEHEMZFK, ERIAN test-chain, ——config-dir WHEEE CHHS, ERIAHYSHIH .
domain NWMESE. [HNHIMIMIT create-csr BF7 A domain.,

4.2.4 new-account §%

B, &FF $(config-dir)/$ (chain-name) /accounts/ K, AIEDA FHbE 40 oz, B
WA key_id F kms.db P30

S

——chain—name <CHAIN_NAME>

set chain name [default: test-chain]
——config-dir <CONFIG_DIR>

set config file directory, default means current directory [default: .]
——kms—-password <KMS_PASSWORD>

kms db password [default: 123456]

-—chain-name WEFENZFR, ERIAHN test-chain, ——config-dir WHEEE CIHS, ERIAKHYSHIH .
—-kms-password i ABEHFEZRY, BAH “1234567,

4.3 PREE
RPN R Rk LW v = o e e s T

4.3.1 init-node §%

WETERERFEE . XPBRERS NN ENS S MRS, A2 R AANE. 72524 $(config-
dir)/$(chain-name)-$(domain)/node_config.toml, 7 DA N Z4]:

——account

account NWAIESHL, FRITT RCEATH K ek . (H29Z BT new-account B HkE .
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——chain—name

BWEBENAT, BN test-chain, AL MUEIECE N BAT R A ERAAIX BB ZERT Y .

——config-dir

BCEMCESCIEH SR, BRI SCRIE, 5 A g e B A R A (R Bt RS 1Y

——key-id

RIS id, BUAN 1.

——kms—-password

BRI, BRAAKT 1234567,

—--log-level

A H GRS, BN info,

——package-limit

A B2 5 i B, BRI 30000,

——network-listen-port

AT UL ERBE R 4 rp LAY R R B 1, BRI 40000,

AR3% grpc IROSH

I AT SHBLE AT RN IR s 2 RLEE B grpc i .

——network-port <NETWORK_PORT>

grpc network_port of node [default: 50000]
——consensus—port <CONSENSUS_PORT>

grpc consensus_port of node [default: 50001]

——executor-port <EXECUTOR_PORT>

grpc executor_port of node [default: 50002]

—-—-storage-port <STORAGE_PORT>

grpc storage_port of node [default: 50003]
——controller—-port <CONTROLLER_PORT>

(FItgkgs)
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grpc controller_port of node [default: 50004]
——kms—-port <KMS_PORT>
grpc kms_port of node [default: 50005]

4.3.2 update-node &%

M BB SR Ay SR, AR G R R O IR 55 S

——chain—-name

WEHEENA T, BAN test-chain, &AL E AT R T BOIAMEIX BB R

——config-dir

BCEMCE ST H %, BN RISCIEIE, A AR I BN A R B (X BLAR B 1

——config—-name

BEEATRECEG S, BUAN config.toml, BIfRAF init-node fir< P A B ML E (5 B SCHE

——domain

domain NS, MENTRMIARR, FoRERIERTY .

4.4 BRIRSABSEH

A A B C B I A8 A IR 55 T — BE 2 00T RE 2 R BRI (A, X 48 2 B 60 26 805t mT PAYE 4% 71 R Y
config.toml XIFHFENEN, PATRUASMRS AL, KT LSRN

4.4.1 network_p2p

[network_p2p]
grpc_port = 50000
port = 40000

[ [network_p2p.peers]]
address = '/dns4/127.0.0.1/tcp/40001"

(Rt
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[ [network_p2p.peers]]
address = '/dns4/127.0.0.1/tcp/40002"

[ [network_p2p.peers]]
address = '/dns4/127.0.0.1/tcp/40003"

BER:

1. [network_p2p] H@AAT SHIMKEE S S, grpc_port AT i W 251 Az 45 A HAth iR 45 38 5 10
grpe i 1, port AN s DX GE ) 4 rp JH A S SRR ) i 1 o

2. [network_p2p.peers] FEAF HiE
& host 5 &, /tcp Ja port {5 5.

4.4.2 network_tls

SR A 25T A R, DA multiaddr FRifEICSR, /dnsd )5

[network_tls]
grpc_port = 50000
listen_port = 40000

reconnect_timeout = 5

[[network_tls.peers]]
domain = 'test-chain-1'
host = '127.0.0.1"

port = 40001

[[network_tls.peers]]
domain = 'test-chain-2'
host = '127.0.0.1"

port = 40002

[[network_tls.peers]]
domain = 'test-chain-3'
host = '127.0.0.1"

port = 40003

BER:

1. [network_tls] @AY SMMAKILEFE, groc_port AT SN 4R 45 A AR 55 8 5 1Y
grpe Uil 1, listen_port @787 b X HEE /) 26t H AT S w11, reconnect_timeout &

RIS F N A] o

2. [network_tls.peers] H2AT )5
T B PR R RN E S BT

RN A A AEE, K domain MEETAFH, H

28

Chapter 4. ECEi%BH




CITA-Cloud

4.4.3 consensus_raft

[consensus_raft]

controller_port = 50004

grpc_listen_port = 50001

network_port = 50000

node_addr = 'c7elfe8c89790ef0£4c0548e759c849806475a48"'

BER:
grpc_listen_port @AY LR HUIR 55 FIHAR U 55 W AFHY grpe B, controller_port Jgdkilf
k551 oRPC i, network_port ZMZHRIFHY gRPC B H , node_addr @AY kL.

4.4.4 consensus_bft

[consensus_bft]

consensus_port = 50001

controller_port = 50004

kms_port = 50005

network_port = 50000

node_address = '0x30bc783ff00ec6fb347a5blc7b2480ae65dd007a’

BERA:
consensus_port /@AY i H R 55 AU A (I 55 5 Y grpe B, controller_port g23LiRfHRk

%W gRPC B0, kms_port 2 kms ffflR5 M) gRPC i1, network_port ;&M RS 1 gRPC I,
node_addr 24T SR AL

4.4.5 executor_evm

[executor_evm]

executor_port = 50002

R

executor_port ZHATAMMIT gRPC B
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4.4.6 storage_rocksdb

[storage_rocksdb]
kms_port = 50005
storage_port = 50003

R

kms_port j& kms ff{lR55H) gRPC i, storage_port RAFAHMRITH) gRPC §H .

4.4.7 controller

[controller]

consensus_port = 50001

controller_port = 50004

executor_port = 50002

key_id = 1

kms_port = 50005

network_port = 50000

node_address = 'c7e1fe8c89790ef0£4c0548e759c849806475a48"
package_limit = 30000

storage_port = 50003

UiH -
consensus_port 3L HMIKR %S gRPC I 11, controller_port Z3E#H#5MIR %1 gRPC i

I, executor_port ZMATER MM 45 1) gRPC i 1, kms_port & kms f§ k45 H gRPC i I,
network_port 2R KM gRPC [, storage_port ZAEMETMIRSEH gRPC B,

4.4.8 kms

db_key = '123456"
kms_port = 50005

BER:

kms_sm fll kms_eth #i[d], dbo_key S8%4HEMZIY, kms_port & kms RSH) gRPC B,
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ARE ISR

HF 4% CITA-Cloud #, [T HEREF k8s SEMIN, BHEELBIATRRAMATAHRIF L B E

5.1 F{X(LEE

FERAT SR IRESHIIR S, TR B AMAE R PR R -
AT R R AR, BAEHT k8s By PV/PVC XFAFEEAT T4 .
B HHE4E N LY StorageClass, X} PV/PVC #fTaI840E -

FEnREFERNITHEE T minikube 44N standard [] StorageClass,

$ helm install local-pvc cita-cloud/cita-cloud-pvc —--set scName=standard

FH PR AR B O RIREE DA S I AR IR 5 SR B scName 2 4{.
local-pve MAIEN PvC AT, PR AR R E
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5.2 MLk

WIZET7THT, 5 B R Z 18] AT DA A o) 28 AR L 42 o

EREANTIRT A IS k8s (Y SVC RBFETY Y M 2 1

WA RSO, WFRBEA LoaderBalancer R4 AMREERT MY R 455 1 .
WEE A =3, IS4 B B = IR 55 7 -

5.3 BMEEX

HRERLA R o AR RE AN 22 R

5.3.1 LR}

FER A SR A kes SR

FAHRMBE T — Chart TAEREIIZIEN . M2 iR CHATHRENT1-224T CITA-Cloud W7
Charts @ EFE|E PVC,

$ helm install test-chain cita-cloud/cita-cloud-local-cluster --set config.

—superAdmin=0xae069e1925aldad2alf4c7034d87258dfd9%6532 --set pvcName=local-pvc

* test-chain JEAEIEER YT
* pvcName ZHIEE T PVC 4T
* superAdmin BEUCH H C R EE AL

e CITA-Cloud IR GSEAG Z AL, eI PAEd xxx.imageName fll xxx.imageTag &
BORERE T SE B .

o WL RS WA,
o #E LR statefulset, FEMRENTTEXTN—14 pod.

* MZMHT headless service, (R i ELE W DA,

32 Chapter 5. ZpEIER



https://github.com/cita-cloud/charts/tree/main/cita-cloud-local-cluster

CITA-Cloud

532 Z &£

HERT S TRTEZ A k8s R,
B U
LA TR ks s ERE.
2. PRIV EAE T SN S RSN 1o Rl
3. PREHIBLE LA k8s BRI A pve.
4. S E .
5. BRI RO, SRR R B TER) k8s &R,
6. TE& k8s SRHEH BT A
55 2 XD FR BT AR A
Q2R A M porterLB, A AGEI AR fir oG eip.

$ helm install cita-cloud-eip cita-cloud/cita-cloud-eip

e cita-cloud-eip} eip WJZF.
* WEZWS Wik,
SR A ar A8 sve.

$ helm install test-chain-0-1lb cita-cloud/cita-cloud-porter-1b

 test-chain-0-1b 3} SVC 4T
* WEZWS Wik,

554 B E

AIPAfE Chart TAE:

$ helm install init-multi cita-cloud/cita-cloud-config —--set config.action.

—type=initMulti --set config.chainName=test-chain --set config.action.initMulti.
—superAdmin=8f81961£263£f45£88230375623394c9301c033e7 --set config.action.initMulti.
—kmsPasswordList="123456\,123456\,123456" —--set config.action.initMulti.nodelList=

—"192.168.10.123:40000:n0de0\,192.168.10.134:40000:n0de1\,192.168.10.135:40000:node2

—" ——-set pvcName=local-pvc

B2 2 e JiE

7] DA B2 ] cita-cloud-config .
%6 SHERA k8s BT .

APAMER Chart Tf%:

5.3. MBEER
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$ helm install test-chain-node0 cita-cloud/cita-cloud-multi-cluster-node --set config.

—~chainName=test-chain --set config.domain=node0

e chainName 5% 4 5 —F, domain WAEEE 4 A rpH b —AN37 15 4% domain,

e CITA-Cloud IR GSEAG Z AL, H Rl PAEd xxx.imageName fll xxx.imageTag &
BRI REZE S

© WESHZ L.

X =35, B PA{# fcita_cloud_operator, CITA-Cloud &R &SERE £ A3, el b
service-config.toml BB SO ELA0 R SE 3.
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R R R R B I BRAIERAUR, 225 i 3R S HE AT R, IR S S Rl
AR, SRR AR T R AT R, RS B R T E SR RS
o HEl TN EE T B HBAIBEAR AT T AR AR . AT DATR A IR b A B
GRS, e S B I AT R HE o BRI SV I SR T
PABERA T RMEANLR, SR LA A 0] DARR A [R5 LA it . A 2 — R 28 PR Rl DA
SR, T cita-cloud XFFIRTY RN E T AT T THEARE B XHT B RuE R M s, B
LT RS P 46 )2 5 HA Y S, X ST M A S S I A, A R G £ R

N
N
S
sd
&
L
]
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7.3.1 QlEEsHE

WU A B =AY BRI SR

$ helm install init-multi cita-cloud/cita-cloud-config —--set config.action.

—type=initMulti --set config.chainName=test-chain --set config.action.initMulti.
—superAdmin=8£81961£263£45£88230375623394c9301c033e7 —--set config.action.initMulti.
—kmsPasswordList="123456\,123456\,123456" —--set config.action.initMulti.nodelList=

—"192.168.10.123:40000:n0de0\,192.168.10.134:40000:n0del1\,192.168.10.135:40000:node2
—" ——set pvcName=local-pvc

NAME: init

LAST DEPLOYED: Thu Jul 29 23:29:52 2021

NAMESPACE: default

STATUS: deployed

REVISION: 1

TEST SUITE: None

cdoa et

$ cd /tmp/hostpath-provisioner/default/local-pvc
$ 1s

test-chain test-chain-node0 test-chain-nodel test-chain-node2

73.2 FMEBELS

$ helm uninstall init-multi
release "init-multi" uninstalled

$ helm install increase-multi cita-cloud/cita-cloud-config —--set config.action.

—type=increaseMulti --set config.chainName=test-chain --set config.action.
—increaseMulti.kmsPassword=123456 —--set config.action.increaseMulti.node="192.168.10.
—136:40000:n0de3" --set pvcName=local-pvc

NAME: increase-multi

LAST DEPLOYED: Thu Jul 29 23:38:26 2021
NAMESPACE: default

STATUS: deployed

REVISION: 1

TEST SUITE: None
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R

$ cd /tmp/hostpath-provisioner/default/local-pvc
S 1s

test-chain test-chain-node0 test-chain-nodel test-chain-node2 test-chain-node3

Z T E e test—-chain-3.

$ 1ls test-chain-node3
config.toml executor—-log4rs.yaml kms-logdrs.yaml node_config.toml

controller-log4rs.yaml kms.db network-logd4rs.yaml storage-log4rs.yaml

7.3.3 MIBREET =

S helm uninstall increase-multi

release "increase-multi" uninstalled

$ helm install decrease-multi cita-cloud/cita-cloud-config —--set config.action.
—type=decreaseMulti —--set config.chainName=test-chain --set config.action.
—decreaseMulti.domain=node3

NAME: decrease-multi

LAST DEPLOYED: Thu Jul 29 23:42:38 2021

NAMESPACE: default

STATUS: deployed

REVISION: 1

TEST SUITE: None

XHEL

$ cd /tmp/hostpath-provisioner/default/local-pvc/
$ 1s

test-chain test-chain-node0 test-chain-nodel test-chain-node2

BT SO test-chain-node3,
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7.3.4 HIBR%E

$ helm uninstall decrease-multi

release "decrease-multi" uninstalled

$ helm install clean cita-cloud/cita-cloud-config --set config.action.type=clean
Location: /home/mid/.kube/config

NAME: clean

LAST DEPLOYED: Thu Jul 29 23:47:11 2021
NAMESPACE: default

STATUS: deployed

REVISION: 1

TEST SUITE: None

$ helm uninstall clean

release "clean" uninstalled

XHER

$ cd /tmp/hostpath-provisioner/default/local-pvc/
/tmp/hostpath-provisioner/default/local-pvc$ 1ls
/tmp/hostpath-provisioner/default/local-pvc$

TR RS AT B o
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CHAPTER 9

NIAN
=g
AREHRER EEIE LR, HEAEER G, HiEEERAE.
ERE LR FTEZ AT CITA-Cloud BHRE, THIES ILRENTHKETINE.
IE cloud-cli BB K :
$ cldi account login admin
OK, now the default user is “admin’, account addr is.
—0xae069e1925al1dad2alf4c7034d87258dfd9%b6532
= P =

9.1 EFEREERR
EEIE LA A] AR T — LI P .
BRI

I AERGECE, YRS K.
$ cldi system-config
{

"admin": "Oxae069e1925aldad2alf4c7034d87258dfd9b6532",

"block_interval": 6,

"chain_id": "0x26b0b83e7281be3b117658b6f2636d0368cad3d74f22243428£f5401a4b70897e",

"validators": [

"0xc35b3b7437a31b4d0a737041al7a8e181ae25bab",
(R oTakEs)
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"Oxab5e75c8ed90c17d2cd0b637943c7ce83248dbf20",

"0x32872cec919211£5d144£8464b45140f4a146002",

"0x790£590alea9764bcc26154c3de868ccf7bdcad4”
1,

"version": 0

L. 8BRS B

$ cldi update—-admin 0x9817ac046e0b6a2903352d05497564147ddc0a6f
tx_hash: 0x1£f3b25887bca912b5809e4860cd507574682efed457c01d2d450aa2067c06e826

I ERUR, 71305 b2 G, AR RGREFIA admin 2200 TR IK bk

$ cldi system-config

"admin": "0x9817ac046e0b6a2903352d05497564147ddcOa6t",

"block_interval": o6,

"chain_id": "0x26b0b83e7281be3b117658b6£2636d0368cad3d74£22243428£5401a4b70897e",

"validators": [
"0xc35b3b7437a31b4d0a737041al7a8el8lae25bab",
"0xa5e75¢c8ed90c17d2cd0b637943c7¢ce83248dbf20",
"0x32872cec919211£5d144£8464b45140f4a146002",
"0x790£590alea%9764bcc26154c3de868ccf7bdcad4”

1,

"version": 0

9'2 7N ’n\ I\\\k'éii

ot

BCEBTH LT
(N K
I BFRGHE, BASHIEIEASFE.

$ cldi system-config

"admin": "Oxae069el1925aldad2alf4c7034d87258dfd9b6532",

"block_interval": 3,

"chain_id": "0x26b0b83e7281be3b117658b6£2636d0368cad3d74£22243428£5401a4b70897e",
"validators": [

"0x724£f28ac8d069£150d541a07235ebc2363ae9b2a",

(N DUERED)
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"0x1e0427b2a2ba34dceda5788d98£f5%9aef0eb92£8e",
"0x868al116bd018c3ed0facb4a761829485£f03c2£73"

1,

"version": 0

1. WEFRIEA S5 3, Fgihbhl S 0xc35b3b7437a31b4d0a737041al7a8e181ae25bab ik
5

-1’/\ JinN o

$ cldi update-validators 0x724f28ac8d069f150d541a07235ebc2363ae9b2a..
—0x1e0427b2a2ba34dcedab788d98f5%aef0eb92f8e. .
—0x868a116bd018c3ed0facb4a761829485£03c2£73..
—0xc35b3b7437a31b4d0a737041al7a8el8lae25bab

tx_hash: 0x54f9%ebdb3d5e52b80cad92c7551a706ad4ae20aecd7cde88cl67£f8659%ecdadbd

L ERM, s B2 )G, ARAGIEMIAN validators 28 T —dk k.

$ cldi system-config

"admin": "Oxae069el1925aldad2alf4c7034d87258dfd9b6532",

"block_interval": 3,

"chain_id": "0x26b0b83e7281be3b117658b6£2636d0368cad3d74£22243428£5401a4b70897e",

"validators": [
"0x724£28ac8d069£150d541a07235ebc2363ae9%b2a",
"0x1e0427b2a2ba34dceda5788d98f5%9aef0eb92£f8e",
"0x868a116bd018c3ed0facb4a761829485£03c2£73",
"0xc35b3b7437a31b4d0a737041al7a8el8lae25bab"

I

"version": 0

ST RBIRAE 2 5, AR R, R BRIEHAY s 3t %@J}: AR HTRY ST S
USR] RE A5 1k B E@J%’rbn/\éﬁ ”%/'ﬁ}ﬁﬂ#xﬁkﬂi}z A SIREIERIF B

9.3 f&RthiRiEfa

R B 57 AT DATSCEL B A L S ET B
(K
L PR T A B o
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$ cldi system-config

"admin": "0x9817ac046e0b6a2903352d05497564147ddcOa6t",

"block_interval™: 6, //H Kk FEFE A6

"chain_id": "0x26b0b83e7281be3b117658b6£2636d0368cad3d74£22243428£5401a4b70897e",

"validators": [
"0xc35b3b7437a31b4d0a737041al7a8el8lae25bab",
"0xa5e75¢c8ed90c17d2cd0b637943c7¢ce83248dbf20",
"0x32872cec919211£5d144£8464b45140f4a146002",
"0x790£590alea%9764bcc26154c3de868ccf7bdcad4”

1,

"version": 0

L B B E] A 3 7

S cldi c¢ldi set-block-interval 3
tx_hash: 0xalcad608bl1e0245f988d193380a56aecall56bca2l17f2a73dadb8dcec02e20cb9

1 SRR, Rk ez )n, BEBERFEREMIN blockInterval 8 T HIKHE.

$ cldi system-config

"admin": "0x9817ac046e0b6a2903352d05497564147ddcOa6t",

"block_interval": 3,

"chain_id": "0x26b0b83e7281be3b117658b6£2636d0368cad3d74£22243428£5401a4b70897e",

"validators": [
"0xc35b3b7437a31b4d0a737041al17a8e181ae25bab",
"Oxa5e75c8ed90c17d2cd0b637943¢c7¢ce83248dbf20",
"0x32872cec919211£5d144£8464b45140£4a146002",
"0x790£590alea9764bcc26154c3de868ccf7bdcad4”

I

"version": 0

9.4 Z2H3h

G B AT oL AAE FBL, PR R SRS, N BGRPAE B R IAiR B A Yy, HAtl
oy eipid . (36 X 5 AR I G RAE)

LRI FONIAT LT, 4RI, AR R 5 TR
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941 HiZ

$ cldi emergency-brake on
tx_hash: 0x5b5aaad42b4312fb204a156d279e0£98805e62a98cdf9293c4d5f361fcefc3d88

SR, f5 5 EHEZ G, ¥ A EIE BE R T DASGRIR IR 5y, il ] RIS 5 5 2y ik [B] forbidden
B iR

BIANE A Ik test AIEGZY:

$ cldi account login test

OK, now the default user is "test’, account addr is.
—0x415£56820790006940477396fcd2c201lefed9beb

$ cldi create.
—0x608060405234801561001057600080£d505060£58061001£6000396000£3006080604052600436106053
thread 'main' panicked at 'called "Result::unwrap() on an "Err  value: Status {.
—code: InvalidArgument, message: "Expect error: forbidden", metadata: MetadataMap {._
—headers: {"content-type": "application/grpc", "date": "Wed, 21 Jul 2021 09:05:37 GMT

—"} }, source: None }', src/client.rs:146:14

note: run with “RUST_BACKTRACE=1" environment variable to display a backtrace

9.4.2 XA

$ cldi emergency-brake off

tx_hash: 0x347cf8a7ef89958e936344dc8318fd0ca7dd5ecadaab60df74£094989549b7427

SR, 5 EHEZ R, S PR AR ER K5 T

$ cldi account login test

OK, now the default user is "test’, account addr is.
—0x415£56820790006940477396fcd2c201lefed 9beb

$ cldi create.
—~0x608060405234801561001057600080£d5b5060£58061001£6000396000£3006080604052600436106053
tx_hash: Ox7eeaefdf3d266a2bl1a8b6350952b1353b230207bc4c089735a3d2e482dcl1f77e

9.4. E3Hzh 47
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cHAPTER 10

HiEEE

10.1 HiERS
10.2 iR

10.3 #hiEHBY
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cHaPTER 11

11.1 BEER

HETFERGRIA, AL, BRI BT maE A & EEAE M . CITA-Cloud Mz 45 19 H 755 ST 2
ESRE] > B H 30

11.1.1 HEMUE

CITA-Cloud () H & SO TF AN IR Log SO, B M ss B —A~ H &3t

$ 1ls test-chain-0/logs
consensus—-service.log executor-service.log network-service.log

controller-service.log kms-service.log storage-service.log

11.1.2 BEER

H 5590 LANF
» Warn: #4555
* Info: BRIAMH HAEG0
+ Debug: #if5 B

o Trace: Fx k&%

51
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CITA-Cloud £4T BB il i 454 S H A FRY H A
CITA-Cloud ®RAf H 54448 info.

$ cat controller-logé4rs.yaml
# Set the default logging level and attach the default appender to the root
root:

level: info

appenders:

— Jjourney-service

info ZHITEHI M HE

$ tail -10f /tmp/hostpath-provisioner/default/local-pvc/test-chain-0/logs/controller—
—service.log

2021-08-03T06:17:06.966466511+00:00 INFO controller::chain - finalize_block: 3117,.
—block_hash: 0x78bc32f8c352cbab5af069d4882048c8957b3011486eecaflb52446667ad8al87c0
2021-08-03T06:17:06.967758688+00:00 INFO controller::node_manager - update node:.
—0x417181eb1961c70d19ce84cb7ffb102c8cfc2e2e

2021-08-03T06:17:06.967789307+00:00 INFO controller::node_manager - update node:.
—0xd8cd634blba%aaabae9b4e3al181c80d70£0cbf56

2021-08-03T06:17:07.012242063+00:00 INFO controller::controller - add remote.
—proposal (0x8cc8d96407beB8aeldc703c51dc8d8d19bd%e5c3321ede21b41cl15937ea717€20)
—~through check_proposal

2021-08-03T06:17:09.949227372+00:00 INFO controller::controller - add remote.
—proposal (0xd8f56a1d049112a5a4a4cc8918a2beea9faab8d59%9ee2ad230733b£f8a7¢9e81£3)
—through check_proposal

2021-08-03T06:17:09.969532670+00:00 INFO controller::node_manager - update node:.
—-0x417181eb1961c70d19ce84cb7££fbl102c8cfc2ele

2021-08-03T06:17:09.971888525+00:00 INFO controller::util - height: 3118 hash.
—0xd8f56a1d049112a5a4a4cc8918a2beeca9faab8d59ee2ad230733bf8a7c9e81£3

o TEARCY RECER, FTPAM -—1s_stdout Hl--log_level I H&EMH I MEHR . HIHES MR E
VTR RN

AR BT HEWBOAEDN Trace, AIDAHEEME Trace AN Trace HHIPA LM HE

$ helm install other-chain cita-cloud/cita-cloud-local-cluster —--set pvcName=other-
—pvce —--set config.loglevel=Trace

$ tail -10f /tmp/hostpath-provisioner/default/other-pvc/other-chain-0/logs/controller—
—service.log

2021-08-03T02:21:12.915282130+00:00 TRACE tracing::span::active - —->_
—Prioritize::queue_frame

2021-08-03T02:21:12.915284920+00:00 TRACE h2::proto::streams::prioritize - schedule_
—»send stream.id=StreamId(1303)

(Rt
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2021-08-03T02:21:12.915287840+00:00 TRACE h2::proto::streams::store — Queue::push
2021-08-03T02:21:12.915290190+00:00 TRACE h2::proto::streams::store - -> first entry
2021-08-03T02:21:12.915292720+00:00 TRACE tracing::span::active - <-_

—Prioritize: :queue_frame

2021-08-03T02:21:12.915295570+00:00 TRACE tracing::span - —-- Prioritize::queue_frame
2021-08-03T02:21:12.915298740+00:00 TRACE h2::proto::streams::prioritize - reserve_

—capacity; stream.id=StreamId(1303) requested=1l effective=1 curr=0

AT R R ] BB SR 55 Y H GBS xxx-log4rs. yaml. SEHIEHASTRE H S5

1.2 REHE

k8s MFIRHIKARF A, HHVEAas SLam 28 BB e, A sk = I i TR A4
N T, FAET R pod M T — LT DT A SR

o QSR E B F cita_cloud_operator, W] PAE T E-—-need_debug ZHCHN true JFEiZINAE. EHATH
F IS 2 pragma/network-multitool, & THMaGTEES WAERE.

o B F W {#H H Chart T &, WM A~ B cita—cloud-local-cluster b &
cita-cloud-multi-cluster-node, HRAJ DAiH 3% B debug.enabled F true FREZI
BB, JHPPAMEIT debug.imageName il debug.imageTag W& TR IES .

11.21 HRRAEE

* i kubectl ¥ get iy EEER LA RAISTTE I

$ kubectl get pod

NAME READY STATUS RESTARTS AGE

test-chain-0 7/7 Running 0 149m
test-chain-1 7/7 Running 0 149m
test-chain-2 7/7 Running 0 149m

» CITA-Cloud f#if§ kubectl [ describe fy4 0] A B 5217 SRR o

$ kubectl describe pod test-chain-0

Name : test-chain-0

Namespace: default

Priority: 0

Node: minikube/192.168.49.2

Start Time: Mon, 02 Aug 2021 20:40:08 -0700
Labels: app.kubernetes.io/instance=test-chain

(Rt
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app.kubernetes.io/managed-by=Helm
app.kubernetes.io/name=cita-cloud-local-cluster
app.kubernetes.io/version=6.1.0
controller-revision-hash=test-chain-5b9f9b6b84
helm.sh/chart=cita-cloud-local-cluster-6.1.0
statefulset.kubernetes.io/pod-name=test-chain-0
Annotations: <none>
Status: Running
IP: 172.17.0.4
IPs:
IP: 172.17.0.4
Controlled By: StatefulSet/test-chain
Init Containers:
cita-cloud-config:
Container ID: docker://
—fclbl3ce38fe81c50c77843£866df71a20bffb%ad0ec58402ab22e42c668b7e0
Image: citacloud/cita_cloud_config:v6.0.0
Image ID: docker-pullable://citacloud/cita_cloud_
—configlsha256:c148£fd70c£28b886b0d23440625562bf£f559f16d4728be8bb256bc77855d2bfa
Port: <none>
Host Port: <none>
Args:
init
——chain_name
test-chain
——super_admin
0x415£56820790006940477396fcd2c201lefedIbeb
—-—is_bft
true
——work_dir
/data
——peers_count
3
——kms_password
123456
—-—is_stdout
false
—-—log_level
info
State: Terminated
Reason: Completed
Exit Code: 0
Started: Mon, 02 Aug 2021 20:40:12 -0700

(Rt
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Finished: Mon, 02 Aug 2021 20:40:12 -0700
Ready: True
Restart Count: O
Environment: <none>
Mounts:
/data from datadir (rw)
/var/run/secrets/kubernetes.io/serviceaccount from default-token-65x41 (ro)
Containers:
debug:
Container ID: docker://

—~69a64a03102154£06625b3efdbc26c2bb1d57498£01433d858422e88a07ac0c4

Image: pragma/network-multitool:latest
Image ID: docker-pullable://pragma/network—
—multitool@sha256:7222852f7£120b44268f5bb8e2631bc667d740bd62dfc9eb695e89babd3e6d71
Port: 9999/TCP
Host Port: 0/TCP
State: Running
Started: Mon, 02 Aug 2021 20:40:14 -0700
Ready: True

Restart Count: 0

Environment:

HTTP_PORT: 9999

POD_NAME : test-chain-0 (vl:metadata.name)
Mounts:

/data from datadir (rw)
/var/run/secrets/kubernetes.io/serviceaccount from default-token-65x41 (ro)
network:
Container ID: docker://
—b7b5eb98e9e2aabc7fcad6£3e07fb879ebd75015055ec628a287al38ale7424c
Image: citacloud/network_direct:v6.0.0
Image ID: docker-pullable://citacloud/network_
—direct@sha256:385580e69f9%9a68bea808b072614feecd50e079d7bf4be3aadbl6a738cab6062d

Ports: 40000/TCP, 50000/TCP
Host Ports: 0/TCP, 0/TCP
Command:

sh

-c

network run -p 50000 -k network_key

State: Running
Started: Mon, 02 Aug 2021 20:40:15 -0700
Ready: True

Restart Count: 0

Environment:

(Rt
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POD_NAME: test-chain-0 (vl:metadata.name)
Mounts:
/data from datadir (rw)
/var/run/secrets/kubernetes.io/serviceaccount from default-token-65x41 (ro)
consensus:
Container ID: docker://
—d58537e6339069d33d9cf8e7b521619170505204£a556214d876dd3c£17830e4
Image: citacloud/consensus_bft:v6.0.0
Image ID: docker-pullable://citacloud/consensus_
—~bft@sha256:c56c1£873783bb6£2a4400d9718592c3121779fb4£682b8646482573e1c33853
Port: 50001/TCP
Host Port: 0/TCP
Command:
sh
e
consensus run -p 50001
State: Running
Started: Mon, 02 Aug 2021 20:40:16 -0700
Ready: True
Restart Count: 0
Environment:
POD_NAME: test-chain-0 (vl:metadata.name)
Mounts:
/data from datadir (rw)
/var/run/secrets/kubernetes.io/serviceaccount from default-token-65x41 (ro)
executor:
Container ID: docker://
—e886f8b826061e5c5d5fe8980b2bb594£65933815432a159¢c87¢c015d96419a49
Image: citacloud/executor_evm:v6.1.0
Image ID: docker-pullable://citacloud/executor_
—evm@sha256:25cde829576d6£fa776e4c4022421da547152a628151££f038744£fef2169da0892
Port: 50002/TCP
Host Port: 0/TCP
Command:
sh
-c
executor run -p 50002
State: Running
Started: Mon, 02 Aug 2021 20:40:17 -0700
Ready: True
Restart Count: O
Environment:
POD_NAME: test-chain-0 (vl:metadata.name)
(QiviE3)
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Mounts:
/data from datadir (rw)
/var/run/secrets/kubernetes.io/serviceaccount from default-token-65x41 (ro)
storage:
Container ID: docker://
—1ec6ecf500b3£046511dd3c82£9db887£99028£7d5945924e9e4b75fcb35c105
Image: citacloud/storage_rocksdb:v6.1.0
Image ID: docker-pullable://citacloud/storage_
—rocksdb@sha256:747£445b36e0e747212742debebc37e59f19%a21fc2b6£5c6d7£1b8e8f8aba433
Port: 50003/TCP
Host Port: 0/TCP
Command:
sh
-c
storage run -p 50003
State: Running
Started: Mon, 02 Aug 2021 20:40:19 -0700
Ready: True
Restart Count: O
Environment:
POD_NAME: test-chain-0 (vl:metadata.name)
Mounts:
/data from datadir (rw)
/var/run/secrets/kubernetes.io/serviceaccount from default-token-65x41 (ro)
controller:
Container ID: docker://
—2a661310c5d392496b£2721c26e98a£8412c790276e0258171025ff0e4154ada
Image: citacloud/controller:v6.1.0
Image ID: docker-pullable://citacloud/
—controller@sha256:00908004f6eala20c22f2d51a9f2e7e179348£5ebd68339c6c596934a8b8£f761
Port: 50004 /TICP
Host Port: 0/TCP
Command:
sh
-c
controller run -p 50004
State: Running
Started: Mon, 02 Aug 2021 20:40:20 -0700
Ready: True
Restart Count: O
Environment:
POD_NAME : test—-chain-0 (vl:metadata.name)
Mounts:
(QiviE3)
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/data from datadir (rw)
/var/run/secrets/kubernetes.io/serviceaccount from default-token-65x41 (ro)
kms:
Container ID: docker://
—~57a48e2£7£d968617c194499¢c31113c8746ba78260b5d9bdec0ab35336c20d6b
Image: citacloud/kms_sm:v6.0.0
Image ID: docker-pullable://citacloud/kms_
—sm@sha256:2e41£2d99d26£6b684£04£4c0e4c956db6c8984673a29e752673c4aed40£f64da
Port: 50005/TICP
Host Port: 0/TCP
Command:
sh
e
kms run -p 50005 -k /kms/key_file
State: Running
Started: Mon, 02 Aug 2021 20:40:22 -0700
Ready: True
Restart Count: O
Environment:
POD_NAME : test-chain-0 (vl:metadata.name)
Mounts:
/data from datadir (rw)
/kms from kms-key (ro)
/var/run/secrets/kubernetes.io/serviceaccount from default-token-65x41 (ro)
Conditions:
Type Status
Initialized True
Ready True
ContainersReady True
PodScheduled True
Volumes:
kms—-key:
Type: Secret (a volume populated by a Secret)
SecretName: test-chain-kms-secret
Optional: false
datadir:
Type: PersistentVolumeClaim (a reference to a PersistentVolumeClaim in the._
—»same namespace)
ClaimName: test-pvc
ReadOnly: false
default-token-65x41:
Type: Secret (a volume populated by a Secret)
SecretName: default-token-65x41
(QiviE3)
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Optional: false
QoS Class: BestEffort
Node-Selectors: <none>
Tolerations: node.kubernetes.io/not-ready:NoExecute op=Exists for 300s

node.kubernetes.io/unreachable:NoExecute op=Exists for 300s
Events:
Type Reason Age From Message
Normal Scheduled 2ml18s default-scheduler Successfully assigned default/test-
—~chain-0 to minikube
Normal Pulled 2ml15s kubelet Container image "citacloud/cita_cloud_

—config:v6.0.0" already present on machine

Normal Created 2ml4s kubelet Created container cita-cloud-config
Normal Started 2m13s kubelet Started container cita-cloud-config
Normal Pulled 2m13s kubelet Container image "pragma/network-—

—multitool:latest" already present on machine

Normal Started 2ml2s kubelet Started container debug
Normal Created 2ml2s kubelet Created container debug
Normal Pulled 2ml2s kubelet Container image "citacloud/network_

—direct:v6.0.0" already present on machine

Normal Created 2ml2s kubelet Created container network
Normal Started 2mlls kubelet Started container network
Normal Pulled 2mlls kubelet Container image "citacloud/consensus_

—bft:v6.0.0" already present on machine
Normal Created 2mlls kubelet Created container consensus
Normal Pulled 2ml10s kubelet Container image "citacloud/executor_

—evm:v6.1.0" already present on machine

Normal Started 2ml10s kubelet Started container consensus
Normal Created 2m9s kubelet Created container executor
Normal Started 2m9s kubelet Started container executor
Normal Pulled 2m9s kubelet Container image "citacloud/storage_

—rocksdb:v6.1.0" already present on machine

Normal Created 2m8s kubelet Created container storage
Normal Started 2m7s kubelet Started container storage
Normal Pulled 2m7s kubelet Container image "citacloud/

—controller:v6.1.0" already present on machine

Normal Created 2mbs kubelet Created container controller
Normal Started 2m5s kubelet Started container controller
Normal Pulled 2mbs kubelet Container image "citacloud/kms_sm:v6.0.

—0" already present on machine
Normal Created 2més kubelet Created container kms

Normal Started 2més kubelet Started container kms
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11.3 fRFEE
CITA-Cloud A% s s 4 4 CITA-Monitor
CANERE
o WNIRFBE B FHcita_cloud_operator, W PAE LK B -—need_monitor B4 true JFE%IHE.
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cHAPTER 12

st

12.1 it Em

CITA-Cloud BRI FARSR R TIRS 284, %148 Controller, Network, Consensus, Storage,
Executor, KMS NS . (kS5 Z B EAERE, AR FSEPAT AR R4, A mAAME .

(2 aa ik RV E At v NS DA U

TEMCEER b, O T RES PO R S R, MU AE RS . FEZ WIRRRIELAG b, LEARRE L AUk 55 AT
REA S S ORI RE , B MRUIRSF Y T BERS B, O7 B A A A B AT

12.2 thiliFhE

12.2.1 Network

Network FR45, FERRMEM KA TIEE, 72 WUk R ER /> P g W84 R T 45 61
B W Y M4 RSO R Sk I T B K BIR A Y Grpe ikl B R T — MO
(RegisterNetworkMsgHandler); & HFR AL T B4% (SendMsqg) ) 4% (Broadcast) P2, I
Hhife— A 4 IEBERAS B3 1 (GetNetworkStatus) .

SEPE A A T 45 PR 1 ] Bt 2

Hor—ANsE Blnetwork _direct L% FH RG2S, NFPSEEU AT e . 34— Binetwork_p2p, fifi
ATEARB— p2p f#.
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12.2.2 Storage

Storage fflR5s, TERML KV FMAHXHITIRE, WEE T FE ARG AETIE. #0 B store(HiE X
& updata, [FEINALEETIRAINEE), Load, Delete,

BB S5, TIUOEE LT AR region:

enum Regions {
GLOBAL = 0;
TRANSACTIONS = 1;
HEADERS = 2;

BODIES = 3;
BLOCK_HASH = 4;
PROOF = 5;
RESULT = 6;

TRANSACTION_HASH2BLOCK_HEIGHT = 7;
BLOCK_HASH2BLOCK_HEIGHT = 8; // In SQL db, reuse 4
TRANSACTION_INDEX = 9;

BUTTON = 10;

Pl ARYE H C )RR 205 region 1%k,
HARSEH b, iR AR RG] B
METSEIMA R T sqglite ffstorage sqglite, EF rocksdb ffJstorage_rocksdb, PAKET tikv fstorage tikv,

region WSEHL, BT sqglite BHEHARER table RSP BT tikv B2 EHEE region [Pk
JaPHEAE key WHINA: HET rocksdb K& AR ColumnFamily JRSZH.

12.2.3 KMS

KMS k55, FEILMFAHMBAEME, PASAH KBRS . #10H: GenerateKeyPair, HashData,
VerifyDataHash, SignMessage, RecoverSignature, JE—H4 BN/ 7 DA S AH 3¢ B B8 IE /25
2 PABAH K IIE——X A4 — D BRI RBEE A . ILAMNEAH — i1 GetCryptoInfo. H[PAINAZ
— AR MEUIN bR AE T EAR .

H gL B kms_ethflkms_sm, 2T secp256kit+keccak fl sm2+sm3 PiFh LB H A
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https://github.com/cita-cloud/storage_sqlite
https://github.com/cita-cloud/storage_rocksdb
https://github.com/cita-cloud/storage_tikv
https://github.com/cita-cloud/kms_eth
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12.2.4 Executor

Executor k55, FEARIARMER T EIRS AL A EE EIRESHIDhEE. 04 Exec Ml Call, 7
S BARAT A o

ETHATHATT, HARMATRR v REH Rz RS SVRIPRAE, AR BARSEHR U

JE4r e — B R A ERE S, e lllexecutor_chaincodefl 2 32 Fabric MSEHL., executor_evml)
FEAA U AT SE I

WA DABER— 2R Y 5, ROURER VM MR REGARIETE S . A EITE, BRI, Hdktsak
iU

R AR AL, BEEAX AN LB, KT R,

12.2.5 Consensus

Consensus fltd5, FEARBHUMERIEL NILNS 5 Z BIEN—EYIRE. #OaE:
1. SEHAE controller H1fJ: GetProposal AT HEZ IS CheckProposal fr 47 mifEsg
f32%E; CommitBlock MiA—TMEZE.
2. SLPAE Consensus HHY: CheckBlock R [m2 H HIH M C £MfIA$E % Reconfigure 4b
ARG EAE.
FOPXAMUIR 55 I EHRE, W] DAACH & — Ao B L
L E, HEiZdT Pox 2 fconsensus_proof_of_sleep, HF raft Hjconsensus_raft, PAREET bft

Fijconsensus_bft,

12.2.6 Controller

Controller R HFERENKIGEFALTAZOMAE, FSIrf FERRAR, o EEMRIE rReC RO,

OB THIA M E X Consensus kS r9#: 0, 28X EEM R rRec 0. KR EEWZ
SendRawTransaction ZikAZ GO, FI FHERE &G BEImED,

AR AR 55 K, FTROA AR — M REE MRS, AP AR gD, #ZIRGER 5 B,
Controller FHXSEFIGAZ 5 Kt . EI T H IR IAAC 5 BRI A, 1% CompactBlock, PAKFHR
M4y, JERl Consensus FRB 4R, BHHLXIRE. X HEFTAERL, WAk, 2, DAL G
b

Blockchain.proto SUHHE LT —E2 5 M BHR S5, B2 Fil TR T IR ) M 50652 2 Bt Qa7 AF A
# Consensus FREMIRE, I HX NI BRS R B HIER, X EER i ARSIl E . RIS R4
MEZE, Ty B A RE, HEE R H o U5 AR D BAR S .
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S E, Hi A —controller_poc, FEBHULRAHCEIN T, RAFEPERMEM T Syncthing, 5
B EMEARGT S I Wiki. BALHR AL R IR, FER% Bl —LMEBiT, DI EZHE
BREEMS M E A A 2
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cHAPTER 13

RPC 7l|3%

13.1 GetPeerCount

T AL

5

.

3

o RI{E
uint 64 - AN SR S

Bl

$ cldi peer-count

peer_count: 2

13.2 GetBlockNumber

AR 1] 24 i B

* 2

bool - true F/RIKE Pending IRESHEE; false FTRIKEL latest IREWBLE .

o IR
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uint64 - Y SR,

N

$ cldi block-number -p
block_number: 58014

cloud-cli ff-p ZEFE/RFI Pending IRFSHIHE : AINESEFE/RIKIL Llatest RSB

13.3 GetTransaction

MRS G WG A AL AL 5 o
bytes - Z 5 W Ai{H..
* RIE
RawTransaction - & 5 &EH1A,

Bl

$ cldi get-tx 0x22ce8fede68e791825edadbcd7a944e77ebal3e8d41fe582bcbf7d3b06£fb17623
tx: {
"transaction": {
"transaction": {

"chain_id": "Ox22ae4d4cd3acabdlf259e255dbal7a2e463cea57c£7d2802ebc399330£0bb18b02

"data": "Ox4f2be91f",
"nonce": "727992510686994504",
"quota": 3000000,
"to": "0x253479ef7£0209ad761960e9f41bb18d1113b2bb",
"valid_until_block": 22629,
"value": "0x0000000000000000000000000000000000000000000000000000000000000000™",
"version": 0O
by
"transaction_hash":

—"0x22ce8fede68e791825edad6bcd7a%944e77ebal3e8d41£fe582bcbf7d3b06£b17623",

"witness": {
"sender": "0x415f56820790006940477396fcd2c201efed9beb",
"signature":

—"0x947ce32efb441bb9a8240£256700df69fb8ea’71af94£5a93b£f31a0171£fbd72b07999d30d0b076c2ecas

n
—

by
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"type": "Normal"

13.4 GetSystemConfig

HIEE F ARG B
T
* R[EME
SystemConfig - ARG E LA

Bl

$ cldi system-config

"admin": "0x642741£75dad495e75c20ab6fd4e84b3£5469p23",

"block_interval": 3,

"chain_id": "Ox22ae4cd3acabdlf259e255dbal7a2e463ceab7c£7d2802ebc399330£0bb18b02",

"validators": [
"0x3fbef0ccB8aac891279520d148188ebdb156bf70e",
"0x0e952599fcb4c9235ddd8ba36d96bfdd878d79bt",
"0x106013370a48bc1988a1d5733d5ecf9a85d3£f721"

1,

"version": 0

13.5 GetVersion

ARPCE BT AS .
Te.
* REIE
String - FAFRAT .

« R
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$ ./grpcurl —-emit-defaults -plaintext -d '' \
-proto ~/cita_cloud_proto/protos/controller.proto \
—import-path ~/cita_cloud_proto/protos \

‘minikube ip® :30004 controller.RPCService/GetVersion

"version": "6.1.0"

13.6 GetBlockHash

BRI A B PR BRI 7«

uint64 - YEE,
« REHE

bytes - RIGA(H.
» Bl

$ cldi block-hash 22629
hash: 0x5a8747d1blf4c8ba53ca77b01b33f4e2044974a26b4a239bf3ab8df6dadef0£89

13.7 GetTransactionBlockNumber

BRI E A2 5 P R
bytes - 5 Wi {H.
« REME
uint64 - HE .,

* il

$ ./grpcurl —-emit-defaults -plaintext —-d '{"hash": "fJkDwCaMi7mOnHTVQ/
—IcGNr83aoUxnj5kAkDDhRkyalO="}" \
-proto ~/cita_cloud_proto-master/protos/controller.proto \
—import-path ~/cita_cloud_proto-master/protos \

‘minikube ip® :30004 controller.RPCService/GetTransactionBlockNumber

(@ENE327)
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(8 E70)
"blockNumber": "22"
}
13.8 GetTransactionindex
RIBHEE LG AT 75
bytes - &5 WA fH..
« REA
uint64 - 5.
* il
$ ./grpcurl -—-emit-defaults -plaintext -d '{"hash": "fJkDwCaMi7mOnHTVQ/
—IcGNr83aoUxnj5kAkDDhRkyalO="}" \
-proto ~/cita_cloud_proto-master/protos/controller.proto \
—import-path ~/cita_cloud_proto-master/protos \
‘minikube ip" :30004 controller.RPCService/GetTransactionIndex
{
"txIndex": "2"
}
13.9 GetTransactionCount
AR P % HE A8 S Bl
- B
bytes-f] bl
* REE
nonce- ] F1 & 22 5 (A Al
VNl
$ ./grpcurl —-emit-defaults -plaintext —-d '{"address": "AQEBAQEBAQEBAQEBAQEBAQEBRAQEBR"}
RN
-proto ~/cita_cloud_proto/protos/vm/evm.proto \
—import-path ~/cita_cloud_proto/protos \
localhost:50002 evm.RPCService/GetTransactionCount
Q)
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"nonce": "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA="

13.10 GetBlockByHash

AR A (AR
bytes - R A
* JRFIE
CompactBlock - H&Ef {4,

* R

$ cldi get-block -h 0x5a8747dlblf4c8ba53ca7b01b33f4e2044974a26b4a239%f3ab8df6dadef0£89

"height": 22629,

"prev_hash": "0xc44215£6537d36330b30815£c£9603824ed861aclf13ba3867023%bd3fbaffob",

"proposer": "0x0e952599fcb4c9235ddd8ba36d96bfdd878d79bf",

"timestamp": "2021-07-27 20:26:53.297 -07:00",

"transaction_root":
—"0x1ab21d8355¢cfal7f8e61194831e81a8f22bec8c728fefb747ed035eb5082aa2b",

"tx_count": O,

"tx_hashes": [],

"version": 0

13.11 GetBlockByNumber

MR e AR
uint64 - E .
o RlfE
CompactBlock - HZhE#{Ak,

N
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$ cldi get-block -n 22629

"height": 22629,

"prev_hash": "0xc44215£6537d36330b30815£c£9603824ed861aclf13ba38670239%0bd3fbaffob",

"proposer": "0x0e952599fcb4c9235ddd8ba36d96bfdd878d79bf",

"timestamp": "2021-07-27 20:26:53.297 -07:00",

"transaction_root":
—"0x1ab21d8355cfal7f8e61194831e81la8f22bec8c728fefb747ed035eb5082aa2b",

"tx_count": O,

"tx_hashes": [],

"version": 0

13.12 SendRawTransaction

RawTransaction - 32 5 &5k,

o R[EE

* B

cli T HAREH P& Z804H % RawTransaction 454 ,

$ cldi send -t 0x253479ef7£0209ad761960e9f41bb18d1113b2bb 0x4f2be9lf
tx_hash: 0x9684414367bd24f06dc129c097186e4a1668c0888354d32ce58e9%9aeb199397e3

13.13 GetTransactionReceipt

BRI 5y T
bytes AW fi{H.
« JRENH
Receipt-Z2 5[l

* Bl

13.12. SendRawTransaction
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$
{

—

—

—

—

cldi receipt 0x£f62b9116c0a62a592a2feeb55e714e1501£fb84075770c2fbff0b484c75£61e405

"block_number": 22419,

"contract_addr": "0x253479ef7f0209ad761960e9f41bb18d1113b2bb",
"cumulative_quota_used":
"0x0000000000000000000000000000000000000000000000000000000000018ed3",

"error_msg": "",

"legacy_cita_block_hash":
"0xdc745702c12dc0105aa7d0355d889911e6e10c2124958219b46b72ec6e9abe28",

"logs": [],

"logs_bloom":
"0x0000000000000000000000000000000000000000000000000000000000000000000000000000000000

"
4

"quota_used": "0x0000000000000000000000000000000000000000000000000000000000018ed3",

"state_root": "0xf777eab35bc620de67c0ecab6cd60£12047£7£7£828b1£fb336959045££fa1972c",
"tx_hash": "0xf62b9116c0a62a592a2fee55e714e1501£fb84075770c2fbff0b484c75£61e405",
"tx_index": 0

13.14 GetCode

bytes-H itk
o R&MIfE
bytes-—HEHIAR

* R

$ cldi get-code 0x253479e£f7£0209ad761960e9f41bb18d1113b2bb

code: .
—0x6080604052600436106053576000357c010000000000000000000000000000000000000000000000000

13.15 GetBalance

ARHUK AR

bytes-Jik ik
o RMH
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Balance-llf 14245

N

$ cldi get-balance 0x415£568207900b6940477396fcd2c201lefed9beb
balance: 0x0000000000000000000000000000000000000000000000000000000000000000

13.16 GetAbi

IREE 21 Abi
bytes-HZHht
o R[EE
ByteAbi-Abi

* Bl

$ cldi get-abi 0x253479ef7£0209ad761960e9f41bb18d1113b2bb
ABI:

[

{
"constant": true,
"inputs": [],
"name": "count",
"outputs": [
{
"name": "",
"type": "uint256"
}
1,
"payable": false,
"stateMutability": "view",
"type": "function"
b
{
"constant": false,
"inputs": [],
"name": "add",
"outputs": [],

"payable": false,
"stateMutability": "nonpayable",

"type": "function"

(QiviE3)

13.16. GetAbi
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"constant": false,
"inputs": [],
"name": "reset",
"outputs": [1],

"payable": false,
"stateMutability":

"type": "function"

"nonpayable",

74
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RRZS

14.1 v3.0.0

AR S AT A

14.2 v4.0.0

FRAS S AT

14.3 v5.0.0

FRAS AT

14.4 v6.0.0

FRAR S A1t

75
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https://github.com/cita-cloud/operator/releases/tag/v6.0.0
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14.5 v6.1.0

A 2 AT
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https://github.com/cita-cloud/operator/releases/tag/v6.1.0

cHAPTER 15

] {4

15.1 SHXE%

S WA BT Sy R

15.2 BRI

Z: ILRivLink

15.3 PEXMiR &

2 JLRivIoT,

15.4 izt

2 JLRivFlow,
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15.5 PSkiEsE

15.6 [@FATtE
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RICE

171 Xhé§E

o X

—AREGE AR, P USRS ANR, R E, ASCHAREE . B TRIAA C e
PASMEEAS X B & B AR IR A (L, DRI BB bk oy DRBE , I HA S 7 — AW L e 5
L8

s Kk

W PORAE BRI, B ERHAERES], BIKE A R RS I s B A . e MM ARG,
RXAE T RMARE

U

1L 2 ORI R A R E I E— A S G RRE A AT SR E AL (BTN AT E AR 2 T4
0), HHNANFTAEARHT RPN, ARG ARG

« L

e SSEUN PN RE R
* FAL

LIUAIZR M BA, A TH . GPU. FPGA Ml RS2 Fhsisl.
s B

R BAME T 2R AR P A A THER™ Xy ) AL B T AT 20 T o
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* P2P
B REEM L, M A SIS, ANEE ORISR .
s i

ANEAEE =P O, MR AL S5, B .

o kA
Al PATEZ AUl . R[] PR B 53 22 H LR 2R ) 24 B 190 1) B e I

« EVM
PAKRITH AL, R Be G st .

¢ FLP Impossibility
FLP RuJ et . Azl — LS, BRIt EMgaIEE, FELET Sezt (BMERAE—A) 1
B/ MEF BB R G, AAEAE—A] DU P S0P A 8 ff o P B

* CPA
DRI E RG] fER] AR — 3P (Consistency) . T Ji 14 (Availability) F143 X244 (Partition) , %
T TR E ST AR AR IE . — B8 S5 R T B 1 S U ) (Rl — i e B A s T R Rk
T KARRE AR IR AEAE M 5, (FR A ERUE RN B o Bt XA A EFE AL B siCR_ 5, K AHY

TXHEF R FREK . RGEURA BELE R RN B B —BobE, R 2 T 20 I O, a2l 224 i 4
PEAE C Rl A Z [ %

© LAY
AR I O ) B Oy DR ISR R L, R A R G A TR
+ UTXO

ARAEPAY%I I (Unspent Transaction Outputs) . 45—2E2 5 i AR5 S RIA R S ARAE S iy, T61
BT RAE S . T AR KA K R ) — 2B AR AL S A 2

17.2 BB

B

MR R AT SR A R 7 5, BFTE AR S ANAFAE PR rh 2 4 A
. WAy

BV, RHE R —h i (E MRS R B i [ 7 < B2 — e HE R R
o AR

—RRPRR N, FATE R — ) AL A AR AL B CEEACAFAAFIAB) , A5 AH — D P SOk
PTG, WA D — TR . — ok, A9 ATT, RPTAChRE.

* HTEL

P R RLBH A SORS 72— B MRS 4% I S A R s, AT A0 A0 R 2 B AR T AR IR 2547 -
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« CA
Certificate Authority, fA3FUEIAAIE. Wik, TE PKIKZR P E- O,
e PKI

Public Key Infrastructure, BT AGURRI ZAaRMBE, & AmBECE. Bk 25% . GHRBCR SRR
B R, HHMTETRE . AR, Aie. M. A DA R BT

» Zero-knowledge Proofs

THPUEN], —FEHARR, R QR ASIEE ) SRIERIE NS ), H Tt ks 1
ErBELNZIMIEREE.

e Merkle Tree

HSCH M ERSORRS, OISR, 2R 3R, i MRAT R — AL A R A AR B
A R SRR SO A, B RO EMIPIAZ T R N E RIS A, ART R e
TR N BRI A AL

17.3 CITA-Cloud

CITA-Cloud /2 — Tz JFUE R BRBERESL . 1P R DA TR SR R il it — 1 & BRI 55 37 St g

- HEEAY

—BTY, PEREAE . EHIAIRA E, ERIALERE A CRORE, $EH H SR SRR S HE
LB B AT

o fiRgs

Hll CITA-Cloud 5 X B ST i 145 D REMRAR Z ISR, AR, 77t O i o0 28 P S Sk LU R @ IR 55
TR o5 A RS A AR R 1Y R AL PRRE S), I LA CITA-Cloud HEH %5 K19 i«

* logdrs

logdrs Jg— N BE T EAY H S ICRAMESE, ifij Java 1Y) Logback Fl logdj 4.

17.4 #i7

* PoW

Proof of Work, T {E&iFRH.
* PoS

Proof of Stake, ##&iERA.
* PBFT

Practical Byzantine Fault Tolerance, =2 HFE 5 REASEEE .
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 Raft &k
—FPAEFE G E A A HIEE L Paxos THZS D) FEAR .
o FF o BEART 7 ) A

LESLIE LAMPORT 3y | SRR N RGeS R, ikt — e, T o e [ 2 BABRF 2541
WA AR =B E R R BEE R — SO . F R X S AR FR IR, I HRFZE A E A .
BAE N DMEREATE AR AR BAR: SRS LR B R B A T8l AR — A2 Ir A R A S geE ,
MR ENIAA BSOS T s R [T ek s . AR BUAER B T iX2E H Y
Z—, WHEM AT A R R E BRI, A se ik ll— B 55 14 REAR A .

17.5 Kubernetes

Kubernetes /2 —/NAIRARRY . T4 RERITTIR-6, T BIA S TAE AR 57, W] et e il e B A
F 3. Kubernetes #iIA7—ApE kK HAREIE K I ES RS, Kubernetes B S5 SCRFAI TR Z A

e kubectl

Kubectl fiy447 LB 7] DA K& Kubernetes ££5F .

¢ minikube

minikube Jg&—Fi A AYEAHIZFT kubernetes (1 T2, HFBHFRATHIERNARFEE A ] kubernetes.,

« PV

A% (PersistentVolume, PV) M) —HA7-fif, 7T DAH A HE B3 S50, i34 i FH 776635 (Storage Class)
KENSHER . FEAGREHETIR, WG S 2L, PV R AGHREER Volume —Ff, L2
BIRRSEER, FOE AP M TR PV ) Pod AYZEdy E3H .. b APT XS4 FhididR 1176k it S PR 4n
T, L HF A2 NFS. iSCSI ik 24 & T o 5 AR5 .
« PVC

Fr A G4 (PersistentVolumeClaim, PVC) Fikf /& XA RYIE K . W& 15 Pod 28{Ll. Pod & #EH Y
JLYIR, T PVC HAISHEH PV ¥ . Pod mI DA SRR EBCRAVEIR (CPU FANAE); [AlFE PVC H4GIHHL AT A
T 3R 4 2 B R/ NFI AR (B, W DAELSR PV #:fEf% LA ReadWriteOnce . ReadOnlyMany Y ReadWriteMany
i — R, SWURER).,

17.6 Docker

Docker J& 1% . B HiF1izfT v AP RIFFHCT-4 - Docker iR ATTRENS 5 I FE 7 5 EERESS A 20T, DAE L
SR, AT Docker, FATATPAPA-S A BN R A R 0 7 U B L RZS M o 3@ 4 F1I ) Docker [z
. MSAIERE AU I 3E , FATT AR B 9 5 AR AN AR 7 s AT AU 2 [ R AE 3R
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17.7 =[R&E

RIS, 2588, B FEREAR, HRRME 52 ik, w DA ERTE =X Fhp Al
B ASERES A4 AR Y

2015 4y Google . Redhat PASARUERAE KA 148 Ry DA S — 28R A T 3[Rl 42 Sk BUS7. T CNCE —— it
R4 2. A Redhat &Afiff) Kubernetes J{A T CNCF FEE IS —NFHETIH .
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