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R

S P PEREHR R EE CTITA EIT A DA KR MM I DT T 30 AR 8, BLMK R A R AR A 2R _E R
HERMR—E, HAESORGER, MBL. 1248, B RAEMES A KR A .

CITA-Cloud @M, R, I, Al AR 2B i I ERBEHE S .

1.1 RiE

AR 22, L BUICA W E A R
CITA-Cloud RMMMRITIM, AFFRI ARIER e, B350 hlfeid G Bk

1.1.1

BRSSPI AE Z ORI SE B, AR B2 8] A] AR 46 o

M P RYE R BRE AR ME, TCHRIREI &, AT DAPRGEE f— 4508 A R A7 5tk
Yedo, BPRAMEA Fabric, HWCBEMRET —LMEA chaincode %h 5oy HikE 4.
12 % A A XL B P R B % ik, mAERRA Fabric.

£ CITA-CloudE%R, R% executor_chaincode #= kms_sm BNk % LHAG 24, sKhALR] BT 5L
MEM chaincode %5 0% fe b Y94 LB Fa9 B 47
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LT T, AP ERDFETSE, FRFFLTAR RR L.

& F CITA-CloudiE%R, #& consensus_bft #v consensus_raft WA PR % £ 1A k350 <,
TR AEFTRY 9 TAE,
1.1.2 iH=FHl

IREA AR RER 2 H AR, AT AR St A 4L
(e i AT DASE T A A F 2L, SR 2 PR E Y E A

Blde, EZF GHAVMIELA CITA-Cloud ER, RA T M A syetA TR E 8 LAFL 0 EFEH X EIEN
MR 40945, Mreik T aF 2 39 T H .

1.2 FFH

CITA-Cloud f#iffl Apache 2.0 JFURMY, FHRAUEHRIPIFTHRM. FFETH, PAR—MIFHIIHEX.

1.2.1 224y

B AR R 55 284, A B ARUE 1 Bl S5 TRIAG3 11  4 BLOR RO 55 S B B A e il A s )
TR 55 % 73 R IR iy 3, SO RAR 2 ], DORELLCF I B fig

PRI H A RE TS BN RAER, FREEELNZE SRR CHELNREPE LA controller
BB S T, BRI THAEF @, #EhiAA

FF— ARG FR AR TR LA, 9% A0, FRIEFEMUR SFRAREAH.

122 FERX

TR 55 (A AE ] gRPC Al ProtoBuf MG, AFEH I AEEAT A NS .
EFZ IR T TALERESMIES, TR R WREERRA E .
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1.3 [ EIR{E

Wi R R A e, B URAY R, ORI B[R R R 3 4 B4 DX R A2 T A
PEACHE D BREEA S H R AR, S B IR A 3
AR S BRI P (A EARAT, AR KR EEREAS MR TAE, X R — N IEEER APk

1.3.1 BREENAES

CITA-Cloud N DA F e executor MRS WSEHRMAEZ PRI RES LTI 2.
BaT# AT WA 4o Fabric AR KM AHAES, ARETUM BRGZHE T 0950945,
tehostat e s, R T RIeniRie ey & 4971 %,

1.3.2 ES5EiY

CITA-Cloud AEAFIHESHENIIL, SEHXT ARHER AR

i P 5 4 B U — AN @y T AE IR0 AR, B ERA—RILE. o—. TR LRI, KA TR
TS R AABIEAEN 5 T SE 4R 1E

1.4 zR4E

R REES = s AR R AE R R R, R 2 A A I e JE R IR B R — AP AR, WA
2 A KR B R

HREEEM A S A EER S . RAM = ALK MAL, A ih BB RN .
DERGER HE 2 S AL B E 25 DA RO RV, P AT DAL D

1.4.1 SHARBAH

DREEDS R BARAET 2, WM, 17, J0H, BRea5I%E%.
TAEHCIT R, ATEER, HIkB g TSR 2R ] A8 K
HRH P RE AL =AM K O EA A .

CITA-Cloud AJ PAJT i i AT Y UAB AR B85 U 55 55 B
AL F| 0y Raft £92 8%, B A PingCAP WRaft%M..

WEIE PingCA g b iem %5, #id4d FIREnibib.

FRER, FTAET KREGTFLMIRAN , AT ZAAR G FIT 55 bk A AR 5 A =T A 2850

1.3. THIZE 5


https://gitee.com/luyu-community/luyu-cross-chain-protocol
https://github.com/tikv/raft-rs
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1.4.2 BaaS R %

&= JEAEIRE S, CITA-Cloud RDARTHAH EEVRASBRAE 11, SCELH iz 2.
FHFR — S AT ENRFEFHERR, 2R TR ERey SN EREP.,
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CITA-Cloud B REIT ERAMIRS 22/, X4 Controller, Network, Consensus, Storage,
Executor, Crypto ANMMIRS .

Other_Nodes

B 55 22 4a Pl
R 448 10 8 X 2 Nlcita_cloud_proto,

S5 Z AR, KB SCBE A AR TG e, H AL E I H . MARBTAAIY S IR 2B 1%
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https://github.com/cita-cloud/cita_cloud_proto
https://talk.citahub.com/t/topic/1663
https://talk.citahub.com/t/topic/1663
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2.1 Network

Network flR55, HEd5 MY fZ B 25 TERE , AT i B HA SR 55 S A M 28 2 55
FRI R KA A AR, RS

211 BURAEHES

W AR 23 R T 4R M S, WS P 5 SR B Sk Y module FBey KB HARGIR S5, i 1]
HAbRMRS5 Y gRPC 2% Y7 AR 55 18]t 25 I 45T 8L -

1 6.6.0 HUAS PR FE 7HEMHE SO S EC B A 7 AR BOH A T3 2 M 45 R 55 O IR 95 oRPC 2R L

/] R HH B K, EEE gRPC # O
/OEMRMER S HEMBRS LA ER L E
service NetworkMsgHandlerService {
rpc ProcessNetworkMsg (NetworkMsg) returns (common.StatusCode);

}

ACE S-S
message NetworkMsg {
string module = 1; // W\ W% K% 4 #
string type = 2; /) HRRA, ATHER - IMMEFANELSLEHH A
uint64 origin = 3; // WM B B ¥ E AR
bytes msg = 4; YA - &

2.1.2 ZEMEHS

KRR T HFE (SendMsg) FlJ 7 #E (Broadcast) i1 .

/] REWER - ABEWNF A
/) WA W origin FRH K EKF A IR

rpc SendMsg (NetworkMsg) returns (common.StatusCode);

/T B
// B HH origin FE WA %

rpc Broadcast (NetworkMsg) returns (common.StatusCode);

KTWHEFH origin FB, EWBIMEHEZIE, #&EXHFT— b8,
KIAWHER R T AR IR, IR 25 SRR T BB O Ak SRR .

8 Chapter 2. Z2§9i%it
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2.1.3 KEEE

message NetworkStatusResponse {

uint64 peer_count = 1;

rpc GetNetworkStatus (common.Empty) returns (NetworkStatusResponse);

A EERDRS I T, R 8] 2 1 EERE A S
HE, XMEREAUE TR S FI, 40T R, EEARERE 3,

message NodeNetInfo {
string multi_address = 1;

uint64 origin = 2;

message TotalNodeNetInfo {
repeated NodeNetInfo nodes = 1;

rpc GetPeersNetInfo (common.Empty) returns (common.TotalNodeNetInfo);

BT R P AR R 1, R IR A S8 R 1Y R ) 5 RIS R B
TR MZRUR S5 RS BT DU R M AL, A T AR AR L, X BRI @ multi_address

214 HTREH

message NodeNetInfo {
string multi_address = 1;

uint64 origin = 2;

rpc AddNode (common.NodeNetInfo) returns (common.StatusCode);

ey SE BRI D (RddNode), T I G I — A>T s B R 4

2.1. Network 9


https://multiformats.io/multiaddr/
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215 ARAE

TSL IR 55 ORI R M 53R oy U 2%, v BRI 55 RERR B X ARy S, AR 55 3 mT DAAS 1T 260
W2 BRSOl L, HSEBSRIE AR 07 ) K -

L AHE M5 i, p2p, B KESSESE, IR M %S5
2. XML, i, TCP, UDP 4%,
3. RMEEE R R, tean, 4RHEEL, BRI, oos, MY EEIE HALEIE R,

2.2 Storage

storage ilRs5, EEFME KV AFAEMCAIINAE, AT T RSN kA Th RE -
MTRAFA S, IKPHI— B R B 2 Rl R

221 HFESE

B RBREELS5 , TIUEE LT AFRY region, KEARIZEBIAIESE 2 AL

enum Regions {
GLOBAL = 0;
TRANSACTIONS = 1;
HEADERS = 2;

BODIES = 3;
BLOCK_HASH = 4;
PROOF = 5;
RESULT = 6;

TRANSACTION_HASH2BLOCK_HEIGHT = 7;
BLOCK_HASH2BLOCK_HEIGHT = 8; // In SQL db, reuse 4
TRANSACTION_INDEX = 9;
COMPACT_BLOCK = 10;
FULL_BLOCK = 11;
BUTTON = 12;

}

GLOBAL fRAFHEMI KM & RME R, AU BisEA mofTm B, MUATsERBof X Hash 55, XM key NH
S S ] 7

TRANSACTIONS {RIFAC G MAr -> R 55 IR AR NS 1. K 5% o

HEADERS A7 KR -> KHSKBUR N Y. K & o

BODIES fRAFIXHLEBE > IKHUABHRIRT I K A&

BLOCK_HASH RAF IR -> IXHUG A HN B K 2R

10 Chapter 2. Z22#3i%it
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PROOF {77 X B BE -> XHIE R AR 56 2R
RESULT A7 X B B -> IREPATEE RN 5 AR o

TRANSACTION_HASH2BLOCK_HEIGHT {RfFAC BT -> A5 5 BT E X L s BE R I 4 2 o
BLOCK_HASH2BLOCK_HEIGHT {RAFE R MGy -> K Hm B AT ¢ & . Bl BLOCK_HASH [ S 2T .
TRANSACTION_INDEX fRIFAZ T M -> A2 50 1EITE X B 8 -5 6] 7 26 2R o

COMPACT_BLOCK RAFIX B i > BB H XY K 2 .
FULL_BLOCK fRAEX IS -> SR XX I K 2
FEHIF A E T PARYE H R EJHHE region ¥,

2.2.2 store

message Content {
uint32 region = 1;
bytes key = 2;

bytes value = 3;

// store key/value

rpc Store(Content) returns (common.StatusCode);

Hr region RIFFIRAEAH S I MZE .
1. key fil value AN bytes, FHEMTHRATITRE L.
2. Hifi 3@ updata, [FMHE &AM TIGE.

2.2.3 load

message ExtKey {
uint32 region = 1;

bytes key = 2;

message Value {
common.StatusCode status = 1;

bytes value = 2;

[y

2.2. Storage

11
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(% L0

// given a ext key return value

rpc Load (ExtKey) returns (Value);

2.2.4 delete

message ExtKey {
uint32 region = 1;

bytes key = 2;

// given a ext key delete it
rpc Delete (ExtKey) returns (common.StatusCode);

}

225 ARAME

WS SRR IR ABES RIS, WIEEMEEORME . I,

LoREdEs . e, 8.
2. WEIEE. e, WREIRS R, &5,

2.3 Crypto

Crypto 45, FEARMHAMRNG 5 75 20 =Rk 55 o
FI A it DX B e B Al 4 2544 M 7 i 55

2.3.1 GetCryptolnfo

TS FHE W T I7 KR

message GetCryptoInfoResponse {
common.StatusCode status = 1;
string name = 2;
uint32 hash_len = 3;
uint32 signature_len = 4;

uint32 address_len = 5;

// Get crypto info

rpc GetCryptoInfo (common.Empty) returns (GetCryptoInfoResponse);

12
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ARG
1. name BEHGHIAIT.
2. hash_len My S yAe I IA A (EI 7K B
3. signature_len BHMRIFHHIB LTI RIE.
4. address_len KL FI K.

232 £

message SignMessageRequest {

bytes msg = 2;

message SignMessageResponse {
common.StatusCode status = 1;

bytes signature = 2;

// Sign a message

rpc SignMessage (SignMessageRequest) returns (SignMessageResponse);

REAS NP MBS E, BRI E4

message RecoverSignatureRequest {
bytes msg = 1;

bytes signature = 2;

message RecoverSignatureResponse {
common.StatusCode status = 1;

bytes address = 2;

// Recover signature

rpc RecoverSignature (RecoverSignatureRequest) returns (RecoverSignatureResponse);

AEEOAS T SR AR 244, R A T84 I sk

R WEIESCE, P R BE SRRt AR 2 Sk . (EU@ SRR BT DAME AGIPTESE 24 5T, Bl

BBV Hh A AE 2 A

2.3. Crypto
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233 5%

message HashDataRequest {

bytes data = 1;

message Hash {

bytes hash = 1;

message HashResponse {
StatusCode status = 1;
Hash hash = 2;

// Hash data

rpc HashData (HashDataRequest) returns (common.HashResponse);

A OAS N EEAHEAE, R PG A (E .

message VerifyDataHashRequest {
bytes data = 1;
bytes hash = 2;

// Verify hash of data

rpc VerifyDataHash (VerifyDataHashRequest) returns (common.StatusCode);

A IS G A BB G A, IR AR A 2R

2.3.4 CheckTransactions

// check transactions

rpc CheckTransactions (blockchain.RawTransactions) returns (common.StatusCode);

AT O THERRRS) .
oA 22 S B i AR P B KR A A A A, AR AR roc MRS AR ZE
PR — MR AR R 0

14 Chapter 2. 3#Jig&it
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2.3.5 ZRAME

WA KRB 2 R E 7 IR IS BRI R RS B A R A, O TR R

PRI, HSE i AR 7 1) A
IR ALE SRS S (I ) 157 S 0| PR G R e R
2. LR RINRER . e, MBS, THHUE]SE

2.4 Executor

Executor fifltss, fRMFREGLIET.
WRIGAZ Ty WA W R BE G 2, Wi PRSI i EPRESH)

2.41 Exec

// exec a block return executed_block_hash

rpc Exec (blockchain.Block) returns (common.HashResponse);

A OAS N B, R 0T 58 B BT S0 5 i RS 4528
BEECR B R RO A E, RUUPAKII state_root.

2.4.2 Call

message CallRequest {
bytes to = 1;
bytes from = 2;
bytes method = 3;
repeated bytes args = 4;
uint64 height = 5;

message CallResponse {

bytes value = 1;

rpc Call (CallRequest) returns (CallResponse);

GAEWIRE, FNEGYTRMIRETTE, R ZI R R B E .
Hr height HFEIARERERARS . WERABREIZI, WFEREAZIRPRES.

2.4. Executor

15
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243 KRAE

BIRE G 22 XYL ] R T TR F 2 D RE

H
RS R T AER DR S, ETSSBRAY, HACR AR v RESH RN RS AT
FIERAF, #RHT ARSI PE o

HAL IR 7 1) K
L A ZEREAESHEIE. i, PAKYH EVM,
2. SRBLEIEFR Runtime, (U A LAEHNMEESHEEEGY, BIRGATITLT .

3. BPx—SeREE N R, RRUERRER VM MBI MEE S . WARETE, BRI, HdEigs
s

2.5 Consensus

Consensus {55, FEERUHERFAEZNIHS G Z BB h6E.
PRI AR SS BB RE, T RAA R AN R pR L .

16 Chapter 2. 22#3i%it
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Controller

Consensus

Other_Consensus

Other_Controller

Init

b
=

Reconfigure(ConsensusConfiguration) !

_ GetProposal
<

Start Consensus

CheckProposal(Proposal)

I I
] I ]
" Proposal ! !
P > |
! ! Broadcast Proposal !
! ! ' checkresult
i I Vote or other msg 1
1 CommitBlock({ProposalWithProof) I I
] ] anc ]
' CheckBlockiProposalWithProof) }: !
' checkresult ! I
Controller Consensus Other_Consensus
PRI 55 )P

2.5.1 FRAEDRIRER

Other_Controller

message Proposal {
uint64 height = 1;
bytes data = 2;

message ProposalResponse {
StatusCode status =

’

1
Proposal proposal = 2;

rpc GetProposal (common.Empty)

returns (common.ProposalResponse);

% SLIAE Controller iR H.Consensus k% LA .
R EHIEHRA A bytes, FA Consensus ffRFSATRE TR EMN HIANE,

2.5. Consensus

17
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252 EEHMDRIRE

rpc CheckProposal (common.Proposal) returns (common.StatusCode);

ZEOSCHAE Controller k44 ,Consensus RS20 .

AT R Consensus BURFSIEHALT AR IRSE, WHZZDRERERS S

2.5.3 RXFLRER

/

message ProposalWithProof {
Proposal proposal = 1;

bytes proof = 2;

message ConsensusConfiguration {
uint64 height = 1;
uint32 block_interval = 2;

repeated bytes validators = 3;

message ConsensusConfigurationResponse {
StatusCode status = 1;

ConsensusConfiguration config = 2;

rpc CommitBlock (common.ProposalWithProof) returns (common.

—ConsensusConfigurationResponse);

ZEEOSLIAE Controller R4 ,Consensus IREEFHH .
RN G, $RA 4 SR SR ZE DA SR SIE Bl 2 B4
Controller k% &% Consensus kSR BEHTIBLEF E. -

I i A S
L B .
SRS Ik g 2.
18 Chapter 2. 22#3i%it
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25.4 BEREHIRE

rpc CheckBlock (common.ProposalWithProof) returns (common.StatusCode);

ZEOSCIFE Consensus (R4 H.Controller SRS IE A .
AT S ETE IR IIHE, Controller ffiRgs o M HAMAY 55 [R5 B & SR i i $ 22 JoAH S O IERH
Controller RS54 G IiEEHIEUE R E AYA, HEERXH Consensus RS KEIE.

255 BEEETE

rpc Reconfigure (common.ConsensusConfiguration) returns (common.StatusCode);

I SEHAE Consensus R4 ,Controller fAR VA -

25.6 ARRAME

HPUE RPGEIEF L ORTIRE, R HRERSIER 2 L.
RS BRI ISR, AE A R IR
HAL IR 7 1) K

ISR Y GIDP IS AN S

2. BPR—SURREE NS HOANAETE R A R A SRR SR

2.6 Controller

Controller R HSERENKIEEFAL T OMAE, FSIrf FERRA, 4o LEMRIE rRec O,

OB THIA P EXT Consensus kG p9#: 0, 28X EEH R rRec 0. Kb REEWZ
SendRawTransaction Kk GO, FFAE R &G BEImED,

BRI AR 55 kU, WTROA AR — M REEH ARG, A AR50, IG5 8,
Controller FHIX L FIGAZ G 4 . A THEIFIGZ BRI A, A X E, B Consensus 7F
TRRE, FHX R, XA, WEREALL, X, PAREHEHAEN.
Blockchain.proto X E X T —EX 5 MK H A BHELER , (H52wi e i MR GE A2 5 Bda el 7= 4=
4 Consensus TR ZMRE, I HXMIFEA R ETIRUER, XAl h BARSEE HeE .

Controller fiflts5s %4 LIZ et ReC HEOA:

2.6. Controller 19
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service RPCService {
// flag means latest or pending.
// true means pending, false means latest.

rpc GetBlockNumber (Flag) returns (BlockNumber);

rpc SendRawTransaction (blockchain.RawTransaction) returns (common.Hash);

rpc SendRawTransactions (blockchain.RawTransactions)

returns (common.Hashes);

rpc GetBlockByHash (common.Hash) returns (blockchain.CompactBlock);

rpc GetHeightByHash (common.Hash) returns (BlockNumber);

rpc GetBlockByNumber (BlockNumber) returns (blockchain.CompactBlock) ;

rpc GetStateRootByNumber (BlockNumber) returns (common.StateRoot);

rpc GetProofByNumber (BlockNumber) returns (common.Proof);

rpc GetBlockDetailByNumber (BlockNumber) returns (blockchain.Block);

rpc GetTransaction (common.Hash) returns (blockchain.RawTransaction);

rpc GetSystemConfig(common.Empty) returns (SystemConfig);

rpc GetSystemConfigByNumber (BlockNumber) returns (SystemConfig);

rpc GetVersion (common.Empty) returns (SoftwareVersion);

rpc GetBlockHash (BlockNumber) returns (common.Hash)

rpc GetTransactionBlockNumber (common.Hash) returns

’

(BlockNumber) ;

rpc GetTransactionIndex (common.Hash) returns (TransactionIndex);

rpc GetPeerCount (common.Empty) returns (PeerCount);

// add new node

rpc AddNode (common.NodeNetInfo) returns (common.StatusCode);

// get peers info

rpc GetPeersInfo (common.Empty) returns (common.TotalNodeInfo);

HH sendRawTransaction HEEAZ SN,

20
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WP EIEZ TR, ANV IE R gRPC B Status BN InvalidArgument, FRFEENR ] PHE
FERPAFAFER I IE U A

KR AL ) AT RER A 1A -
SEAE IR
e NoTransaction/NoneRawTx 32 5 254 581% , JEX M NormalTx Al UtxoTx
* NoneWitness —52 5 454 it 2544 17 B
» EncodeError 4 il 485
» NoneTransaction —32 5} &if4) Hh /> Transaction
AR IR
* InvalidVersion —32 5 &5i#H version JE¥E
e InvalidTo —x72 Z 45#) % to JE¥E
« InvalidNonce —%¢ 5 454 % nonce JE¥E
e InvalidValue —%32 5 54 H value JE¥E
e InvalidChainld %z 5, 54 chain id JE¥E
o HashLenError %2 Z) 45#H transaction_hash KEREF
 HashCheckError —%7 5, 454 transaction_hash 5% 5 NAENT
* SigCheckError —3¢ b} 244 Ak vk
BT
* EmergencyBrake X 2215 T, NS
« InvalidValidUntilBlock —3& 5 54 F valid unitl block JEJE
» QuotaUsedExceed —*¢ 5 4i#h quota #isd R
* HistoryDupTx —5 JJj st K 1152 5 5
* DupTransaction —5 %z 5 i FP 4 32 57 T AL
R A RURZE, M T AN AFEE . sDR 83 Pl EE S 20080, i A s 5

2N

F.oho

2.6. Controller 21
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2.6.1 KRAME

Controller iR s5 2R RKEGERGRIFEHIPHK, HPEEHAMGRARARFEE S, nEHlE iR .

RKIENT S P RBZ RS, e fit—MER, TR A SRR, B A0 A 5 M
DEAREH

22 Chapter 2. Z22#3i%it
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HiF

IR E IR
AP — SO, GEAFRAIRSSFRITL, FRIZEEM T AR L 455
a5 A P, AT A B ¥k
il storage_rocksdb, 25T rocksdb LI Storage RS, HAEY Al PAT30 storage.
I R

o JFJHPE, B CITA-Cloud HAFILLLE.

o BT
HIFA VAT — L5 hr:

LA 155, 1 FORMUEEIL BT RER B/ NEIL, 5 FoR AR A L.

2. HMFRPIRES: JER, e, R

3. HPFRIEBLIRE : Rk, B IR
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3.1 R A

3.1.1 network_zenoh

N4 BT M4 PEzenoh LB

P
o BETFQUICKZEHMY, FMLE FERE, ERERK.
« XFE TS, WEMERIEL 4.

© R pub/sub M, FRALTE S RN, PR SIRZ M IER T M SRR

o SCRRIHEIRIAPRIILE, SEARE ATEE
(M ERENE
BB O
R 4
R g

WAL FIE, Apache-2.0 License

3.1.2 storage_rocksdb

N4 FTFrocksdbif e Bt .
L
© WAL, KV EHRIE, BEERRR.
o AR, ZEXREENIHEMN rocksdb MERfFMEG %, RUEMEE
(A ERENES
BV RENED
JHEAE 4
RE: degp

¥R P, Apache-2.0 License

24

Chapter 3. 2%


https://zenoh.io/
https://zhuanlan.zhihu.com/p/32553477
https://github.com/cita-cloud/network_zenoh
https://hub.docker.com/r/citacloud/network_zenoh/tags
https://zhuanlan.zhihu.com/p/51285080
https://github.com/cita-cloud/storage_rocksdb
https://hub.docker.com/r/citacloud/storage_rocksdb/tags
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3.1.3 crypto_sm

4 EERIERSEE, B sm2 R BIEM sn3 BMATEIL.
R
o P IE E R TR
s WA, 2 Rust SEEL, RMZFILALRA,
(M EREN
HROAE
IR 4
RIS g

WAL I, Apache-2.0 License

3.1.4 crypto_eth

NE ARAEAKRITEIRA L, ] secp256kl ZEHHILM keccak IMEIL,
R
© HALAKY .
R e
o SeNEs
JREE: 4
RZ: degp

WAL I, Apache-2.0 License

3.1.5 executor_evm

e BETAKIR EvM S28.

R
o REAKIIIERREALES.
(M EREN
HROE
IR 4

R g

WAL HIE, Apache-2.0 License

31. R 4Ea#H

25


https://github.com/cita-cloud/crypto_sm
https://hub.docker.com/r/citacloud/crypto_sm/tags
https://github.com/cita-cloud/crypto_eth
https://hub.docker.com/r/citacloud/crypto_eth/tags
https://github.com/cita-cloud/executor_evm
https://hub.docker.com/r/citacloud/executor_evm/tags
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3.1.6 consensus_bft

N4 ETCITA-BFTEZH,
Fini
o FF G REA

LM R A
(M EREAC
BROIE
IR 4
W& e

WAL I, Apache-2.0 License

K

3.1.7 consensus_raft

e HETRaft .
FaL

o ARFE L REAGE

© BEASEHL, e TR
(AR ZEeNcH
HROE
JRE: 4
RE: Hegpr

WAL I, Apache-2.0 License

3.1.8 consensus_overlord

NEE: T overlordsZH .

L

F %

o L

« LIEHEE R,
26

Chapter 3. 2%


https://docs.citahub.com/zh-CN/cita/architecture/cons
https://github.com/cita-cloud/consensus_bft
https://hub.docker.com/r/citacloud/consensus_bft/tags
https://github.com/tikv/raft-rs
https://github.com/cita-cloud/consensus_raft
https://hub.docker.com/r/citacloud/consensus_raft/tags
https://github.com/nervosnetwork/overlord

CITA-Cloud

(M ERENL
BB O
JHEAE 4
R dEyoh

WAL I, Apache-2.0 License

3.1.9 controller

N HEiME—B) Controller L.

R
o JedbHE AT
PR, BRI T.
* utxo BRI RGRCE .
o FEEABIIIRE
B0
RO
JRAE: 4
A degp

AL JTJE, Apache-2.0 License

3.1.10 BEZEAH

network_direct

N HT tokio MEZEPRMSLIH.
Feni:
o MZKEITE, FERATR
o JCIEfE N
RIS
RO
JREAE: 3

WAL I, Apache-2.0 License

31. R 4Ea#H
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https://github.com/cita-cloud/consensus_overlord
https://hub.docker.com/r/citacloud/consensus_overlord/tags
https://github.com/cita-cloud/controller
https://hub.docker.com/r/citacloud/controller/tags
https://github.com/cita-cloud/network_direct
https://hub.docker.com/r/citacloud/network_direct/tags

CITA-Cloud

SR . B network_tls B, PUARKHGER LR OALENE, F4EF a2 HBRIT TR .

network_p2p

e HF M4 F tentacleSEEY
R
* Sfsecio, JEFMERIEZL 4
o CRFZ BN (vamux), ATPAE E L
o SR RKREL, W RZ RIS B SRR T R R .
(A ERENES
HROE
A 4
AL JFJR, Apache-2.0 License

EFIREH: # network_zenoh L,

network_tls

N4 FTtokio-rustlsSZFY .

Femi
o CFF TLS1.3, WA MNERIEL 4.
o (EHFRAER) %509 k45, T A C A 1 Bl -
« ZRAAE, TR

RETe%:z

BB O

JRAEE: 4

ISR

A FF, Apache-2.0 License

JEFER: # network_zenoh L.
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https://github.com/nervosnetwork/tentacle
https://github.com/libp2p/specs/blob/master/secio/README
https://github.com/cita-cloud/network_p2p
https://hub.docker.com/r/citacloud/network_p2p/tags
https://crates.io/crates/tokio-rustls
https://github.com/cita-cloud/network_tls
https://hub.docker.com/r/citacloud/network_tls/tags

CITA-Cloud

network_quic

NG BT QUICK MM LB o

T
o ER, ET upp MY, FREYEN.
o A, BOASCR TLS, MfEE.
o AIHE, SR RCRE R

(M TRENE

BROE

JEGASE: 2

W& EF

FAL: FFJR, Apache-2.0 License

EFRER: #f network_zenoh .

storage_sqlite

4 B Tsqlitefy L.

A
o B, IAREEE, T
s UIfEFEE, EEFF soL.

(M TRENES

B O

JREAE 3

W& EFH

F2AL: FFJE, Apache-2.0 License

RSN B storage_rocksdb Fl. HATXHREER LI EEGLRIL KV A8 E, soL Bl Rt
PRAEANK, RMPERE LA KV Bl . VFRERxH i B T B2 R DAY 2 soL
Bt e -

H}

3.1, FEIT4AH 29


https://zhuanlan.zhihu.com/p/32553477
https://github.com/cita-cloud/network_quic
https://hub.docker.com/r/citacloud/network_quic/tags
https://sql50.readthedocs.io/zh_CN/latest/sqlite_intro.html
https://github.com/cita-cloud/storage_sqlite
https://hub.docker.com/r/citacloud/storage_sqlite/tags
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storage_tikv

4 kv sEE
FRL
o JORERESEE, o KV .
« RUEWEE, SCRpAFS R, BETZVA.
(M EREE
BiR
JRERE 2
RE: EFw

WAL FE, Apache-2.0 License

1773 10 NS R v g e U O S5 w1 R 15 o W A €7 ) DT K O SV 4 S T 6 S S B

DA ]

executor_chaincode

N LIPS Fabric Chaincode SEHL.
Fi
* 7 Fabric MEBEAAETS.
(M ZReqEE
A%
A ]
O

¥R : P, Apache-2.0 License

<Hr

=

"

JRFFIRIA AR Bl S AL, O T IRUEHESRA RIS A RIE . SRR TR Z G E 2 A R

executor_chaincode_ext,

32 HE=HAK

3.2.1 EFAH

executor_chaincode_ext

NG WIRAIIRZ Fabric Chaincode SZF(.

30
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https://docs.pingcap.com/zh/tidb/stable/tikv-overview
https://github.com/cita-cloud/storage_tikv
https://hub.docker.com/r/citacloud/storage_tikv/tags
https://github.com/cita-cloud/executor_chaincode
https://hub.docker.com/r/citacloud/executor_chaincode/tags

CITA-Cloud

e 3% chaincode %,

« ¥ CouchDB,

o ¥EhNT chaincode FH{FAHXIIRE.

R T
BHROE: T
JREAE: 3
BR Tk

JEFEIRIN LT TRRAT I ], J2EBA R TR

kms_sdibc

e BT E R E AR
R
o PERELF.
R T
RO T
R 4
LISOSE
BRC: Rl

PEFEIRIA LT H ], 2L BA KRR

3.2. FE=7H4EHK
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cHAPTER 4

ARE ISR

PR SR I 55 A AR EL BRI R UL, G 4EFREE HLA A 2%
B eSS Z B AT SR RS AR BRAE s Bl B4 AR AE

P s A E EAREIRAT . M AR t B 23R H . o i i — mUi e o AR BRI &
ERKE T W55 S B E I i, T B B T A

4.1 BTIME

CITA-Cloud HEFMIBITHIE N k8s HERE.
« XITHE, TPAR minikube AN k8s BEHE.
o XFFIL, WTRARILEPLEHEEE BN ke s HEHE.
o XA, MR T NPT k8s MR, BiE ) TR AR 2 TR,
HA 2
o RNEFEEIHRIE T 25—
« TIRERIE, SR, AIVASCILAS AR e, Halfbizdis.
o ABER. BT REERK, A2 R mE TR 3.
MF—4 CITA-Cloud P EMEE, B THERUFZITING, BFHEREIATRAMAFHERIF K1 E .

33
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4.2 FAILEE

FER T RS SS 5 B AR R AT R
NI R ARG S5, FATEM T k8s 1y pv/Pve BREXIFHE AT T HI5
B HEYE N RECE StorageClass, X PV/PVC SEATHIASSEE

o MFFIFREREL, AIDABE R hostPath, TEfd BHIAMLEMH.

o MTFIAEEE, AIDAMN NES, s — G R BRI LSRG

o MFFAFIEREE, MNP S A, R, NAS SRV RSE

4.3 ML

W27, 5 B SF 2 18], DAY 2 (8] m] RASE oL I 45 A EL 5 )
H HEr R B 08, — A m—1 Pod, HHWE 6 Ml FsmiZA4s.
TRlUAR 5 2 1) AT DA L0 1k 7 PR ] 0 2 S5

TR 538, QR Y S ARE S k8s HERENTES, WIPAELL k8s [ Service MERERIT LI M L%
i o QSR RS EREAIE O, WIFFEM NodePort mf# LoaderBalancer ZfR45 AR EE T i i) I 2%
T

44 TH

441 EETR

YT RCE T2 Acloud-config, T4 l— 4L AT, PARERTT RN Z MU ST BT BT

RCE T RSO ORISR, JPRERE, BAEMEE ZER: SF2 MlcER
X, s, o

HARFR T, WE%5 LA R README,

4.4.2 Chart T2

AT BT, 02 FERH B, 4204 T Chars T2
i) Helm TR, AIDASCHL & 5e Ml AR MR
VR

* % Charts TRCZWE TRENME, TREFFMEMIETA.
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https://github.com/cita-cloud/cloud-config
https://github.com/cita-cloud/cloud-config
https://github.com/cita-cloud/charts

CITA-Cloud

* % Charts TR{CERFHRERE , &M TIF AR .
B Y, E5% UL GFE R README,

4.4.3 Node Operator
RYEER TR, (H5 8 e SR — AR Ry . M R R A ARSI IR ST, AR R K%
By, TH, TR, ¥ AFmYEARAERER A R 2K

o WFEGARDL, RPGEG 1A RIA, ST ARG 2= R IREBIREA—R, N2k
i) (R R0 ), MREHIERE L.
o MFFIEREMTHIORGL, KEIBER) T R A SR, IR SC B Byl FHEERYT A, 2 2R

o MTYERUL, BN SRR T X BERI PR, S &M BCR . R A cou, WA, F7#
R BT Y TS

WL, g g EC BB S T A, Charts TARRUEASCHE . — Hib B WRIZRIia e A, WG 2—ut
SERITF K. WM Operator 7 k8s 4kl A4 H & SCENREHT -

Node Operator PA CRD WJJEXHE LT Backup/Restore SWFIAL, AT &M, WK, Wk, B
MR SR X RETT R A 4B

HRHH ¥, S04 README,
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https://github.com/cita-cloud/charts
https://github.com/cita-cloud/cita-node-operator
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CHAPTER B

FRIEENI]

ARENZHZMEN minikube fEMBITEREE, MHBOAHERRACE, DUyl — R RIE 5.
KT HMERAN R B, ES TR HZET

5.1 INEHES

5.1.1 EHEERIY
« CPU: 4 #%8iA I
o Nf7: 8GB EDL I
o T4 30G H AL

5.1.2 ks

BRIERSE

HOLE Linux KfTMASEITE], flall: CentOS, Debian, Ubuntu %%,
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docker

BRI RS I 7 SR

Helm

Helm /@ Kubernetes [(E/EHAS, 2T, LEMMAE AN Kubernetes MM HAE K
LIRS WL

minikube

YR RS I SO,
ERSEUE I FTH 258 minikube, ENFEAEFD) minikube Bk E S5 HSHL.
BEAGMH root KRB minikube.

minikube start --registry-mirror=https://hub-mirror.c.163.com —-image-
—repository=registry.cn-hangzhou.aliyuncs.com/google_containers --vm-driver=docker —-
—alsologtostderr -v=8 --base-image registry.cn-hangzhou.aliyuncs.com/google_

—containers/kicbase:v0.0.17

MR D45 RF, A EIDA MR B ARS8 .

* Done! kubectl is now configured to use "minikube" cluster and "default" namespace.

—by default

kubectl

kubectl & Kubernetes EHHHAMITLE, Hid kubectl REWSXTEEREAR BT P, IFREWTEERE
AT AR ALY, ) 2225

LIRS W T3

cloud-cli

%TH CITA-Cloud HEMIAN TR i, AT LAJT (I X R I T I R4 -
FEITIES IR

$ wget https://github.com/cita-cloud/cloud-cli/releases/download/v0.5.0/cldi-x86_64—-
—unknown-linux-musl.tar.gz
$ tar zxvf cldi-x86_64-unknown-linux-musl.tar.gz

$ sudo mv ./cldi /usr/local/bin/

[y
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https://docs.docker.com/engine/install/
https://helm.sh/docs/intro/install/
https://minikube.sigs.k8s.io/docs/start/
https://kubernetes.io/docs/tasks/tools/install-kubectl-linux/
https://cita-cloud.github.io/cloud-cli/

CITA-Cloud

(% L0

$ cldi -h
cldi 0.5.0

Rivtower Technologies <contact@rivtower.com>

The command line interface to interact with CITA-Cloud

USAGE:
cldi [OPTIONS] [SUBCOMMAND]
OPTIONS:
—-c, ——context <context> context setting
-r <controller-addr> controller address
—e <executor-addr> executor address
-u <account-name> account name
—-—crypto <crypto-type> The crypto type of the target chain [possible.

—values: SM, ETH]

-h, —-help

-V, —-version

SUBCOMMANDS :
get
send
call
create
context
account
admin
rpc
ethabi
bench
watch
completions

—profile”

help

Print help information

Print version information

Get data from chain
Send transaction

Call executor

create an EVM contract
Context commands
Account commands

The admin commands for managing chain
Other RPC commands
Ethereum ABI coder.
Simple benchmarks
Watch blocks

Generate completions for current shell. Add the output script to

or "~ .bashrc’ etc. to make it effective.

Print this message or the help of the given subcommand (s)

51. IMEAERZ

39




CITA-Cloud

5.2 B1TH

5.2.1 750 Charts g

$ helm repo add cita-cloud https://cita-cloud.github.io/charts
$ helm repo update

$ helm search repo cita-cloud/

NAME CHART VERSION APP VERSION —
—DESCRIPTION
cita-cloud/cita-cloud-local-cluster 6.6.1 6.6.1 Setup.

—CITA-Cloud blockchain in one k8s cluster
cita-cloud/cita-cloud-pvc 6.6.1 6.6.1 -
—~Create PVC for CITA-Cloud

5.2.2 gl PVC

PVC(PersistentVolumeClaim) 2% PVHJH; (Claim). PVC % A58 ] a8 M 4Edr . 55358 Pod
SYBCAERE TR, H PRI AR —A pve, FEEAfINY StorageClass, Kubemetes 2XZSEIEI 45
R PV,

XEMHRE minikube HiFI44°~N standard ) StorageClass.

$ helm install local-pvc cita-cloud/cita-cloud-pvc —--set scName=standard

$ kubectl get pvc

NAME STATUS VOLUME CAPACITY ACCESS.
—MODES STORAGECLASS AGE

local-pvc Bound pvc-fd3eaebd-3413-4205-b88a-dbcbcee9al57 10G1 RWO -
— standard 18m

STV B BSAAAE minikube BIIHLNK /tmp/hostpath-provisioner/default/local-pvc,

R AR minikube AN v1.20.0, XHELSH A bug. TEANGILAIRIITIAS WAHER

5.2.3 EREBREERMA

i c1ldi gk

$ cldi account generate -h
cldi-account—-generate

generate a new account

USAGE:

&0
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https://tonybai.com/2021/05/14/a-bug-of-minikube-1-20/

CITA-Cloud

(% L0

cldi account generate [OPTIONS]

OPTIONS:
——name <name> The name for the new generated account, default to.
—account address
-p, ——password <password> The password to encrypt the account
—-—crypto <crypto-type> The crypto type for the generated account..
— [default: <current-
context-crypto-type>] [possible values: SM, ETH]
-h, --help Print help information

N TR, X AR, AT EOAE.

$ cldi account generate —--name admin
{

"crypto_type": "SM",

"address": "Oxc8ca9cc77a7£822fdd0baef7a7740£9dbad493455",

"public_key":
—"0x0d9%edfd3889ec752e92fblaa53fdfc26512cbalea39debl12510e7ac4d0915c4d4f0al8al3clcf2a59507
",

"secret_key": "0x50dc0c1655419938d83d924a3c3b4cbbd57de5df901ce4772272445605a52d43"

5.2.4 BnhsE

$ helm install test-chain cita-cloud/cita-cloud-local-cluster --set config.
—superAdmin=0xc8ca9cc77a7£822fdd0baef7a7740£9dbad93455

NAME: test-chain

LAST DEPLOYED: Thu Mar 24 02:48:52 2022

NAMESPACE: default

STATUS: deployed

REVISION: 1

Har S XAH—4H 4 M, 408 test-chain (B,

HE: superAdmin ZELLHBRCE N H CA MK 1l , MAMUAEER, Y1227E1E X FRE b AR

5.2. BITHE 41
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5.2.5 EHIETTIRAR

$ kubectl get pod

NAME READY STATUS RESTARTS AGE
test-chain-0 7/7 Running 0 8m3s
test-chain-1 7/7 Running 0 8m3s
test-chain-2 7/7 Running 0 8m3s
test-chain-3 7/7 Running 0 8m3s
A HE:

$ minikube ssh

docker@minikube:~$ tail -10f /tmp/hostpath-provisioner/default/local-pvc/test-chain-0/
—logs/controller-service.log

2022-03-24T02:57:41.562867997+00:00 INFO controller::node_manager - update node:.
—0x6028b1113a9%ac5£79d2£fdfb37cal35812d675691

2022-03-24T02:57:43.863863944+00:00 INFO controller::controller - chain_check_
—proposal: add remote.

—proposal (0x90543745dee079d9a37d2b5bd1e026ad092089c1£3£d88ebbcl16b10b3d1926£3)
2022-03-24T02:57:43.864261069+00:00 INFO controller::controller - chain_check_
—proposal: finished

2022-03-24T02:57:44.441848936+00:00 INFO controller::chain - height: 103 hash.
—~0x90543745dee079d9a37d2b5bd1e026ad092089c1£3£fd88ebbcl6bl10b3d1926£3
2022-03-24T02:57:44.672342679+00:00 INFO controller::node_manager - update node:.
—~0x6028b1113a9%ac5£79d2£fdfb37¢cal35812d675691

2022-03-24T02:57:44.672366020+00:00 INFO controller::controller - update global.
—status node (0x6028b1113a9ac5£79d2fdfb37¢cal35812d675691) height (103)
2022-03-24T02:57:44.6732426524+400:00 INFO controller::chain - exec_block(103): status:.
—Success, executed_block_hash:.
—~0x56e81f171bcc55a6£f£8345692c0£86e5b48e01b996cadc001622fb5e363b421
2022-03-24T02:57:44.783682991+00:00 INFO controller::chain - finalize_block: 103, .
—block_hash: 0x90543745dee079d9a37d2b5bd1e026ad092089c1£3fd88ebbcl6bl10b3d1926£3

5.3 BEXIRME

5.3.1 ig%EHER RPC im0

AW rpc #idk, 52 controller il executor k%
FATAT LA - Fl-e Rk cldd Wi &
1 F AR A B A5 0 1Y rpc I R AR
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$ kubectl port-forward pod/test-chain-0 50002:50002 50004:50004

XM c1i BHO:

—r localhost:50004 —-e localhost:50002

532 EEWRE

$ cldi -r localhost:50004 -e localhost:50002 get block—-number
246

533 EERGEE

$ cldi -r localhost:50004 -e localhost:50002 get system-config

{

"admin": "Oxc8ca9cc77a7£822fdd0baef7a7740£9dbad493455",

"admin_pre_hash":

—"0x000000000000000000000000000000000000000000000000000000000000000000™,

"block_interval": 3,

"block_interval_pre_hash":

—"0x000000000000000000000000000000000000000000000000000000000000000000™,

"chain_id": "0x63586a3c0255£337c77a777££54£f0040b8c388dal04f23eceebbfd4953a6512b4",

"chain_id_pre_hash":

—"0x000000000000000000000000000000000000000000000000000000000000000000™",

"emergency_brake": false,

"emergency_brake_pre_hash":

—"0x000000000000000000000000000000000000000000000000000000000000000000™,

"validators": [
"0x40283e85bfbe778a0ef0ee80688861lccc2c557a2",
"0x7b9%e332£91fe894da0260£e2207£021d2d24008c",
"0x014146185e3b32e64£f0d06021aa6ff£8639d134a",
"0x6028b1113a%ac5£79d2£fdfb37cal35812d675691"

1,

"validators_pre_hash":

—"0x000000000000000000000000000000000000000000000000000000000000000000™,

"version": 0,

"version_pre_hash":

—"0x000000000000000000000000000000000000000000000000000000000000000000™"

}

5.3. BFIRME
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5.3.4 {Fi1t§E

$ helm uninstall test-chain

release "test-chain" uninstalled

5.3.5 MIBR%E

$ helm install clean cita-cloud/cita-cloud-config —--set config.action.type=clean
NAME: clean

LAST DEPLOYED: Thu Mar 24 02:47:45 2022

NAMESPACE: default

STATUS: deployed

REVISION: 1

TEST SUITE: None

VR WA R AR ER A R, R

5.4 MFIR1E

5.4.1 QIEWKF

$ cldi account generate —--name user

"crypto_type": "SM",
"address": "0xf4b80a27b7d526028183e705604b865c1458c838",
"public_key":

—"0x71ebc3701780bdacbabac0817e2fad402fb26082e6eade00£f117015a1063a5c3afbelf74c26c01£f87af]

"
",

"secret_key": "0x2757242a6138e9617b30ec63£6a240b880d25851d86d9d15849£2d4506143288"

5.4.2 EEFRIEERBIWRA

$ cldi -u user -r localhost:50004 -e localhost:50002

cldi>

—u BEREH IR, SR DA P B KA AL 5
HEA cldi a2 H AR,

44 Chapter 5. EA|]
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5.5 REXS

5.5.1 HiFEY)

XHPA Counter FZHNHI:

$ cat Counter.sol

pragma solidity 70.4.24;

contract Counter {

uint public count;

function add() public {

count += 1;

function reset () public {

count = 0;

$ curl -o solc -L https://github.com/ethereum/solidity/releases/download/v0.4.24/solc-
—static-linux

$ chmod +x solc

$ sudo mv ./solc /usr/local/bin/

$ solc --hashes —--bin Counter.sol

Binary:
608060405234801561001057600080£d5b5060£58061001£6000396000£3006080604052600436106053576
Function signatures:

4f2be91f: add()

0666labd: count ()

d826£88f: reset ()

5.5.2 gIEEY)

cldi> create.
—0x608060405234801561001057600080fd5b5060£f58061001£f6000396000£3006080604052600436106057
0xf18153579e86b4d81617bf9d3b34e1cal2d0433296927f4b04d5¢c5219d2d82d46

ARG YRS RO I IF AL A BRI T, FEE AT 0x HiZ.
AR [ E A X A A T 252 5 (52 5 W A o

5.5. Rixxk5 45
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5.5.3 EEXHEIH

cldi> get receipt 0x£f18153579e86b4d81617bf9d3b34e1ca2d0433296927£4b04d5c5219d2d82d46
{

"block_number": 454,

"contract_addr": "O0xa4582f4966bdef3a2839e2£256a714426508ddb7",

"cumulative_quota_used":
—"0x0000000000000000000000000000000000000000000000000000000000018ed3",

"error_msg": "",

"legacy_cita_block_hash":
—"0x09p2e445d5b3a5e118bb0aad8d812d237ff24f2aa%e37da75e5c68d43ddcdbba",

"logs": [],

"logs_bloom":

—"0x0000000000000000000000000000000000000000000000000000000000000000000000000000000000

o
— ",

"quota_used": "0x0000000000000000000000000000000000000000000000000000000000018ed3",
"state_root": "0x28913fc520eaf50c72fad929d0£57c94ad487b£fd63278a57cb40e£370a7697a0",
"tx_hash": "0xf18153579e86b4d81617bf9d3b34e1ca2d0433296927£4b04d5c5219d2d82d46",
"tx_index": 0

BRI SR Y 52 WA

RIEERZELZ G IATERAER, Hob contract_addr FEOGHIAMB M AL HbaL.
I HE IR, AT DAV

554 HREHRE

THEZHH) count {H:

cldi> call 0xa4582f4966bdef3a2839e2f256a714426508ddb7 0x06661labd
0x0000000000000000000000000000000000000000000000000000000000000000

E—SHCh G YL,
5 ASEON RN count () HIEM RIS .
IREMEA count Y4 Hi{H.

46 Chapter 5. EAI]
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5.5.5 KX 5

WG RIEZS, WM add FTIASAE count HIfH:

cldi> send 0xa4582f4966bdef3a2839e2£256a714426508ddb7 0x4f2be9l1f
0x24£0bc60340c49e875a8701e80849725a0a10e1lb£f47990e8c9cb399%9e3lacealb

BASEO G
BABHCHETIE add () JriERIEREEES .
SRS PEEZ IR, FRKEIE T ARG AREH 72k

cldi> call 0xa4582f4966bdef3a2839e2f256a714426508ddb7 0x06661labd
0x0000000000000000000000000000000000000000000000000000000000000001

5.5. Rixxk5 47



CITA-Cloud

48 Chapter 5. {RiEA|T]



CHAPTER O

7E

CITA-Cloud AR HARB—&KHE, M2 XIGEERIRES, ENM LT Substrate fl Cosmos SDK.

{H/2 Substrate fll Cosmos SDK BHEREMITHRGEHNHIFAMESR, il Java ) Spring. HEHEHRfL—
S R S BEL AR ARRS B Zh A i B e, B R e T K TAE, (R R T 2t U I & .

M CITA-Cloud i€ T —H RIS 2, Ft—L 856 T mAREE, ERET paas LHYIT A
HEZE . PRI AT AU IT A, e EL B2 R i — 2B thn] AR B C RIS SOk E T
KA, S5 CA I A P — AR k.

6.1 TE#l5#

CITA-Cloud ¥|4F Controller, Network, Consensus, Storage, Executor, Crypto NIik
%, VRIS R T

MR AM B L (S ILAEHEY) o, AR H ORI stess 6 DUE, BEA IR AU Y — A BT
iR gy, RO A M — 8. KT

49



CITA-Cloud

HARRCEI W, SHREFHTETRE LA

6.2 TEHIH M

S il A PR 5
L fork BUAAMF (SIWAHTEY), XHIEFTERLIT R
2. EA MRS RS ERE, Br S — N

XTI, % R BT T ARGy, BERE AW, KX greC 1, AR
XPMH Docker HifZ.
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o FF IR ST
8. JRAME
9. B5Z IR 55 B o) e

10. SFHPEY

Controller

[Feature]

[feat] add metrics @Jayanring [feat] feat: handle sigterm @JLerxky [feat] get block add stateroot proof @Jayanring [feat]
get system-config by block-number @Jayanring

[Fix]

[fix] fix match_data panic when init @Jayanring

[Optimize]

[optim] optim: controller server single restart @Pencil-Yao [optim] optim: misbehave handling logical @Pencil-Yao

[optim] optim: server not ready info print @Pencil-Yao [optim] deny change of chain_id and block_limit @Jayanring

[Chore]

[chore] fix: change image registry @acechef [chore] read node_address from file @Jayanring [chore] fix clippy @Jayan-

ring

Network_zenoh

[Feature]

[feat] add metrics @Jayanring [feat] feat: add handle_signals @JLerxky [feat] feat: send health check msg @JLerxky
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[Chore]

[chore] fix: change image registry @acechef [chore] read node_address from file @Jayanring

Consensus_bft

[Feature]

[feat] add metrics @Jayanring [feat] feat: add handle_signals @JLerxky

[Optimize]

[optim] optim: consensus-server single restart @Pencil-Yao [optim] optim: use timeout replace interval @Pencil-Yao

[Chore]

[chore] fix: change image registry @acechef [chore] expose LeaderVote @Jayanring [chore] read node_address from file

@]Jayanring

Consensus_overload

[Feature]

[feat] add metrics @Jayanring [feat] feat: add handle_signals @JLerxky

[Optimize]

[optim] optim: consensus-server single restart @Pencil-Yao

[Chore]

[chore] fix: change image registry @acechef [chore] remove unused config items @rink1969
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Consensus_raft

[Feature]

[feat] add metrics @Jayanring [feat] feat: add handle_signals @JLerxky [feat] feat: support replacing all validators at one

time @Jayanring

[Fix]

[fix] fix consensus stop when remove leader @Jayanring

[Optimize]

[optim] optim: consensus-server single restart @Pencil-Yao

[Chore]

[chore] fix: change image registry @acechef [chore] read node_address from file @Jayanring

Executor_evm

[Feature]

[feat] add metrics @Jayanring [feat] feat: add handle_signals @JLerxky

[Fix]

[fix] fix: receipt legacy block hash @Pencil-Yao [fix] fix: docker image build @Pencil-Yao [fix] fix: quota_uesd is O
@Pencil-Yao

[Chore]

[chore] fix: change image registry @acechef [chore] CloudBlock add stateroot @Jayanring
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Crypto_eth

[Feature]

[feat] add metrics @Jayanring [feat] feat: add handle_signals @JLerxky

[Chore]

[chore] fix: change image registry @acechef

Crypto_sm

[Feature]

[feat] add metrics @Jayanring [feat] feat: add handle_signals @JLerxky

[Chore]

[chore] fix: change image registry @acechef

Storage_rocksdb

[Feature]

[feat] add metrics @Jayanring [feat] feat: add handle_signals @JLerxky

[Chore]

[chore] fix: change image registry @acechef [chore] get block add state_root proof @Jayanring

Cita_cloud_proto

[Feature]

[feat] get system-config by number @Jayanring [feat] get block add stateroot proof @Jayanring

8.1. mHRAE
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Cloud-util

[Feature]

[feat] add metrics @Jayanring [feat] feat: add handle_signals @JLerxky

[Fix]

[fix] fix metrics AlreadyReg @Jayanring [fix] fix duplicate register when restart @Jayanring

[Chore]

[chore] use regex @Jayanring [chore] chore: modify exporter log info @Jayanring

Cloud-config

[Feature]

[feat] —init-node add —disable-metrics option @Jayanring [feat] set pod_anti_affinity @rink1969

[Fix]

[fix] fix env_k8s metrics port @Jayanring [fix] fix crypto log config file @rink1969 [fix] fix create-dev node_address path
@Jayanring [fix] add mount account cm @rink1969 [fix] fix: Permission denied @k4nzdroid

[Chore]

[chore] fix: change image registry @acechef [chore] add common name @rink 1969 [chore] use addr in account configmap
@rink1969

Integration-test

[Feature]

[feat] add nft performance test @rink1969 [feat] set sync node to validator @JLerxky [feat] add only one validator test
to raft @JLerxky
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[Fix]
[fix] fix remove last validator @JLerxky [fix] fix pip install PyYaml @JLerxky [fix] fix pyyaml load @JLerxky [fix] fix:

use validator_address @JLerxky [fix] fix: use exec_bad when expect a bad result @JLerxky [fix] fix watch sync node

@JLerxky [fix] fix: add kubectl timeout @acechef [fix] fix get system-config not up to date @JLerxky

[Optimize]

[optim] update update-validators @JLerxky [optim] optim: use retry exec @JLerxky [optim] check quota used @JLerxky
[optim] change log level @NaughtyDogOfSchrodinger

[Chore]
[chore] fix: change image registry @acechef [chore] use harbor image @JLerxky [chore] fix: modify up-
date_chain_config.sh @acechef [chore] keep same args with nft bench @rink1969 [chore] remove set-block-limit.py

@JLerxky [chore] fix: update Dockerfile @acechef [chore] update height_bad_result @JLerxky [chore] update chain
config @JLerxky [chore] sort script @JLerxky [chore] print bad receipt @JLerxky [chore] update yaml @JLerxky

Cloud_cli

[Feature]

[feat] get system config by height @Jayanring [feat] get block add state_root proof @Jayanring [feat] parse proof @Jayan-

ring

[Fix]

[fix] fix: build image error @acechef

[Optimize]

[optim] identify validators @Jayanring [optim] remove admin set-block-kimit @Jayanring [optim] optim watch

@JLerxky [optim] add get_compact_block_by_number @JLerxky
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[Chore]

[chore] add non root user @miaojun [chore] fix: change image registry @acechef

8.2 FisEhRA

8.2.1 v6.6.0

LR HNAT

1. ¥f network_tls il 55 % 5, J5 ] network_zenoh iz 5%

2.

consensus_overlord {3 IR 4% 5235

bft F}- 2% overlord

. controller ¥R %%

AL R P ad A
J&%% proof not influence proposal_hash

B %525 . AL tps

&G network_zenoh

. grpc B EZE client

S retry TNEE. 9N keepalive 1% &

- call SCRHEEBRE

TR RRAG

network 67— & I [A] @ 75 A B IR Y A
- AKEE T

tonic J}2% % 0.7, prost J}-2& % 0.10
FB AT 2124 Hi B A

Controller

[Feature]

[feat] set tcp and http2 keep alive @rink1969 [hard-fork!] feat: proof not influence proposal_hash @Pencil-Yao
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[Fix]

[fix] optim: set false sync state when height not grow @Pencil-Yao [fix] fix check proposal failed @rink19609 [fix] optim:

set true sync state when send sync req @Pencil-Yao [fix] mv quota limit form controller config to system config @rink 1969

[Refactor]

[refactor] switch to retryclient @Jayanring [refactor] change origin @JLerxky

[Chore]
[chore] chore: broadcast increased status @Pencil-Yao [chore] change multicast to broadcast @JLerxky [chore] add

healthcheck info @ rink1969 [chore] optim: tps! @Pencil-Yao [chore] chore: upgrade tonic and prost @NaughtyDo-
g0fSchrodinger

Network_zenoh

[new] Release v6.6.0

Consensus_bft

[Fix]

[fix] fix check proposal failed @rink 1969 [fix] fix wrong lock round @rink19609 [fix] optim: add NewViewRes to optimize

newview step @Pencil-Yao [fix] fix: leader not send newview @Pencil-Yao

[Refactor]

[refactor] switch to retryclient @Jayanring

[Chore]

[chore] chore: optim newview process @Pencil-Yao [chore] chore: upgrade tonic and prost @ NaughtyDogOfSchrodinger
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Consensus_overload

[new] Release v6.6.0

Consensus_raft

[Refactor]

[refactor] refactor: handle internal error @ NaughtyDogOfSchrodinger [refactor] switch to retryclient @Jayanring

[Chore]

[chore] chore: upgrade tonic and prost @ NaughtyDogOfSchrodinger

Executor_evm

[Feature]

[feat] add height in call request @NaughtyDogOfSchrodinger

[Chore]

[chore] chore: upgrade tonic and prost @ NaughtyDogOfSchrodinger

Crypto_eth

[Refactor]

[refactor] update tonic and prost @Jayanring

Crypto_sm

[Refactor]

[refactor] update tonic and prost @Jayanring
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Storage_rocksdb

[Feature]

[feat] switch to retryclient @Jayanring

[Chore]

[chore] chore: upgrade tonic and prost @ NaughtyDogOfSchrodinger

Network_tis[Archived]

Cita_cloud_proto

[Feature]

[feat] add height in CallRequest @NaughtyDogOfSchrodinger

[Refactor]

[refactor] add client retry @rink1969 [refactor] add retry for NetworkMsgHandlerServiceClient @rink1969 [refactor]
connect lazy @rink19609 [refactor] add evm client @rink1969

[Chore]

[chore] chore: upgrade tonic and prost @ NaughtyDogOfSchrodinger

Cloud-util

[Refactor]

[refactor] switch to retryclient @Jayanring
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[Chore]

[chore] chore: upgrade tonic and prost @ NaughtyDogOfSchrodinger Cloud-cli

[Refactor]
[refactor] refactor: adapt for call with height @ NaughtyDogOfSchrodinger [refactor] remove p2p tls related code @Jayan-

ring [refactor] display timestamp when get block @Jayanring [refactor] ignore empty net-info when getting peers-info
@JLerxky

[Chore]

[chore] chore: upgrae tonic and prost @ NaughtyDogOfSchrodinger

[Fix]

[fix] fix: watch_cmd is pending in bench send @JLerxky [fix] fix send default quota @Jayanring

Cloud-config

[Fix]

[fix] fix default quota limit in init-node @rink1969

[Refactor]

[refactor] support network_zenoh @JLerxky [refactor] change svc clusterip; rename yamls @rink1969 [refactor] mv

quota limit from node config to chain config @rink 1969

[Chore]

[chore] env_dev add overlord config @JLerxky [chore] judge the is_stdout in the write_logdrs @JLerxky [chore] remove
redundant moduleconfig @Jayanring [chore] remove p2p tls related code @Jayanring [chore] add debug info for release
@rink 1969 [chore] change default consensus from raft to bft @rink1969 [chore] set default output to stdout @rink1969

[chore] remove sh -¢ in command @rink1969
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Integration-test

[Feature]

[feat] check tx in pool @rink1969 [feat] feat: add build image action @acechef [feat] enhance chaos test @rink1969
[feat] add sync node @JLerxky

[Refactor]

[refactor] change ‘timestamp’ to ‘time’ @JLerxky [refactor] remove tls type test chain @JLerxky

[Chore]

[chore] increase delay after stop node @rink1969 [chore] update get_peers_info @JLerxky [chore] add test chain type
@JLerxky

8.2.2 v6.5.0

TR HNAUT

- F kms RIS Br e crypto 55

2. RGN A Sy AR DI E

3. cldi $447 get_block 3% [1] proof {5 &,

4. BEIXTERANAE 5 quota BRI block ) quota 5 PR il

5. UGS H R A P

6. controller /It 45 1) health_check & H Bt 2

7. {25 WAL SCURERAY i)

8. &% cloud-config JSAH T K5 J5UA 4 A T B R BT 14 170 R

p—

Controller

[Feature]

[feat] kms to crypto @rink1969 [feat] health check block number increase @rink1969 [feat] get pool tx @JLerxky
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[Refactor]

[refactor] add quota limit @NaughtyDogOfSchrodinger [refactor] fix dead lock @NaughtyDogOfSchrodinger [refactor]
Uniform constant @NaughtyDogOfSchrodinger

[Chore]

[chore] optiom quota limit & code type @Pencil-Yao

Consensus_bft

[Feature]

[feat] kms to crypto @rink1969

Storage_rocksdb

[Feature]

[feat] kms to crypto @rink1969 [feat] add panic hook and health check load/store @rink1969

Cloud-cli

[Feature]

[feat] get pool tx @JLerxky [feat] get block proof @JLerxky

[Refactor]

[refactor] add quota limit @NaughtyDogOfSchrodinger

Cloud-config

[Feature]

[feat] kms to crypto @rink1969
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[Fix]

[fix] refresh chain config for old nodes @rink1969

[Refactor]

[refactor] adapt for add quota limit @NaughtyDogOfSchrodinger

Fe B B) R

L TR RAS & T2 crypto RFFEAK, FHESMAL], B Ui E S T

8.2.3 v6.4.1

ARUMA G EEAE ARG E M 7 ik, HBEE T4 bug.
R AT

1L AL B AR T

2. check_proposal_proof bug &5

3. libsm $fiRACPH A B

4. SCI k7 $E consensus_overlord

Controller

[Feature]

[feat] support consensus_overlord @rink1969

Consensus_bft

[Fix]

[fix] fix commit_block proof inconsistent @JLerxky

8.2. HEMRZAE
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Cloud-config

[Feature]

[feat] support consensus_overlord @rink1969 [feat] adapt for libsm @NaughtyDogOfSchrodinger

Executor_evm

[Optimization]

[optim] add debug info in release @rink1969

Storage_rocksdb

[Feature]

[feat] adapt for libsm @NaughtyDogOfSchrodinger

Kms_sm

[Fix]

[fix] adapt for fix panic in libsm @NaughtyDogOfSchrodinger

Cloud-cli

[Feature]

[feat] upgrade libsm; support overlord @rink1969

Fe B

L BHEARA v6.4.1 5 v6.4.0 Hllese £ARE . IHA Y v6.3.3 PAK v6.3.4 HEMUHURIEE, Nk BSHER S 1
JHTHY v6.4.0 BHfR ISR, BT ATEH sk
2. JRAFE v6.4.1 5 v6.4.0 HUA KT i n] LATR G LM 2%, F L i

3. BUEASH v6.4.1 5 v6.4.0 [RTC B A & A48 ik s b
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o= ]

1. WAL FiIR )8,

2. SRR S AR -

8.2.4 v6.4.0

PR . ARRATERE HERLZ 4 T T 22 ik, QSRR B Z 3 H S 5003 A, W R AE
ARG, ABANRATPAK L gitops X —#ThfE; WSRO B SRS R S8, IRA/RAT AR
cloud-op B PRIETIRE ; WURVRAREAEZAT A W S 4ETFEY , AR AARTT AT execuotr-evm [ full mode 555X,
X it 221 archive mode FERE L (5 EAA/DIOHETE . T BHH AR -

1. AR R

2. cita-cloud £ i gitops

3. a4 T cloud-op $2 itk Tl fiE

4. PRAlth i se B XUy RPC #2101, [A]H cloud-cli 58 il 1
5. execuotr-evm 3 33 full mode #{] archive mode JJ#

6. charts SR 55 9% LR

7. controller TFAfALFRT S A MU L

8. network-tls /) TLS i 43 3¢ RE 2 E 1A R

9. cita-cloud I T {& 452 (livness check)

10. executor_evm [} evm F}-2% £l London

Controller

[Feature]

[feat] add inner block growth check @Pencil-Yao[feat] add rpc get_block_detail_by_number @JLerxky[feat] add health
check @Pencil-Yao[feat] add health check @rink1969

[Fix]

[fix] repeat node set @Pencil-Yao
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[Optimization]

[optim] handle repeat & idle node @Pencil-Yao[optim] hanle the same origin node @Pencil-Yao[optim] record package
limit in utxo db @NaughtyDogOfSchrodinger

Consensus_raft

[Feature]

[feat] add health check @rink1969

Consensus_bft

[Feature]

[feat] add health check @rink1969

[Optimization]

[optim] optimize handle commit entries @ NaughtyDogOfSchrodinger

Cloud-config

[Feature]

[feat] add livness probe @rink1969[feat] Support gitops @rink1969[feat] add container resource requirements
@rink 1969

[Fix]

[fix] panic when create-dev @rink1969[fix] update node, protect rewrite file in used @rink1969

Executor_evm

[Feature]

[feat] add health check @rink1969[feat] add base_fee opcode @JLerxky[feat] support switch between full mode and

archive mode @Pencil-Yao
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Storage_rocksdb

[Feature]

[feat] add health check @rink1969

Kms_sm

[Feature]

[feat] add health check @rink1969

Network_tls

[Feature]

[feat] add health check @rink1969

[Optimization]

[optim] update dependence tokio-rustls and unit-test @Pencil-Yao

Network_p2p

[Feature]

[feat] add health check @rink1969 kms_eth

[Feature]

[feat] add health check @rink1969

Cloud-cli

[Feature]

[feat] add get_block_detail @JLerxky[feat] add set-package-limit and set-block-limit sub-command @NaughtyDogOf-
Schrodinger
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[Optimization]

[optim] use cloud proto @JLerxky

F B )R
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2. RAGREAR v6.4.0 5 v6.3.3 PAK v6.3.4 AT i nT AR AT AL 45, IR R

3.

{FEEIR S B BTG vo.4.0 B8R El, WEAT DAL k.

fid B A4S O v6.4.0 55 v6.3.3 DA K v6.3.4 WL B A & ARG sl s >

o= ]
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2.

WAL R )8

SN R A o

8.2.5 v6.3.3
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Controller

[Feature]

[feat] update readme @rink1969 @JLerxky

[feat] Support cloud-op @Pencil-Yao @JLerxky

[Fix]

[fix] Add the judgment of not redoing wal @JLerxky
[fix] save current_block_hash before saving current_block_height @Pencil-Yao
[Optimization]

[optim] handle add existed peer @Jayanring
[optim] use cloud_util::wal @JLerxky
[optim] run -¢ & -1 @JLerxky
Consensus_raft

[Feature]

[feat] update readme @rink1969 @NaughtyDogOfSchrodinger

[feat] support recover @Pencil-Yao

Consensus_bft

[Feature]

[feat] update readme @NaughtyDogOfSchrodinger

[feat] Support cloud-op @Pencil-Yao @JLerxky

8.2. HEMRZAE
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[Optimization]

[optim] use cloud_util::wal @JLerxky
[optim] run -¢ & -1 @JLerxky
Cloud-config

[Feature]

[feat] Update k8s subcmd @NaughtyDogOfSchrodinger

[feat] output stdout and log file at same time @rink1969

[Fix]

[fix] fix typo @rink1969
[fix] add license and copyright info @rink1969
[fix] update images @rink1969

[fix] fix update node, protect rewrite file in used @rink1969

[Optimization]

[optim] github ci & fix: fmt @Pencil-Yao @Jayanring
[chore] update clap @JLerxky
Executor_evm

[Feature]

[feat] update readme @rink 1969

[feat] Support cloud-op @Pencil-Yao @JLerxky
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[Optimization]

[optim] run -¢ & -1 @JLerxky

Storage_rocksdb

[Feature]

[feat] update readme @rink1969

[feat] Support cloud-op @Pencil-Yao @JLerxky

[Optimization]

[optim] run -¢ & -1 @JLerxky

Kms_sm

[Feature]

[feat] remove create subcmd; update example and readme @rink1969

[Optimization]

[optim] run -¢ & -1 @JLerxky

Network_tls

[Feature]

[feat] update readme @rink 1969

[feat] support hot update + peer-count + origin @Pencil-Yao @Jayanring

8.2. HEMRZAE
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[Optimization]

[optim] run -¢ @JLerxky

Network_p2p

[Feature]

[feat] update readme @rink1969

[Optimization]

[optim] run -¢ & -1 @JLerxky

Kms_eth

[Feature]

[feat] remove create subcmd; update example and readme @rink1969

[Fix]

[fix] check invalid msg @rink1969

[Optimization]

[optim] run -¢ & -1 @JLerxky

FE MR

L. ey

v6.3.3 5 v6.3.2 B SE A AR . IHA Y v6.3.2 HEMT AR iRt , HR BEHER G (BT v6.3.3 BifR A
gy, WA PAIEH B

2. WATHE
v6.3.3 5 v6.3.2 iUA T ] DUR G LM 4%, I 1EH bk
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1. WAL FiIR )8,

8.2.6 v6.3.2
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Controller

[Feature]
[feat] add wal [@JLerxky @Pencil-Yao @Jayanring]

[feat] support retransmit chain_status_init regularly [@Pencil-Yao ]

[feat] store genesis system config [@JLerxky @Jayanring]

[Fix]

[fix] executor init [@Pencil-Yao]
[fix] in csi mode, can’ t send block request [ @Pencil-Yao]

[fix] dup tx in busy environment [@Pencil-Yao]

[Optimization]

[optim] confirm executor when init chain [@Jayanring]
[optim] process earlystatus logic [ @Pencil-Yao ]

[optim] chain lock [@Pencil-Yao ]
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Consensus_bft

[Fix]

[fix] handle leader_commit error with dup-tx [@Pencil-Yao |

Executor_evm

[Feature]

[feat] hanle same or invalid block re-enter [ @Pencil-Yao ]

[Optimization]

[optim] use reenter-invalid block code [@Pencil-Yao ]

Cloud-config

[Feature]

[feat] rewrite! from cita_cloud_config [@NaughtyDogOfSchrodinger, @Pencil-Yao ]

[feat] support config [@NaughtyDogOfSchrodinger ]

[BugFix]

[fix] fix series 6.3.0 adaption problem [@Pencil-Yao, @NaughtyDogOfSchrodinger ]
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https://github.com/cita-cloud/operator/releases/tag/6.3.0
https://github.com/cita-cloud/operator/releases/tag/6.2.0
https://github.com/cita-cloud/operator/releases/tag/v6.1.0
https://github.com/cita-cloud/operator/releases/tag/v6.0.0
https://github.com/cita-cloud/runner_k8s/releases/tag/v5.0.0
https://github.com/cita-cloud/runner_k8s/releases/tag/v4.0.0
https://github.com/cita-cloud/runner_k8s/releases/tag/v3.0.0
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