CITA-Cloud

Rivtower

2023 4 02 A 23 H






Contents

IR

Network . . . ... ... ... ... ..
Storage . ... ..
Crypto . . . . o o o
Executor . .. ... ... ... ... ... ...,
Consensus . . . . . ..t e e e e e e e e

Controller . . . . . .. ... . . ... ... .....

BRI

BATIRES o o

U6

MRUESR oo

BATHE © o o e

4

1.1

1.2

1.3

1.4
ARyt
2.1

2.2

2.3

2.4

2.5

2.6
11t
3.1

32 =gy
AR
4.1

42 FeaAfEhk
4.3

44
PedEAT]
5.1

5.2

5.3

HAEME

whn L B~ W W

[celEN |




54 TRFHEEE . . o o 44

5.5 RIERT G 45
6 il 49
6.1  TEHRIEE . . e 49
6.2  EMIALE . . . e 50
7 RPC 51
7.1 Controller RPC . . . . . . . e e e e e e 51
7.2  Executor RPC . . . . . . e e e e 62
8 Rkl 67
9 WAKAR 69
0.1  BeRAS © , 69
0.2  JHHRRAS . . 75
10 5 WL Jn) 8 115




CITA-Cloud

Ll

CITA-Cloud /& 7 Ji A i X B HIHESE ARl ] P BB DRt b T o) | B Ml 55 1 KRB R 45
* Github 3= 71

« BT
* rfcs

s ORHE
s FRIRIR

Contents 1


https://github.com/cita-cloud
https://www.citahub.com/#/cita-cloud
https://github.com/cita-cloud/rfcs
https://tech.citahub.com
https://talk.citahub.com/c/24-category/24

CITA-Cloud

2 Contents



CHAPTER 1

=
e

CITA-Cloud i N XHGEAT LA SR M BT R A B, T2 T ol X BB R ARTE Al 1 S5 g wf
R

S P PEREHR R EE CTITA EIT A DA KR MM I DT T 30 AR 8, BLMK R A R AR A 2R _E R
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CITA-Cloud @M, R, I, Al AR 2B i I ERBEHE S .

1.1 RiE

AR 22, L BUICA W E A R
CITA-Cloud RMMMRITIM, AFFRI ARIER e, B350 hlfeid G Bk

1.1.1

BRSSPI AE Z ORI SE B, AR B2 8] A] AR 46 o

M P RYE R BRE AR ME, TCHRIREI &, AT DAPRGEE f— 4508 A R A7 5tk
Yedo, BPRAMEA Fabric, HWCBEMRET —LMEA chaincode %h 5oy HikE 4.
12 % A A XL B P R B % ik, mAERRA Fabric.
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LT T, AP ERDFETSE, FRFFLTAR RR L.

& F CITA-CloudiE%R, #& consensus_bft #v consensus_raft WA PR % £ 1A k350 <,
TR AEFTRY 9 TAE,
1.1.2 iH=FHl

IREA AR RER 2 H AR, AT AR St A 4L
(e i AT DASE T A A F 2L, SR 2 PR E Y E A

Blde, EZF GHAVMIELA CITA-Cloud ER, RA T M A syetA TR E 8 LAFL 0 EFEH X EIEN
MR 40945, Mreik T aF 2 39 T H .

1.2 FFH

CITA-Cloud f#iffl Apache 2.0 JFURMY, FHRAUEHRIPIFTHRM. FFETH, PAR—MIFHIIHEX.

1.2.1 224y

B AR R 55 284, A B ARUE 1 Bl S5 TRIAG3 11  4 BLOR RO 55 S B B A e il A s )
TR 55 % 73 R IR iy 3, SO RAR 2 ], DORELLCF I B fig

PRI H A RE TS BN RAER, FREEELNZE SRR CHELNREPE LA controller
BB S T, BRI THAEF @, #EhiAA

FF— ARG FR AR TR LA, 9% A0, FRIEFEMUR SFRAREAH.

122 FERX

TR 55 (A AE ] gRPC Al ProtoBuf MG, AFEH I AEEAT A NS .
EFZ IR T TALERESMIES, TR R WREERRA E .

4 Chapter 1. 148



CITA-Cloud

1.3 [ EIR{E

Wi R R A e, B URAY R, ORI B[R R R 3 4 B4 DX R A2 T A
PEACHE D BREEA S H R AR, S B IR A 3
AR S BRI P (A EARAT, AR KR EEREAS MR TAE, X R — N IEEER APk

1.3.1 BREENAES

CITA-Cloud N DA F e executor MRS WSEHRMAEZ PRI RES LTI 2.
BaT# AT WA 4o Fabric AR KM AHAES, ARETUM BRGZHE T 0950945,
tehostat e s, R T RIeniRie ey & 4971 %,

1.3.2 ES5EiY

CITA-Cloud AEAFIHESHENIIL, SEHXT ARHER AR

i P 5 4 B U — AN @y T AE IR0 AR, B ERA—RILE. o—. TR LRI, KA TR
TS R AABIEAEN 5 T SE 4R 1E

1.4 zR4E

R REES = s AR R AE R R R, R 2 A A I e JE R IR B R — AP AR, WA
2 A KR B R

HREEEM A S A EER S . RAM = ALK MAL, A ih BB RN .
DERGER HE 2 S AL B E 25 DA RO RV, P AT DAL D

1.4.1 SHARBAH

DREEDS R BARAET 2, WM, 17, J0H, BRea5I%E%.
TAEHCIT R, ATEER, HIkB g TSR 2R ] A8 K
HRH P RE AL =AM K O EA A .

CITA-Cloud AJ PAJT i i AT Y UAB AR B85 U 55 55 B
AL F| 0y Raft £92 8%, B A PingCAP WRaft%M..

WEIE PingCA g b iem %5, #id4d FIREnibib.

FRER, FTAET KREGTFLMIRAN , AT ZAAR G FIT 55 bk A AR 5 A =T A 2850
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https://gitee.com/luyu-community/luyu-cross-chain-protocol
https://github.com/tikv/raft-rs
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1.4.2 BaaS R %

&= JEAEIRE S, CITA-Cloud RDARTHAH EEVRASBRAE 11, SCELH iz 2.
FHFR — S AT ENRFEFHERR, 2R TR ERey SN EREP.,
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B 55 22 4a Pl
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https://github.com/cita-cloud/cita_cloud_proto
https://talk.citahub.com/t/topic/1663
https://talk.citahub.com/t/topic/1663
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2.1 Network

Network flR55, HEd5 MY fZ B 25 TERE , AT i B HA SR 55 S A M 28 2 55
FRI R KA A AR, RS

211 BURAEHES

W AR 23 R T 4R M S, WS P 5 SR B Sk Y module FBey KB HARGIR S5, i 1]
HAbRMRS5 Y gRPC 2% Y7 AR 55 18]t 25 I 45T 8L -

1 6.6.0 HUAS PR FE 7HEMHE SO S EC B A 7 AR BOH A T3 2 M 45 R 55 O IR 95 oRPC 2R L

/] R HH B K, EEE gRPC # O
/OEMRMER S HEMBRS LA ER L E
service NetworkMsgHandlerService {
rpc ProcessNetworkMsg (NetworkMsg) returns (common.StatusCode);

}

ACE S-S
message NetworkMsg {
string module = 1; // W\ W% K% 4 #
string type = 2; /) HRRA, ATHER - IMMEFANELSLEHH A
uint64 origin = 3; // WM B B ¥ E AR
bytes msg = 4; YA - &

2.1.2 ZEMEHS

KRR T HFE (SendMsg) FlJ 7 #E (Broadcast) i1 .

/] REWER - ABEWNF A
/) WA W origin FRH K EKF A IR

rpc SendMsg (NetworkMsg) returns (common.StatusCode);

/T B
// B HH origin FE WA %

rpc Broadcast (NetworkMsg) returns (common.StatusCode);

KTWHEFH origin FB, EWBIMEHEZIE, #&EXHFT— b8,
KIAWHER R T AR IR, IR 25 SRR T BB O Ak SRR .

8 Chapter 2. Z2§9i%it
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2.1.3 KEEE

message NetworkStatusResponse {

uint64 peer_count = 1;

rpc GetNetworkStatus (common.Empty) returns (NetworkStatusResponse);

A EERDRS I T, R 8] 2 1 EERE A S
HE, XMEREAUE TR S FI, 40T R, EEARERE 3,

message NodeNetInfo {
string multi_address = 1;

uint64 origin = 2;

message TotalNodeNetInfo {
repeated NodeNetInfo nodes = 1;

rpc GetPeersNetInfo (common.Empty) returns (common.TotalNodeNetInfo);

BT R P AR R 1, R IR A S8 R 1Y R ) 5 RIS R B
TR MZRUR S5 RS BT DU R M AL, A T AR AR L, X BRI @ multi_address

214 HTREH

message NodeNetInfo {
string multi_address = 1;

uint64 origin = 2;

rpc AddNode (common.NodeNetInfo) returns (common.StatusCode);

ey SE BRI D (RddNode), T I G I — A>T s B R 4

2.1. Network 9


https://multiformats.io/multiaddr/
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215 ARAE

TSL IR 55 ORI R M 53R oy U 2%, v BRI 55 RERR B X ARy S, AR 55 3 mT DAAS 1T 260
W2 BRSOl L, HSEBSRIE AR 07 ) K -

L AHE M5 i, p2p, B KESSESE, IR M %S5
2. XML, i, TCP, UDP 4%,
3. RMEEE R R, tean, 4RHEEL, BRI, oos, MY EEIE HALEIE R,

2.2 Storage

storage ilRs5, EEFME KV AFAEMCAIINAE, AT T RSN kA Th RE -
MTRAFA S, IKPHI— B R B 2 Rl R

221 HFESE

B RBREELS5 , TIUEE LT AFRY region, KEARIZEBIAIESE 2 AL

enum Regions {
GLOBAL = 0;
TRANSACTIONS = 1;
HEADERS = 2;

BODIES = 3;
BLOCK_HASH = 4;
PROOF = 5;
RESULT = 6;

TRANSACTION_HASH2BLOCK_HEIGHT = 7;
BLOCK_HASH2BLOCK_HEIGHT = 8; // In SQL db, reuse 4
TRANSACTION_INDEX = 9;
COMPACT_BLOCK = 10;
FULL_BLOCK = 11;
BUTTON = 12;

}

GLOBAL fRAFHEMI KM & RME R, AU BisEA mofTm B, MUATsERBof X Hash 55, XM key NH
S S ] 7

TRANSACTIONS {RIFAC G MAr -> R 55 IR AR NS 1. K 5% o

HEADERS A7 KR -> KHSKBUR N Y. K & o

BODIES fRAFIXHLEBE > IKHUABHRIRT I K A&

BLOCK_HASH RAF IR -> IXHUG A HN B K 2R

10 Chapter 2. Z22#3i%it
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PROOF {77 X B BE -> XHIE R AR 56 2R
RESULT A7 X B B -> IREPATEE RN 5 AR o

TRANSACTION_HASH2BLOCK_HEIGHT {RfFAC BT -> A5 5 BT E X L s BE R I 4 2 o
BLOCK_HASH2BLOCK_HEIGHT {RAFE R MGy -> K Hm B AT ¢ & . Bl BLOCK_HASH [ S 2T .
TRANSACTION_INDEX fRIFAZ T M -> A2 50 1EITE X B 8 -5 6] 7 26 2R o

COMPACT_BLOCK RAFIX B i > BB H XY K 2 .
FULL_BLOCK fRAEX IS -> SR XX I K 2
FEHIF A E T PARYE H R EJHHE region ¥,

2.2.2 store

message Content {
uint32 region = 1;
bytes key = 2;

bytes value = 3;

// store key/value

rpc Store(Content) returns (common.StatusCode);

Hr region RIFFIRAEAH S I MZE .
1. key fil value AN bytes, FHEMTHRATITRE L.
2. Hifi 3@ updata, [FMHE &AM TIGE.

2.2.3 load

message ExtKey {
uint32 region = 1;

bytes key = 2;

message Value {
common.StatusCode status = 1;

bytes value = 2;

[y

2.2. Storage

11
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(% L0

// given a ext key return value

rpc Load (ExtKey) returns (Value);

2.2.4 delete

message ExtKey {
uint32 region = 1;

bytes key = 2;

// given a ext key delete it
rpc Delete (ExtKey) returns (common.StatusCode);

}

225 ARAME

WS SRR IR ABES RIS, WIEEMEEORME . I,

LoREdEs . e, 8.
2. WEIEE. e, WREIRS R, &5,

2.3 Crypto

Crypto 45, FEARMHAMRNG 5 75 20 =Rk 55 o
FI A it DX B e B Al 4 2544 M 7 i 55

2.3.1 GetCryptolnfo

TS FHE W T I7 KR

message GetCryptoInfoResponse {
common.StatusCode status = 1;
string name = 2;
uint32 hash_len = 3;
uint32 signature_len = 4;

uint32 address_len = 5;

// Get crypto info

rpc GetCryptoInfo (common.Empty) returns (GetCryptoInfoResponse);

12
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ARG
1. name BEHGHIAIT.
2. hash_len My S yAe I IA A (EI 7K B
3. signature_len BHMRIFHHIB LTI RIE.
4. address_len KL FI K.

232 £

message SignMessageRequest {

bytes msg = 2;

message SignMessageResponse {
common.StatusCode status = 1;

bytes signature = 2;

// Sign a message

rpc SignMessage (SignMessageRequest) returns (SignMessageResponse);

REAS NP MBS E, BRI E4

message RecoverSignatureRequest {
bytes msg = 1;

bytes signature = 2;

message RecoverSignatureResponse {
common.StatusCode status = 1;

bytes address = 2;

// Recover signature

rpc RecoverSignature (RecoverSignatureRequest) returns (RecoverSignatureResponse);

AEEOAS T SR AR 244, R A T84 I sk

R WEIESCE, P R BE SRRt AR 2 Sk . (EU@ SRR BT DAME AGIPTESE 24 5T, Bl

BBV Hh A AE 2 A

2.3. Crypto
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233 5%

message HashDataRequest {

bytes data = 1;

message Hash {

bytes hash = 1;

message HashResponse {
StatusCode status = 1;
Hash hash = 2;

// Hash data

rpc HashData (HashDataRequest) returns (common.HashResponse);

A OAS N EEAHEAE, R PG A (E .

message VerifyDataHashRequest {
bytes data = 1;
bytes hash = 2;

// Verify hash of data

rpc VerifyDataHash (VerifyDataHashRequest) returns (common.StatusCode);

A IS G A BB G A, IR AR A 2R

2.3.4 CheckTransactions

// check transactions

rpc CheckTransactions (blockchain.RawTransactions) returns (common.StatusCode);

AT O THERRRS) .
oA 22 S B i AR P B KR A A A A, AR AR roc MRS AR ZE
PR — MR AR R 0

14 Chapter 2. 3#Jig&it
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2.3.5 ZRAME

WA KRB 2 R E 7 IR IS BRI R RS B A R A, O TR R

PRI, HSE i AR 7 1) A
IR ALE SRS S (I ) 157 S 0| PR G R e R
2. LR RINRER . e, MBS, THHUE]SE

2.4 Executor

Executor fifltss, fRMFREGLIET.
WRIGAZ Ty WA W R BE G 2, Wi PRSI i EPRESH)

2.41 Exec

// exec a block return executed_block_hash

rpc Exec (blockchain.Block) returns (common.HashResponse);

A OAS N B, R 0T 58 B BT S0 5 i RS 4528
BEECR B R RO A E, RUUPAKII state_root.

2.4.2 Call

message CallRequest {
bytes to = 1;
bytes from = 2;
bytes method = 3;
repeated bytes args = 4;
uint64 height = 5;

message CallResponse {

bytes value = 1;

rpc Call (CallRequest) returns (CallResponse);

GAEWIRE, FNEGYTRMIRETTE, R ZI R R B E .
Hr height HFEIARERERARS . WERABREIZI, WFEREAZIRPRES.

2.4. Executor

15




CITA-Cloud

243 KRAE

BIRE G 22 XYL ] R T TR F 2 D RE

H
RS R T AER DR S, ETSSBRAY, HACR AR v RESH RN RS AT
FIERAF, #RHT ARSI PE o

HAL IR 7 1) K
L A ZEREAESHEIE. i, PAKYH EVM,
2. SRBLEIEFR Runtime, (U A LAEHNMEESHEEEGY, BIRGATITLT .

3. BPx—SeREE N R, RRUERRER VM MBI MEE S . WARETE, BRI, HdEigs
s

2.5 Consensus

Consensus {55, FEERUHERFAEZNIHS G Z BB h6E.
PRI AR SS BB RE, T RAA R AN R pR L .

16 Chapter 2. 22#3i%it
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Controller

Consensus

Other_Consensus

Other_Controller

Init

b
=

Reconfigure(ConsensusConfiguration) !

_ GetProposal
<

Start Consensus

CheckProposal(Proposal)

I I
] I ]
" Proposal ! !
P > |
! ! Broadcast Proposal !
! ! ' checkresult
i I Vote or other msg 1
1 CommitBlock({ProposalWithProof) I I
] ] anc ]
' CheckBlockiProposalWithProof) }: !
' checkresult ! I
Controller Consensus Other_Consensus
PRI 55 )P

2.5.1 FRAEDRIRER

Other_Controller

message Proposal {
uint64 height = 1;
bytes data = 2;

message ProposalResponse {
StatusCode status =

’

1
Proposal proposal = 2;

rpc GetProposal (common.Empty)

returns (common.ProposalResponse);

% SLIAE Controller iR H.Consensus k% LA .
R EHIEHRA A bytes, FA Consensus ffRFSATRE TR EMN HIANE,

2.5. Consensus

17
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252 EEHMDRIRE

rpc CheckProposal (common.Proposal) returns (common.StatusCode);

ZEOSCHAE Controller k44 ,Consensus RS20 .

AT R Consensus BURFSIEHALT AR IRSE, WHZZDRERERS S

2.5.3 RXFLRER

/

message ProposalWithProof {
Proposal proposal = 1;

bytes proof = 2;

message ConsensusConfiguration {
uint64 height = 1;
uint32 block_interval = 2;

repeated bytes validators = 3;

message ConsensusConfigurationResponse {
StatusCode status = 1;

ConsensusConfiguration config = 2;

rpc CommitBlock (common.ProposalWithProof) returns (common.

—ConsensusConfigurationResponse);

ZEEOSLIAE Controller R4 ,Consensus IREEFHH .
RN G, $RA 4 SR SR ZE DA SR SIE Bl 2 B4
Controller k% &% Consensus kSR BEHTIBLEF E. -

I i A S
L B .
SRS Ik g 2.
18 Chapter 2. 22#3i%it
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25.4 BEREHIRE

rpc CheckBlock (common.ProposalWithProof) returns (common.StatusCode);

ZEOSCIFE Consensus (R4 H.Controller SRS IE A .
AT S ETE IR IIHE, Controller ffiRgs o M HAMAY 55 [R5 B & SR i i $ 22 JoAH S O IERH
Controller RS54 G IiEEHIEUE R E AYA, HEERXH Consensus RS KEIE.

255 BEEETE

rpc Reconfigure (common.ConsensusConfiguration) returns (common.StatusCode);

I SEHAE Consensus R4 ,Controller fAR VA -

25.6 ARRAME

HPUE RPGEIEF L ORTIRE, R HRERSIER 2 L.
RS BRI ISR, AE A R IR
HAL IR 7 1) K

ISR Y GIDP IS AN S

2. BPR—SURREE NS HOANAETE R A R A SRR SR

2.6 Controller

Controller R HSERENKIEEFAL T OMAE, FSIrf FERRA, 4o LEMRIE rRec O,

OB THIA P EXT Consensus kG p9#: 0, 28X EEH R rRec 0. Kb REEWZ
SendRawTransaction Kk GO, FFAE R &G BEImED,

BRI AR 55 kU, WTROA AR — M REEH ARG, A AR50, IG5 8,
Controller FHIX L FIGAZ G 4 . A THEIFIGZ BRI A, A X E, B Consensus 7F
TRRE, FHX R, XA, WEREALL, X, PAREHEHAEN.
Blockchain.proto X E X T —EX 5 MK H A BHELER , (H52wi e i MR GE A2 5 Bda el 7= 4=
4 Consensus TR ZMRE, I HXMIFEA R ETIRUER, XAl h BARSEE HeE .

Controller fiflts5s %4 LIZ et ReC HEOA:

2.6. Controller 19
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service RPCService {

// flag means latest or pending.

// true means pending, false means latest.

rpc GetBlockNumber (Flag) returns (BlockNumber);

rpc SendRawTransaction (blockchain.RawTransaction) returns (common.Hash);

rpc SendRawTransactions (blockchain.RawTransactions) returns (common.Hashes);

rpc GetBlockByHash (common.Hash) returns (blockchain.CompactBlock);

rpc GetHeightByHash (common.Hash) returns (BlockNumber);

rpc GetBlockByNumber (BlockNumber) returns (blockchain.CompactBlock) ;

rpc GetStateRootByNumber (BlockNumber) returns (common.StateRoot);

rpc GetProofByNumber (BlockNumber) returns (common.Proof);

rpc GetBlockDetailByNumber (BlockNumber) returns (blockchain.Block);

rpc GetTransaction (common.Hash) returns (blockchain.RawTransaction);

rpc GetSystemConfig(common.Empty) returns (SystemConfig);

rpc GetSystemConfigByNumber (BlockNumber) returns (SystemConfig);

rpc GetBlockHash (BlockNumber) returns (common.Hash);

rpc GetTransactionBlockNumber (common.Hash) returns (BlockNumber) ;

rpc GetTransactionIndex (common.Hash) returns (TransactionIndex);

// add new node

rpc AddNode (common.NodeNetInfo) returns (common.StatusCode);

rpc GetNodeStatus (common.Empty) returns (common.NodeStatus);

H SendRawTransaction JEIEZ I,

MR KA G R, SAEMYIE S FHF gRPC Y Status WEN InvalidArgument, HFFEER [HlfY AT
BHRVAFAFER BT R AL

KA AL 5y AT RERY B AT

20 Chapter 2. Z22#3i%it
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Y
» NoTransaction/NoneRawTx —32 5 2544 581% , JEX M NormalTx A1 UtxoTx
* NoneWitness —A2 &) 45 14 il /2544 45 L
» EncodeError 4 it 45
» NoneTransaction —32 5} &if4) Hh /> Transaction
Pz
« InvalidVersion —3¢ 5 54 h version JE¥E
e InvalidTo -3¢ B 454 to Rk
« InvalidNonce —%¢ 5 4545 %1 nonce JEHE
« InvalidValue %2 5 &5# value JEHE
e InvalidChainld %2 7 Z5#H chain id E¥E
» HashLenError %32 5 45#H transaction_hash KERAT
o HashCheckError %2 5, 454 transaction_hash 5% 5 NAEN
* SigCheckError —3¢ b} %4 4Bk
AT
* EmergencyBrake -5 2 HSITH, NEZAS)
* InvalidValidUntilBlock -3z 5, 25#4) % valid unitl block JE¥E
* QuotaUsedExceed 32 5 £5f4 W quota #Eid R
* HistoryDupTx —5 JJj s K (1) 32 5y B 5T
* DupTransaction — 532 5, {32 5 52

XU IR LR 2, TR A FME B . SDR B3 PRl S E W m 2a08 0, 0T P A 52 )
2

H.oho

2.6.1 KRERAME

Controller fR45 RN KHEERGEMIEHH K, HAMEHARRIER G, AEfr iRz .

AR SIS, Ho R It—AMER, Dy B SORAE, B2 B E L5 A
DEARE -

2.6. Controller 21
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HiF

IR E IR
AP — SO, GEAFRAIRSSFRITL, FRIZEEM T AR L 455
a5 A P, AT A B ¥k
il storage_rocksdb, 25T rocksdb LI Storage RS, HAEY Al PAT30 storage.
I R

o JFJHPE, B CITA-Cloud HAFILLLE.

o BT
HIFA VAT — L5 hr:

LA 155, 1 FORMUEEIL BT RER B/ NEIL, 5 FoR AR A L.

2. HMFRPIRES: JER, e, R

3. HPFRIEBLIRE : Rk, B IR
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3.1 R A

3.1.1 network_zenoh

N4 BT M4 PEzenoh LB

P
o BETFQUICKZEHMY, FMLE FERE, ERERK.
« XFE TS, WEMERIEL 4.

© R pub/sub M, FRALTE S RN, PR SIRZ M IER T M SRR

o SCRRIHEIRIAPRIILE, SEARE ATEE
(M ERENE
BB O
R 4
R g

WAL FIE, Apache-2.0 License

3.1.2 storage_rocksdb

N4 FTFrocksdbif e Bt .
L
© WAL, KV EHRIE, BEERRR.
o AR, ZEXREENIHEMN rocksdb MERfFMEG %, RUEMEE
(A ERENES
BV RENED
JHEAE 4
RE: degp

¥R P, Apache-2.0 License

24
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https://zenoh.io/
https://zhuanlan.zhihu.com/p/32553477
https://github.com/cita-cloud/network_zenoh
https://hub.docker.com/r/citacloud/network_zenoh/tags
https://zhuanlan.zhihu.com/p/51285080
https://github.com/cita-cloud/storage_rocksdb
https://hub.docker.com/r/citacloud/storage_rocksdb/tags
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3.1.3 crypto_sm

4 EERIERSEE, B sm2 R BIEM sn3 BMATEIL.
R
o P IE E R TR
s WA, 2 Rust SEEL, RMZFILALRA,
(M EREN
HROAE
IR 4
RIS g

WAL I, Apache-2.0 License

3.1.4 crypto_eth

NE ARAEAKRITEIRA L, ] secp256kl ZEHHILM keccak IMEIL,
R
© HALAKY .
R e
o SeNEs
JREE: 4
RZ: degp

WAL I, Apache-2.0 License

3.1.5 executor_evm

e BETAKIR EvM S28.

R
o REAKIIIERREALES.
(M EREN
HROE
IR 4

R g

WAL HIE, Apache-2.0 License

31. R 4Ea#H

25


https://github.com/cita-cloud/crypto_sm
https://hub.docker.com/r/citacloud/crypto_sm/tags
https://github.com/cita-cloud/crypto_eth
https://hub.docker.com/r/citacloud/crypto_eth/tags
https://github.com/cita-cloud/executor_evm
https://hub.docker.com/r/citacloud/executor_evm/tags
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3.1.6 consensus_raft

4 AT Rafts .
R

o AR HERH.

o MEAGKEL, RENEE.
(M EREN
RO
IR 4
IO ik

WAL I, Apache-2.0 License

3.1.7 consensus_overlord

N4 FFoverlord 33,

A .
S

R g

WAL FIE, Apache-2.0 License

3.1.8 controller

48 HEiME—AY Controller SEFY.

R
- SEIERHUT.
- BiHERE, WOKSRIET
- utxo BUHAY R EATHL
- FEEGIIE.
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https://github.com/tikv/raft-rs
https://github.com/cita-cloud/consensus_raft
https://hub.docker.com/r/citacloud/consensus_raft/tags
https://github.com/nervosnetwork/overlord
https://github.com/cita-cloud/consensus_overlord
https://hub.docker.com/r/citacloud/consensus_overlord/tags

CITA-Cloud

(M ERENL
BB O
JHEAE 4
R dEyoh

WAL I, Apache-2.0 License

3.1.9 EFAH

consensus_bft

4 HTCITA-BFTSLH,

FRL
© FELEERH
o RPN ER L.

(M CRENES

BB O

IR 4

W& EKH

FZRL: FFE, Apache-2.0 License

KEFJFH: #% consensus_overlord #{
e

network_direct

NG HT tokio MELKPEMISLI.
A
o MZHEE, FRTE
o JCifE e
(AR TRENES
BHROE
JREAEE: 3
LN S

WAL I, Apache-2.0 License

o Wi BFT RAL, HZ overlord FEVERETT THI A I

31. R 4Ea#H
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https://github.com/cita-cloud/controller
https://hub.docker.com/r/citacloud/controller/tags
https://docs.citahub.com/zh-CN/cita/architecture/cons
https://github.com/cita-cloud/consensus_bft
https://hub.docker.com/r/citacloud/consensus_bft/tags
https://github.com/cita-cloud/network_direct
https://hub.docker.com/r/citacloud/network_direct/tags

CITA-Cloud

SR . B network_tls B, PUARKHGER LR OALENE, F4EF a2 HBRIT TR .

network_p2p

e HF M4 F tentacleSEEY
R
* Sfsecio, JEFMERIEZL 4
o CRFZ BN (vamux), ATPAE E L
o SR RKREL, W RZ RIS B SRR T R R .
(A ERENES
HROE
A 4
AL JFJR, Apache-2.0 License

EFIREH: # network_zenoh L,

network_tls

N4 FTtokio-rustlsSZFY .

Femi
o CFF TLS1.3, WA MNERIEL 4.
o (EHFRAER) %509 k45, T A C A 1 Bl -
« ZRAAE, TR

RETe%:z

BB O

JRAEE: 4

ISR

A FF, Apache-2.0 License

JEFER: # network_zenoh L.
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https://github.com/nervosnetwork/tentacle
https://github.com/libp2p/specs/blob/master/secio/README
https://github.com/cita-cloud/network_p2p
https://hub.docker.com/r/citacloud/network_p2p/tags
https://crates.io/crates/tokio-rustls
https://github.com/cita-cloud/network_tls
https://hub.docker.com/r/citacloud/network_tls/tags
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network_quic

NG BT QUICK MM LB o

T
o ER, ET upp MY, FREYEN.
o A, BOASCR TLS, MfEE.
o AIHE, SR RCRE R

(M TRENE

BROE

JEGASE: 2

W& EF

FAL: FFJR, Apache-2.0 License

EFRER: #f network_zenoh .

storage_sqlite

4 B Tsqlitefy L.

A
o B, IAREEE, T
s UIfEFEE, EEFF soL.

(M TRENES

B O

JREAE 3

W& EFH

F2AL: FFJE, Apache-2.0 License

RSN B storage_rocksdb Fl. HATXHREER LI EEGLRIL KV A8 E, soL Bl Rt
PRAEANK, RMPERE LA KV Bl . VFRERxH i B T B2 R DAY 2 soL
Bt e -

H}
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https://zhuanlan.zhihu.com/p/32553477
https://github.com/cita-cloud/network_quic
https://hub.docker.com/r/citacloud/network_quic/tags
https://sql50.readthedocs.io/zh_CN/latest/sqlite_intro.html
https://github.com/cita-cloud/storage_sqlite
https://hub.docker.com/r/citacloud/storage_sqlite/tags
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storage_tikv

4 kv sEE
FRL
o JORERESEE, o KV .
« RUEWEE, SCRpAFS R, BETZVA.
(M EREE
BiR
JRERE 2
RE: EFw

WAL FE, Apache-2.0 License

1773 10 NS R v g e U O S5 w1 R 15 o W A €7 ) DT K O SV 4 S T 6 S S B

DA ]

executor_chaincode

N LIPS Fabric Chaincode SEHL.
Fi
* 7 Fabric MEBEAAETS.
(M ZReqEE
A%
A ]
O

¥R : P, Apache-2.0 License

<Hr

=

"

JRFFIRIA AR Bl S AL, O T IRUEHESRA RIS A RIE . SRR TR Z G E 2 A R

executor_chaincode_ext,

32 HE=HAK

3.2.1 EFAH

executor_chaincode_ext

NG WIRAIIRZ Fabric Chaincode SZF(.
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https://docs.pingcap.com/zh/tidb/stable/tikv-overview
https://github.com/cita-cloud/storage_tikv
https://hub.docker.com/r/citacloud/storage_tikv/tags
https://github.com/cita-cloud/executor_chaincode
https://hub.docker.com/r/citacloud/executor_chaincode/tags
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e 3% chaincode %,

« ¥ CouchDB,

o ¥EhNT chaincode FH{FAHXIIRE.

R T
BHROE: T
JREAE: 3
BR Tk

JEFEIRIN LT TRRAT I ], J2EBA R TR

kms_sdibc

e BT E R E AR
R
o PERELF.
R T
RO T
R 4
LISOSE
BRC: Rl

PEFEIRIA LT H ], 2L BA KRR

3.2. FE=7H4EHK
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ARE ISR

PR SR I 55 A AR EL BRI R UL, G 4EFREE HLA A 2%
B eSS Z B AT SR RS AR BRAE s Bl B4 AR AE

P s A E EAREIRAT . M AR t B 23R H . o i i — mUi e o AR BRI &
ERKE T W55 S B E I i, T B B T A

4.1 BTIME

CITA-Cloud HEFMIBITHIE N k8s HERE.
« WTHE, TTPARE k3s SRR k8s HE.
o XFFIL, WTRARILEPLEHEEE BN ke s HEHE.
o XA, MR T NPT k8s MR, BiE ) TR AR 2 TR,
HA 2
o RNEFEEIHRIE T 25—
« TIRERIE, SR, AIVASCILAS AR e, Halfbizdis.
o ABER. BT REERK, A2 R mE TR 3.
MF—4 CITA-Cloud P EMEE, B THERUFZITING, BFHEREIATRAMAFHERIF K1 E .
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4.2 FAILEE

FER T RS SS 5 B AR R AT R
NI R ARG S5, FATEM T k8s 1y pv/Pve BREXIFHE AT T HI5
B HEYE N RECE StorageClass, X PV/PVC SEATHIASSEE

o MFFIFAREREE, AT DAGE ] R A A MO fi o

o MTFIAEEE, AIDAMN NES, s — G R BRI LSRG

o MFFAFIEREE, MNP S A, R, NAS SRV RSE

4.3 ML

W27, 5 B SF 2 18], DAY 2 (8] m] RASE oL I 45 A EL 5 )
H HEr R B 08, — A m—1 Pod, HHWE 6 Ml FsmiZA4s.
TRlUAR 5 2 1) AT DA L0 1k 7 PR ] 0 2 S5

TR 538, QR Y S ARE S k8s HERENTES, WIPAELL k8s [ Service MERERIT LI M L%
i o QSR RS EREAIE O, WIFFEM NodePort mf# LoaderBalancer ZfR45 AR EE T i i) I 2%
T

44 TA

441 EEETH

YT RCE T2 Acloud-config, T4 l— 4L AT, PARERTT RN Z MU ST BT BT

RCE T RSO ORISR, JPRERE, BAEMEE ZER: SF2 MlcER
X, s, o

HARFR T, WE%5 LA R README,

4.4.2 Node Operator
BB T, (S8R e XA — SRR Ry . HFE R ER ARSI S, AR 2 KR %
By, I, TR, RSB R K

o TRV, BT AR RIS, YT AR R i IREUE R, A%
WPE) (HEandE R A ), e 255 B KB B
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https://github.com/cita-cloud/cloud-config
https://github.com/cita-cloud/cloud-config
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o X IERATFIRUL, KHEER T SURA B, RIS AR SCERE B s, PSR A, T2 2R
o XFTPEAVL, BT SRR T X EREERGERE, S &GRSR, HEEY & cpu, WTF. fEf%
WA T AT Y i — Y 7.
b, ¥R E M EgEEE, WFHEE S L, T Operator #£ k8s 4lEmt /e H kY & H & X
REN .
Node Operator PA CRD HJJENHE X T Backup/Restore SFHRAL, $RHL 40y, WK, HIL,
R ST XY R Sas e 1R
B, WSS README,
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https://github.com/cita-cloud/cita-node-operator
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FRIEENI]

ARENHNEM k3s MERIBITEIEL, PRI R HIETTIE.
KT HMEAN R B, ES TR HZT

5.1 INEHES

5.1.1 EHEEEW
« CPU: 4 #%8iA I
o Nf7: 8GB EDL I
o T4 30G H AL

5.1.2 ks

BRIERSE

WL Linux KATHUASEI W], fll: CentOS, Debian, Ubuntu %%,
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docker

LIRS I T3

k3s

L7 ¥5% W Rancher ‘7 30

SR IR R B

export KUBECONFIG=/etc/rancher/k3s/k3s.yaml

cloud-cli

BT A CITA-Cloud BEMIANATR i, 7T LAJT (B XU T I A
EITIES LR

$ wget https://github.com/cita-cloud/cloud-cli/releases/download/v0.5.3/cldi-x86_64-
—unknown-linux-musl.tar.gz

$ tar zxvf cldi-x86_64-unknown-linux-musl.tar.gz

$ sudo mv ./cldi /usr/local/bin/

$ cldi -h

cldi 0.5.3

Rivtower Technologies <contact@rivtower.com>

The command line interface to interact with CITA-Cloud

—profile’ or

help

" .bashrc’

Usage: cldi [OPTIONS] [COMMAND]
Commands :
get Get data from chain
send Send transaction
call Call executor
create create an EVM contract
context Context commands
account Account commands
admin The admin commands for managing chain
rpc Other RPC commands
ethabi Ethereum ABI coder.
bench Simple benchmarks
watch Watch blocks
completions Generate completions for current shell. Add the output script to

etc. to make it effective.

Print this message or the help of the given subcommand(s)

EET )

38
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https://docs.docker.com/engine/install/
https://docs.rancher.cn/docs/k3s/quick-start/_index/#%E5%AE%89%E8%A3%85%E8%84%9A%E6%9C%AC
https://cita-cloud.github.io/cloud-cli/

CITA-Cloud

(CCANY)
Options:
-c, ——context <context> context setting
-r <controller—-addr> controller address
—e <executor-addr> executor address
-u <account—-name> account name
-p <password> password to unlock the account
—-—crypto <crypto-type> The crypto type of the target chain [possible.
—values: SM, ETH]
—-—consensus <consensus-type> The consensus type of the target chain [possible.
—values: BFT, OVERLORD, RAFT]
-h, --help Print help information
-V, —--version Print version information

5.2 iZ1THE
521 £RBAEHEGEKF

() c1ai Ak

$ cldi account generate -h

generate a new account

USAGE:

cldi account generate [OPTIONS

OPTIONS:
—-—name <name>

—account address

]

The name for the new generated account,

default to.

-p, ——password <password> The password to encrypt the account
—-—crypto <crypto-type> The crypto type for the generated account..
— [default: <current-
context-crypto-type>] [possible values: SM, ETH]
-h, --help Print help information
N TR, X HEARCESN, I EE R BOAME.
$ cldi account generate —-name admin
{
"crypto_type": "SM",
"address": "0Oxc8ca9cc77a7£822fdd0baef7a7740£9dbad493455",
"public_key":
T

5.2. BITHE
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(€A

—"0x0d9%9edfd3889%ec752e92fblaa53fdfc26512c6alea39debl2510e7ac4d0915c4d4£f0al8a3clcf2a5950]

"
",

"secret_key": "0x50dc0c1655419938d83d924a3c3b4cbbd57de5df901ced772272445605a52d43"

5.2.2 4 RSEMECE

BEIR A

# & E docker$ 14 £ &
export DOCKER_REGISTRY=docker.io
export DOCKER_REPO=citacloud

# R E R A
export RELEASE_VERSION=v6.6.4

#REHN KA ALK

export CHIAN_TYPE=overlord

# export CHIAN_TYPE=raft

export CHAIN_NAME=test-$CHIAN_TYPE

# % B E A I W Storage Class, X B fF A k3sH # Wy local-path
export SC=local-path

t REHZTHEFTERN
export NAME_SPACE=cita

Az B e S

#FAERMBHINERTARE

tHEE: -

cadmin' ZHE G A EEA AT ERG KPP A, WARAER, THAEEXRAREFERAETE.
docker run —-it --rm -v $(pwd):/data -w /data SDOCKER_REGISTRY/SDOCKER_REPO/cloud-
—config:SRELEASE_VERSION cloud-config create-k8s —--chain-name S$CHAIN_ NAME --admin.
—0xc8ca9cc77a7£822fdd0baef7a7740£9dbad93455 —-nodelist localhost:40000:node0:k8s,
—localhost:40001:nodel:k8s,localhost:40002:no0de2:k8s,localhost:40003:node3:k8s ——
—controller_tag SRELEASE_VERSION --consensus_image consensus_SCHIAN TYPE —--consensus_
—tag SRELEASE_VERSION --crypto_tag SRELEASE_VERSION --network_tag SRELEASE_VERSION --
—storage_tag SRELEASE_VERSION —--executor_tag SRELEASE VERSION

# kR FTR W OR T E B yaml X

docker run —-it —--rm -v $(pwd):/data -w /data SDOCKER_REGISTRY/S$SDOCKER_REPO/cloud-

(AN
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(€A

—config:SRELEASE _VERSION cloud-config update-yaml —--chain-name SCHAIN NAME --storage-
—class $SC —-docker-registry SDOCKER_REGISTRY —--docker-repo S$DOCKER_REPO —--domain.
—node0

docker run —-it —--rm -v $(pwd):/data -w /data SDOCKER_REGISTRY/S$SDOCKER_REPO/cloud-
—~config:SRELEASE _VERSION cloud-config update-yaml --chain-name SCHAIN_NAME --storage-
—~class $SC —--docker-registry SDOCKER REGISTRY —--docker-repo S$DOCKER REPO —--domain..
—nodel

docker run —-it —--rm -v $(pwd):/data -w /data SDOCKER_REGISTRY/SDOCKER_REPO/cloud-
—config:SRELEASE VERSION cloud-config update-yaml —--chain-name SCHAIN NAME —--storage-
—class $SC —--docker-registry SDOCKER_REGISTRY —--docker-repo S$DOCKER_REPO —--domain.
—node2

docker run -it —--rm -v $(pwd):/data -w /data SDOCKER REGISTRY/$SDOCKER REPO/cloud-
—config:SRELEASE_VERSION cloud-config update-yaml —--chain-name SCHAIN NAME —--storage-
—class $5SC —--docker-registry S$DOCKER _REGISTRY —-docker-repo SDOCKER_REPO —--domain..

—node3

5.2.3 BahiE

R

kubectl create ns SNAME_SPACE

#HEAT R

kubectl apply —-f SCHAIN NAME-nodeO/yamls/ -n SNAME SPACE
kubectl apply —-f SCHAIN_NAME-nodel/yamls/ -n SNAME_SPACE
kubectl apply —-f SCHAIN_NAME-node2/yamls/ -n SNAME_SPACE
kubectl apply —f SCHAIN NAME-node3/yamls/ -n SNAME_ SPACE

5.24 EEETRAR

$ kubectl get pod -n SNAME SPACE

NAME READY STATUS RESTARTS o
—AGE
test-overlord-node0-0 6/6 Running 0 -
—8m3s
test-overlord-nodel-0 6/6 Running 0 -
—8m3s
test-overlord-node2-0 6/6 Running 0 -
—8m3s
test-overlord-node3-0 6/6 Running 0 -
—8m3s

5.2. BITHE 41
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A HE:

$ kubectl logs —-f SCHAIN_NAME-node0-0 -c controller —-n SNAME_SPACE
2022-11-16T07:47:40.586458114+00:00 INFO controller::chain - finalize_block height:._
—23363

2022-11-16T07:47:41.615000522+00:00 INFO controller::health_check - healthcheck entry!
2022-11-16T07:47:41.6150161954+00:00 INFO controller::health_check - healthcheck:_
—block increase 23359 23363 1668584861615

2022-11-16T07:47:43.072274837+00:00 INFO controller::chain - add_proposal: tx poll.
—~len O

2022-11-16T07:47:43.073818092+00:00 INFO controller::chain - proposal 23364 block_
—hash 0x98bled689464622d6b48ce8aaf26b3429d3eldbbbad9c6699ca2dleald710f66b prevhash.
—0x6bel34£00d478£7129e29b6db9%b7a55a387472acc929ec7809645319c5c0455a5
2022-11-16T07:47:45.931514828400:00 INFO controller::controller - chain_check_
—proposal: add remote.

—proposal (0x4£fed40496e71bf7a1d3344c6778c2cd9%beab547763772£fd276ab086ea3ceafed5c)
2022-11-16T07:47:45.9354202254+00:00 INFO controller::controller - chain_check_
—proposal: finished

2022-11-16T07:47:46.014057182+00:00 INFO controller::node_manager - update node:.
—NodeAddress (0a423460911494e1)

2022-11-16T07:47:46.014086372+00:00 INFO controller::controller - update global.
—status node (NodeAddress (0a423460911494el)) height (23364)
2022-11-16T07:47:46.015283211+00:00 INFO controller::chain - commit_block height:._
23364 hash 0x4fed40496e71bf7al1d3344c6778c2cd9%eab547763772£d276ab086ea3ceafe9d5c
2022-11-16T07:47:46.0202208104+400:00 INFO controller::chain - exec_block (23364):.
—status: Success, state_root:.
—0x56e81f171bcc55a6££8345e692c0£86e5b48e01b996cadc001622fb5e363b421
2022-11-16T07:47:46.023409938+00:00 INFO controller::chain - finalize_block height:._
—23364

5.3 BAIRIE

5.3.1 iIEF %8y RPC ixO

EEEWAS rpc Hihik, 435102 controller fl executor (RS-
TATT LA - Fl-e R F cldi qnfarijyim) s :

FEH AN 2T A 0 1Y roc bn 2| 4H .

$ kubectl port-forward —-n SNAME_SPACE pod/$CHAIN_NAME-node0-0 50002:50002 50004:50004

KEBEHY cli BN
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-r localhost:50004 -e localhost:50002

532 EERE

$ cldi -r localhost:50004 -e localhost:50002 get block—-number
24806

5.3.3 BEERGEE

$ cldi -r localhost:50004 -e localhost:50002 get system-config
{
"admin": "Oxc8ca9cc77a7f822fdd0baef7a7740£9dbad493455",
"admin_pre_hash":
—"0x000000000000000000000000000000000000000000000000000000000000000000™",
"block_interval": 3,
"block_interval_pre_hash":
—"0x000000000000000000000000000000000000000000000000000000000000000000™",
"block_limit": 100,
"block_limit_pre_hash":
—"0x000000000000000000000000000000000000000000000000000000000000000000™",
"chain_id": "0x63586a3c0255£337c77a777££54£0040b8c388dal04f23eceebbfd4953a6512b4",
"chain_id_pre_hash":
—~"0x000000000000000000000000000000000000000000000000000000000000000000™",
"emergency_brake": false,
"emergency_brake_pre_hash":
—~"0x000000000000000000000000000000000000000000000000000000000000000000™",
"quota_limit": 1073741824,
"quota_limit_pre_hash":
—~"0x000000000000000000000000000000000000000000000000000000000000000000™",

"validators": [

—"0x9%ac6b222e64af1231dec421dbc22a£377£178e070c62dfe272dd28ab2£69£d319£fad5240068658e9£5

o
—

—"0xb594£9095578711c21£809e0£0cf3¢c5a2cb93b9%b0£260075cea25afbaec2beadaabebe302fb31e289£]

n
—

—"0xad93329676dfe026a591£dd6243d630cb28d2cdlel2a77ac2b2e52e1263709112e7e8aed5bfcb010££2

om
—

—"0x95efa4£dd194a376885c30339a84c0636cf625254e9%e7ee71b60b4a5ladedcb5741973£2839a08££1d4

(AN
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(% L0

I

"validators_pre_hash":
—"0x000000000000000000000000000000000000000000000000000000000000000000",

"version": 0,

"version_pre_hash":
—"0x000000000000000000000000000000000000000000000000000000000000000000"
}

5.3.4 {1k

kubectl delete —-f SCHAIN_NAME-nodeO/yamls/ —-n SNAME SPACE
kubectl delete —f SCHAIN_NAME-nodel/yamls/ —-n SNAME_SPACE
kubectl delete —-f SCHAIN_NAME-node2/yamls/ —-n SNAME_SPACE
kubectl delete —-f SCHAIN_NAME-node3/yamls/ —-n SNAME SPACE

5.4 PR

5.4.1 gIEMF

$ cldi account generate —-name user

{
"crypto_type": "SM",
"address": "0xf4b80a27b7d526028183e705604b865c1458c838",
"public_key":

—"0x71ebc3701780b4acbataec0817e2fa402fb26082e6eade00£117015a1063a5c3afbelf74c26c01£f87af]

:"
—

"secret_key": "0x2757242a6138e9617b30ec63£6a240b880d25851d86d9d15849£2d45061d3288"

5.4.2 EERIEMERARINRA

$ cldi -u user -r localhost:50004 -e localhost:50002

cldi>

—u BRI, RS DA ) B AR A G
A cldi AR E AR,

44 Chapter 5. EA|]

ddea20fb28ff



CITA-Cloud

5.5 REXS

5.5.1 HiFEY)

XHPA Counter FZHNHI:

$ cat Counter.sol

pragma solidity 70.4.24;

contract Counter {

uint public count;

function add() public {

count += 1;

function reset () public {

count = 0;

$ curl -o solc -L https://github.com/ethereum/solidity/releases/download/v0.4.24/solc-
—static-linux

$ chmod +x solc

$ sudo mv ./solc /usr/local/bin/

$ solc --hashes —--bin Counter.sol

Binary:
608060405234801561001057600080£d5b5060£58061001£6000396000£3006080604052600436106053576
Function signatures:

4f2be91f: add()

0666labd: count ()

d826£88f: reset ()

5.5.2 gIEEY)

cldi> create.
—0x608060405234801561001057600080fd5b5060£f58061001£f6000396000£3006080604052600436106057
0xf18153579e86b4d81617bf9d3b34e1cal2d0433296927f4b04d5¢c5219d2d82d46

ARG YRS RO I IF AL A BRI T, FEE AT 0x HiZ.
AR [ E A X A A T 252 5 (52 5 W A o
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5.5.3 EEXHEIH

cldi> get receipt 0x£f18153579e86b4d81617bf9d3b34e1ca2d0433296927£4b04d5c5219d2d82d46
{

"block_number": 454,

"contract_addr": "O0xa4582f4966bdef3a2839e2£256a714426508ddb7",

"cumulative_quota_used":
—"0x0000000000000000000000000000000000000000000000000000000000018ed3",

"error_msg": "",

"legacy_cita_block_hash":
—"0x09p2e445d5b3a5e118bb0aad8d812d237ff24f2aa%e37da75e5c68d43ddcdbba",

"logs": [],

"logs_bloom":

—"0x0000000000000000000000000000000000000000000000000000000000000000000000000000000000

o
— ",

"quota_used": "0x0000000000000000000000000000000000000000000000000000000000018ed3",
"state_root": "0x28913fc520eaf50c72fad929d0£57c94ad487b£fd63278a57cb40e£370a7697a0",
"tx_hash": "0xf18153579e86b4d81617bf9d3b34e1ca2d0433296927£4b04d5c5219d2d82d46",
"tx_index": 0

BRI SR Y 52 WA

RIEERZELZ G IATERAER, Hob contract_addr FEOGHIAMB M AL HbaL.
I HE IR, AT DAV

554 HREHRE

THEZHH) count {H:

cldi> call 0xa4582f4966bdef3a2839e2f256a714426508ddb7 0x06661labd
0x0000000000000000000000000000000000000000000000000000000000000000

E—SHCh G YL,
5 ASEON RN count () HIEM RIS .
IREMEA count Y4 Hi{H.
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5.5.5 KX 5

WG RIEZS, WM add FTIASAE count HIfH:

cldi> send 0xa4582f4966bdef3a2839e2£256a714426508ddb7 0x4f2be9l1f
0x24£0bc60340c49e875a8701e80849725a0a10e1lb£f47990e8c9cb399%9e3lacealb

BASEO G
BABHCHETIE add () JriERIEREEES .
SRS PEEZ IR, FRKEIE T ARG AREH 72k

cldi> call 0xa4582f4966bdef3a2839e2f256a714426508ddb7 0x06661labd
0x0000000000000000000000000000000000000000000000000000000000000001

5.5. Rixxk5 47



CITA-Cloud

48 Chapter 5. {RiEA|T]



CHAPTER O

7E

CITA-Cloud AR HARB—&KHE, M2 XIGEERIRES, ENM LT Substrate fl Cosmos SDK.

{H/2 Substrate fll Cosmos SDK BHEREMITHRGEHNHIFAMESR, il Java ) Spring. HEHEHRfL—
S R S BEL AR ARRS B Zh A i B e, B R e T K TAE, (R R T 2t U I & .

M CITA-Cloud i€ T —H RIS 2, Ft—L 856 T mAREE, ERET paas LHYIT A
HEZE . PRI AT AU IT A, e EL B2 R i — 2B thn] AR B C RIS SOk E T
KA, S5 CA I A P — AR k.

6.1 TE#l5#

CITA-Cloud ¥|4F Controller, Network, Consensus, Storage, Executor, Crypto NIik
%, VRIS R T

MR AM B L (S ILAEHEY) o, AR H ORI stess 6 DUE, BEA IR AU Y — A BT
iR gy, RO A M — 8. KT

49



CITA-Cloud

HARRCEI W, SHREFHTETRE LA

6.2 TEHIH M

S il A PR 5
L fork BUAAMF (SIWAHTEY), XHIEFTERLIT R
2. EA MRS RS ERE, Br S — N

XTI, % R BT T ARGy, BERE AW, KX greC 1, AR
XPMH Docker HifZ.
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RPC

CITA-Cloud A FHRHEINREFE M RPC D, FHAERWEREH P X8 RPC 82 1 F2 W ERS,
5l Controller fl Executor #2fft, Controller FEHRMLNHE(E BE A, Kiksc s . By
MM XN, Executor HERMEAL, K. ZHPATH LD ROITEH grpcurl WX LEE T,
bytes KR SHFTF LML AN base6d FifEIfHE, RINLER TN bytes KUMWEF base64d Fihf511H1H.

7.1 Controller RPC

7.1.1 GetBlockNumber

A2 i X B
- #0
rpc GetBlockNumber(Flag) returns (BlockNumber);
bool flag: true FE/RIKE Pending REMILE; false FRIKEL latest IRESHWHLE

il

$ grpcurl —-emit-defaults -plaintext -d '{"flag": "false"}' \
-proto ~/cita-cloud/cloud-common-rs/cloud-proto/protos/protos/controller.proto \
—import-path ~/cita-cloud/cloud-common-rs/cloud-proto/protos/protos \

127.0.0.1:50004 controller.RPCService/GetBlockNumber

T
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"blockNumber": "1632"

7.1.2 GetNodeStatus

I [T AR
s 0

rpc GetNodeStatus(common.Empty) returns (common.NodeStatus);

Ja

Bl

$ grpcurl -emit-defaults -plaintext -d '

"\

-proto ~/cita-cloud/cloud-common-rs/cloud-proto/protos/protos/controller.proto \

—import-path ~/cita-cloud/cloud-common-rs/cloud-proto/protos/protos \

127.0.0.1:50004 controller.RPCService/GetNodeStatus

{
"isDanger": false,
false,
"6.6.3",
"selfStatus": {

"height": "72",

"isSync":

"version":

"address":
"nodeNetInfo":

by

"peersCount":

null

n3n
"peersStatus": [
{

"height": "72",
"address":
"nodeNetInfo": {

"multiAddress":

"origin": "4067926863296040406"

"height": "72",

"address":

"mOhkarWP6rvHf1IW7WTotEg+jRYM=",

"OHQt 7esHjdYaN++ada8HozVrRg4=",

"/dns4/127.0.0.1/tcp/40002/tls/test-chain-2",

"4t 8sZtTXWW171+g/ww+UG4AEdAWZM=",

[y
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(% L0
"nodeNetInfo": {
"multiAddress": "/dns4/127.0.0.1/tcp/40001/tls/test-chain-1",
"origin": "16347833992547359085"
}
by
{
"height": "72",
"address": "+Nh2xYHoOKtJQfCcYjld+9pUVis=",

"nodeNetInfo": {
"multiAddress": "/dns4/127.0.0.1/tcp/40003/tls/test-chain-3",
"origin": "17931212507035744427"

7.1.3 GetSystemConfig / GetSystemConfigByNumber

T B R G /A E T RS R
o BN

rpc GetSystemConfig(common.Empty) returns (SystemConfig) / rpc GetSystemConfigByNumber(BlockNumber)
returns (SystemConfig);

. B
J6/uint64 block_number: I§EHE

* Bl

$ grpcurl -emit-defaults -plaintext -d '{"block_number": "100"}' \

-proto ~/cita-cloud/cloud-common-rs/cloud-proto/protos/protos/controller.proto \
—import-path ~/cita-cloud/cloud-common-rs/cloud-proto/protos/protos \
127.0.0.1:50004 controller.RPCService/GetSystemConfigByNumber

{

"version": O,
"chainId": "Y1hgPAJV8zfHend/9U8AQLjDiNoE8j705r/UlTplErQ=",
"admin": "eYA2BKam4PwAKR6Lnh7z8grxrlk=",

"blockInterval": 3,

"validators": [
"eYA2BKam4PwAKR6LNnh7z8grxrlk=",
"6WOVv57ByszRv00zM39kH8JhJQqg8=",
"SnxP0ScLDh7xkW/Ld2ZueTNYMnw=",

[y
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"p0IurgflE6JTuUf/IaIE/kOCF58="
1,
"emergencyBrake": false,
"versionPreHash": "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAM,
"chainIdPreHash": "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA",
"adminPreHash": "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA",
"blockIntervalPreHash": "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA",
"validatorsPreHash": "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA",
"emergencyBrakePreHash": "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA",
"quotalLimit": 1073741824,
"qguotalLimitPreHash": "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAM,
"blockLimit": 100,
"blockLimitPreHash": "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAM

7.1.4 GetBlockByNumber / GetBlockDetailByNumber

IS E S E X, GetBlockByNumber N HfIHE version, header. body (Hi2iZzXEm
IR W Fy) , GetBlockDetailByNumber FEFRENX IR ELZIEH,, M version, header. body
(Hr R &AL S )
s FH
rpc  GetBlockByNumber(BlockNumber) returns (blockchain.CompactBlock); / rpc GetBlockDetailByNum-
ber(BlockNumber) returns (blockchain.Block);

. 5K

uint64 block_number: J§EmE

B

$ grpcurl -emit-defaults -plaintext -d '{"block_number": "100"}' \

-proto ~/cita-cloud/cloud-common-rs/cloud-proto/protos/protos/controller.proto \
—import-path ~/cita-cloud/cloud-common-rs/cloud-proto/protos/protos \
127.0.0.1:50004 controller.RPCService/GetBlockByNumber

{

"version": 0,
"header": {
"prevhash": "jo2yzstN8kK4yUrzGjwewIILMC8gNaKX2QHsYZJ7n20=",
"timestamp": "1673418837346",
"height": "100",
"transactionsRoot": "GrIdglXPoX+OYR1IMegajyK+yMco/vtOftAl161CCgis=",

G
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"proposer": "eYA2BKam4PwAKR6Lnh7z8grxrlk="
b
"body": {
"txHashes": [
]
}
3
$ grpcurl -emit-defaults -plaintext -d '{"block_number": "75"}"

\

-proto ~/cita-cloud/cloud-common-rs/cloud-proto/protos/protos/controller.proto \

—-import-path ~/cita-cloud/cloud-common-rs/cloud-proto/protos/protos \

127.0.0.1:50004 controller.RPCService/GetBlockDetailByNumber

{

"version": O,

"header": {
"prevhash": "jo2yzstN8kK4yUrzGjwewIILMC8gNaKX2QHsYZJ7n20=",
"timestamp": "1673418837346",
"height": "100",

"transactionsRoot":

"proposer":

ty
"body" H _{
"body": [

by
"proof": n "’

"stateRoot":

"eYA2BKam4PwAKR6Lnh7z8grxrlk="

"VugfFxvMvVab/g0XmksD4blt I4BuZbK3AAWIvVteNJtCE="

"GrIdglXPoX+0OYR1IMegajyK+yMco/vt0ftAl161CCgis=",

7.1.5 GetBlockHash

AL RE 0 L X R 7

s #0

rpc GetBlockHash(BlockNumber) returns (common.Hash);

uint64 block_number: J§E & E

* il

7.1. Controller RPC
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$ grpcurl -emit-defaults -plaintext -d '{"block_number": "100"}' \
-proto ~/cita-cloud/cloud-common-rs/cloud-proto/protos/protos/controller.proto \
—import-path ~/cita-cloud/cloud-common-rs/cloud-proto/protos/protos \
127.0.0.1:50004 controller.RPCService/GetBlockHash
{

"hash": "xsoWmcxhL7apHujKixeYw7Yk+B2W3dd90860FVavbPQ="

7.1.6 GetStateRootByNumber

MR E KR stateRoot CIRAHIIMRIGA(E)
* N
rpc GetStateRootByNumber (BlockNumber) returns (common.StateRoot);
uint64 block_number: §E & E

il

$ grpcurl -emit-defaults -plaintext -d '{"block_number": "100"}' \
-proto ~/cita-cloud/cloud-common-rs/cloud-proto/protos/protos/controller.proto \
—import-path ~/cita-cloud/cloud-common-rs/cloud-proto/protos/protos \
127.0.0.1:50004 controller.RPCService/GetStateRootByNumber
{

"stateRoot": "VugfFxvMVab/g0XmksD4bltI4BuZbK3AAWIvteNjtCE="

7.1.7 GetProofByNumber

TR E F B IX B Proof (IXERAEIER)
* N
rpc GetProof ByNumber (BlockNumber) returns (common.Proof);
uint64 block_number: $§&E 5 E

Nl
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$ grpcurl —-emit-defaults -plaintext -d '{"block_number": "10"}' \
-proto ~/cita-cloud/cloud-common-rs/cloud-proto/protos/protos/controller.proto \
—import-path ~/cita-cloud/cloud-common-rs/cloud-proto/protos/protos \
127.0.0.1:50004 controller.RPCService/GetProofByNumber
{

"proof":
< "CgAAAAAAAAAAAAAAAAAAAAQAAAABQGAAAAAAAAAWeDY4ZWYyMzg30TVhYTVKNJAXMTRIYTgyMTgyYTI 1MTUSN

—/gnDWBrseMP21iSsiP/KCFrCuOTgUWv8hPrkLZbG7UtF7JzUS5ywCrsN55sGwK6MJaeQYWz67yai/
—yKPWZM6GTIQZmKHkWUfCVqw/

—0vD6d0g2SwxLN8EcCv6VALIC4vIAInkKuZz80bS13bgFw8PB2js81JfMYEGEyOw50jDI9wOBLbibl1HonOXvohS+u$
—.BKNsh95RLKgh7G1jgKS7imASytRgNNC/
o

}

IGRhODA4MGE 4M:

—NapocKA5Uum6x1IoDNoP99goAAAAAAAAAAAAAAAAAAAAEAAAAAUTIAAAAAAAAAMHG20GVMM jM4ANZKk1YWEL1 ZDYWNTEOYmME 4MJE 4 M

0Iw9/

—Po6dH3Ld1GWaH3uDAOAAAAAAAAAAAAAAAAAAAAEAAAAAUTIAAAAAAAAAMHg20GVMMJM4NZzZk 1YWE1 ZDYWMTEOYmE4MJE4MmMEYNTE:

7.1.8 GetHeightByHash

R DX HLE i (A TR B DX e 1) 1
s
rpc GetHeightByHash(common.Hash) returns (BlockNumber);
bytes hash: XIHH

Nl

$ grpcurl -emit-defaults -plaintext -d '{"hash":
—"xs6WmcxhL7apHujKixeYw7Yk+B2W3dd90860FVavbPQ="}" \
-proto ~/cita-cloud/cloud-common-rs/cloud-proto/protos/protos/controller.proto \
—-import-path ~/cita-cloud/cloud-common-rs/cloud-proto/protos/protos \
127.0.0.1:50004 controller.RPCService/GetHeightByHash
{

"blockNumber": "100"
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7.1.9 GetBlockByHash

AR DR i (AR TR 0T [ Y X e
s B0
rpc GetBlockByHash(common.Hash) returns (blockchain.CompactBlock);
bytes hash: XIEHH

« R

$ grpcurl -emit-defaults -plaintext -d '{"hash":
—"xso6WmcxhL7apHujKixeYw7Yk+B2W3dd90860FVavbPQ="}" \
-proto ~/cita-cloud/cloud-common-rs/cloud-proto/protos/protos/controller.proto \
—import-path ~/cita-cloud/cloud-common-rs/cloud-proto/protos/protos \
127.0.0.1:50004 controller.RPCService/GetBlockByHash
{
"version": O,
"header": {
"prevhash": "4H/+Gc9wP20KWpcXhchu2PucnXzxzTH85XJcd/JeXF8=",
"timestamp": "1673431776734",
"height": "100",
"transactionsRoot": "GrIdglXPoX+OYR1IMegajyK+yMco/vtOftAl61CCgis=",
"proposer": "mOhkarWP6rvHf1W7/WTotEg+jRYM="
by
"body": {

"txHashes": [

7.1.10 SendRawTransaction / SendRawTransactions

K% 5, RawTransaction B WL AL EH X S UnverifiedTransaction normal_tx A
V& P AF 5 UnverifiedUtxoTransaction utxo_tx, KEMKX SHB T X G KL L T bytes

transaction_hash fll Witness witness, witness ¢t2fgé§ signature, transaction_hash
Ml signature #RZFFEITEN, FULAEH grpeurl P8 03 1 2 LUARRMT, AR E TR (W0 c1di)
s BN

rpc SendRawTransaction(blockchain.RawTransaction) returns (common.Hash);
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. B

oneof tx {
UnverifiedTransaction normal_tx = 1;

UnverifiedUtxoTransaction utxo_tx = 2;

oneof KA F IR normal_tx M utxo_tx FE HfEAH — 1A (. RawTransaction ¥

Dlcita_cloud_proto,

* i
$ grpcurl -emit-defaults -plaintext -d '{"normal_tx": {"transaction": { "version": 0,
—"to": "a2WNQSBYfQH91o2+oFKuwgHBPew=", "nonce": "6797892813804568799", "quota":
—"200000", "validUntilBlock": "169", "data": "BmYavQ==", "value":
—"AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA=", "chainId": "Y1hgPAJV8zfHend/

<+ 9UBAQLJjDiNoE8j705r/UlTplErQ=" }, "transactionHash":
—"2+3XKgIA+DFzKUL123LTC6JjBXFjShffES5gznUWbSrw=", "witness": { "signature":
—"gG8g7+F2BxJt 9QKggM/
—hMOWMNDmMM9995kjV3Urtx¥4midrJzZVes8t 9cNgTLOLGzE7gsFantwnv38ulYcdY3ZyPambVwKO19K85P jwALj 1
—YYtys+k6PjV3vvczLfs=", "sender": "al2WNQSBYfQH91lo2+oFKuwgHBPew=" }}}"' \
-proto ~/cita-cloud/cloud-common-rs/cloud-proto/protos/protos/controller.proto \
—import-path ~/cita-cloud/cloud-common-rs/cloud-proto/protos/protos \
127.0.0.1:50004 controller.RPCService/SendRawTransaction
{

"hash": "2+3XKgIA+DFzKUL123LTC6JjBXFjShffES5gznUWbSrw="

7.1.11 GetTransaction

HRIEAZ Ty W A (EL AR W 52 5
s BN
rpc GetTransaction(common.Hash) returns (blockchain.RawTransaction);
- B
bytes hash: 22 5 MEH{E

Nl

$ grpcurl -emit-defaults -plaintext -d '{"hash":
< "2+3XKgIA+DFzKUL123LTC6JJBXFjShffESgznUWbSrw="}" \
—-proto ~/cita-cloud/cloud-common-rs/cloud-proto/protos/protos/controller.proto \

—import-path ~/cita-cloud/cloud-common-rs/cloud-proto/protos/protos \

[y
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(% L0

127.0.0.1:50004 controller.RPCService/GetTransaction
{
"normalTx": {
"transaction": {

"version": O,

"to": "al2WNQSBYfQH91o2+oFKuwgHBPew=",

"nonce": "6797892813804568799",

"quota": "200000",

"validUntilBlock": "169",

"data": "BmYavQ==",

"value": "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA=",

"chainId": "Y1hgPAJV8zfHend/9U8AQLJjDiNoE8j705r/UlTplErQ="

by
"transactionHash": "2+3XKgIA+DFzKUL123LTC6JjBXFJjShffES5gznUWbSrw=",
"witness": {

"signature": "gG8g7+F2BxJt9QKggM/
—hMOWMNDmMM9995kjV3UrtxY¥4midrJzZV6es8t 9cNgTLOLGzE7gsFantwnv38ulYcdY3ZyPambVwKO19K85P jwAL 71
—YYtys+k6PjV3vvczLfs=",

"sender": "a2WNQSBYfQH91o2+oFKuwgHBPew="

7.1.12 GetTransactionBlockNumber

MR35y W i (LA NS [ 58 3 IR ) B e
s #0
rpc GetTransactionBlockNumber(common.Hash) returns (BlockNumber);
bytes hash: XX G W% H

il

$ grpcurl -emit-defaults -plaintext -d '{"hash":
"2+3XKgIA+DFzKUL123LTC6JJBXFjShffESgznUWbSrw="}" \

-proto ~/cita-cloud/cloud-common-rs/cloud-proto/protos/protos/controller.proto \
—import-path ~/cita-cloud/cloud-common-rs/cloud-proto/protos/protos \
127.0.0.1:50004 controller.RPCService/GetTransactionBlockNumber

{

(RN
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"blockNumber": "107"

7.1.13 GetTransactionlndex

AR AZ Ty W A (EL AL RN B 2 G AE BT e K B b B 5
s B0
rpc GetTransactionIndex(common.Hash) returns (TransactionIndex);
bytes hash: %57 H

« Bl

$ grpcurl -emit-defaults -plaintext -d '{"hash":
"2+3XKgIA+DFzKUL123LTC6JJBXFjShffESgznUWbSrw="}" \

-proto ~/cita-cloud/cloud-common-rs/cloud-proto/protos/protos/controller.proto \
—-import-path ~/cita-cloud/cloud-common-rs/cloud-proto/protos/protos \
127.0.0.1:50004 controller.RPCService/GetTransactionIndex

{

"txIndex": "0O"

7.1.14 AddNode

IIREDEY
s BN
rpc AddNode(common.NodeNetInfo) returns (common.StatusCode);

- 5%

message NodeNetInfo {
string multi_address = 1;

uint64 origin = 2;

multi_address UM AAMAHILEE, origin B4 AMHLITHT 8 54kt Hch 64 RIFEAFS
g

7.1. Controller RPC 61



CITA-Cloud

VN
$ grpcurl —-emit-defaults -plaintext -d '{ "multiAddress": "/dns4/127.0.0.1/tcp/40001/
—tls/test-chain-1", "origin": "16347833992547359085" }' \

—-proto ~/cita-cloud/cloud-common-rs/cloud-proto/protos/protos/controller.proto \
—import-path ~/cita-cloud/cloud-common-rs/cloud-proto/protos/protos \
127.0.0.1:50004 controller.RPCService/AddNode

{

"code": O

7.2 Executor RPC

7.2.1 GetTransactionReceipt

WAL Ty W A (AR W 22 By il (BAT5 L)
s 0
rpc GetTransactionReceipt(common.Hash) returns (Receipt);
- B
bytes hash: A5 WAl

Bl

$ grpcurl -emit-defaults -plaintext -d '{"hash":

<. "2+3XKgIA+DFzKUL123LTC6JBXFIShffE5gznUWbSrw="}" \

-proto ~/cita-cloud/cloud-common-rs/cloud-proto/protos/protos/vm/evm.proto \
—import-path ~/cita-cloud/cloud-common-rs/cloud-proto/protos/protos \
127.0.0.1:50002 evm.RPCService/GetTransactionReceipt

{

"transactionHash": "2+3XKgIA+DFzKUL123LTC6JjBXFJjShffES5gznUWbSrw=",
"transactionIndex": "0O",

"blockHash": "GNtzrxx6h+K0SoJjFLrd8BsdhQiHCbgNdT4jvr0iKjOoA=",
"blockNumber": "107",

"cumulativeQuotaUsed": "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAUgg=",
"quotaUsed": "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAUgg=",
"contractAddress": "AAAAAAAAAAAAAAAAAAAAAAAAAAA=",

"logs": [

1,

"stateRoot": "bXg4CI9xF4cXv2V8a9Y¥wPggqOWjCdytJkkTFgbuZgéotoI=",

G0
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"logsBloom":
—"AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAARAAAA]

"
",

"errorMessage": ""

7.2.2 GetBalance

Ak b AR
s #0
rpc GetBalance(common.Address) returns (Balance);
bytes address: il

N

$ grpcurl —-emit-defaults -plaintext -d '{"address": "a2WNQSBYfQH91lo2+oFKuwgHBPew="}"' \
-proto ~/cita-cloud/cloud-common-rs/cloud-proto/protos/protos/vm/evm.proto \
—import-path ~/cita-cloud/cloud-common-rs/cloud-proto/protos/protos \

127.0.0.1:50002 evm.RPCService/GetBalance

{
"value": "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA="

7.2.3 GetTransactionCount

A P Kk AL T B
s I
rpc GetTransactionCount(common. Address) returns (Nonce);
bytes address: il

* R
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$ grpcurl —-emit-defaults -plaintext -d '{"address": "a2WNQSBYfQH91o2+oFKuwgHBPew="1}"' \
-proto ~/cita-cloud/cloud-common-rs/cloud-proto/protos/protos/vm/evm.proto \
—import-path ~/cita-cloud/cloud-common-rs/cloud-proto/protos/protos \
127.0.0.1:50002 evm.RPCService/GetTransactionCount
{

"nonce": "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAE="

7.2.4 GetCode

FRAl B 2y bk AR 00 A 2 ) 5
« N
rpc GetCode(common.Address) returns (ByteCode);
bytes address: fyZyHiti:

Bl

$ grpcurl -emit-defaults -plaintext -d '{"address": "Reqg3cucyj4Vkugo9aVQW1lVLDpfM="}"' \
-proto ~/cita-cloud/cloud-common-rs/cloud-proto/protos/protos/vm/evm.proto \
—import-path ~/cita-cloud/cloud-common-rs/cloud-proto/protos/protos \
127.0.0.1:50002 evm.RPCService/GetCode
{

"byteCode": "YIBgQFJgBDYQYFNXYAA1lfAEAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAKART/////
—xaAYwZmGr0UYFhXgGNPK+k fFGCAV4ABj2Cb4 jxRglFdbYACA/
. Vs0gBVgY1dgAID9WIlBgamCoV1t gQFGAgoFSYCABKVBQYEBRGJEDKPNONIAVYItXYACA/
—VtQYJJgrlZbAFs0gBVgnldgAIDI9W1BgpmDAV1sAW2AAVIFWW2ABYACAgoJUAZJIQUIGQVVBWW2AAGIGQVVBWAKH

n
—

}

flYnp6cjBYIPq!

7.2.5 GetAbi

WG LI AR RAFI A2 Abi. TEHIRIEZ BT B AR — R S R T 2B LR VY Abi
s B
rpc GetAbi(common. Address) returns (ByteAbi);

bytes address: &Zjbhl

64 Chapter 7. RPC



CITA-Cloud

Bl

$ grpcurl -emit-defaults -plaintext -d '{"address": "Reqg3cucyj4Vkugo9aVQW1lVLDpfM="}"' \
-proto ~/cita-cloud/cloud-common-rs/cloud-proto/protos/protos/vm/evm.proto \
—import-path ~/cita-cloud/cloud-common-rs/cloud-proto/protos/protos \
127.0.0.1:50002 evm.RPCService/GetAbi
{
"bytesAbi":
—"WwoJewoJCWNvbnNOYW500iB0cnV1LA0JCW1lucHVOczogWl0sCgkdbmFtZTogY291bnQsCgkJb3V0OcHVOczogy
"

—

}

fwoJCQ17CgkJCe

7.2.6 EstimateQuota

fEEHIATAL 5 THEIHFER quota
e BN

rpc EstimateQuota(executor.CallRequest) returns (ByteQuota);

28

message CallRequest {

bytes to = 1;

bytes from 2;

bytes method 3;

repeated bytes args 4;

uint64 height = 5;

2=

EstimateQuota 1555 FHEES to, fromfl method =455, HMMSEHBMERIR], R
Wit 5a . from @A 5 KikF nyHitl, WP OB AT AR SR &, 25 KikE XA 5 AT
. WRBHHEGARZS, WFEN to A2k, method BERAMEGA T WREMEEG
WA Gy, M to 2 20 FH71 0, method @ HAFIY.

il

$ grpcurl -emit-defaults -plaintext -d '{"to":
"a2WNQSBYfQH9102+oFKuwgHBPew=", "method":

"Reqg3cucyj4Vkugo9aVQWiVLDpfM=",
\

-proto ~/cita-cloud/cloud-common-rs/cloud-proto/protos/protos/vm/evm.proto \

"from

n.
—

n TprHW:: n } ]
—import-path ~/cita-cloud/cloud-common-rs/cloud-proto/protos/protos \
127.0.0.1:50002 evm.RPCService/EstimateQuota

{

"bytesQuota": "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAORY="
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7.2.7 Call

AiEE EEdE
s F2H
rpc Call(CallRequest) returns (CallResponse);

. 5K

message CallRequest {
bytes to = 1;
bytes from = 2;
bytes method = 3;
repeated bytes args = 4;
uint64 height = 5;

to B EZML; from AL KiAFIMAL, R A% Al DAREE AR E ; method 2 E AL
i il height FIZAIRAER EREIIE, 0@ L.

* 1l
$ grpcurl -emit-defaults -plaintext -d '{"to": "13TPTHVrwOWmEi/XdSVt5Wad4S4E=", "from
—": "a2WNQSBYfQH91o02+oFKuwgHBPew=", "method": "BmYavQ=="}"' \

-proto ~/cita-cloud/cloud-common-rs/cloud-proto/protos/protos/executor.proto \
—import-path ~/cita-cloud/cloud-common-rs/cloud-proto/protos/protos \
127.0.0.1:50002 executor.ExecutorService/Call
{

"value": "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAE="
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9.1 &HhRA

9.1.1 v6.6.4

ERECH AT

TR & RAR 55

* bft 55
- RFZILH
* raft Uik 55
- &% consensus F )7 Ji5 raft xR )T
« controller 1 iR 55
— %S danger FisX
— commit block AR I (wal fy TO #AEG )
— check_proposal ¥$ il 28
— get_node_status {ift, &4 network {5 5

* network k%%
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- FHRAMK) zenoh
— 155 network zid panic (1] 7] 35
« cloud-config
— IR T S P R A A5 P 2 T
— NEERY UM SS S I work node Frf DB
o cache 411
— f R RE I R A
. cldi
- 1B% release 17
« console/provider 2 {4
— console £ 1415 rivspace i -
— provider ZH{FJF %
o it
— DALTIIR S5 i A F A, L 7 ) e i
— BTSSP grpe-health-check % S LA
— 1852 u64::from_be_bytes o £ FIAH 5 1] &
- BRI B R B0A version (1) 8
— SR R 3 9] i

=RE

* cita-node-operator #1411 J& CRD(Duplicate £ Recover)

* cita-node-operator -5 it operator #{ 3¢ 7] 15 & 5 BLH

SLA i

* IE7EEFRS SLA FREE
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9.1.2 #Hx commit

Controller

[Feature]

[feat] add danger mode for bft to overlord @rink1969 [feat] add is_danger in node_status@rink1969 [feat] tracing
@JLerxky

[Fix]

[fix] Validator address @Jayanring [fix] proposal missing pre_proof @Jayanring [fix] update health probe binary @
rink1969 [fix] check timestamp @ rink1969 [fix] clap help info @Jayanring

[Optim]
[optim] process_network_msg log print @Jayanring [optim] Async wal @JLerxky [optim] check_proposal @Jayanring
[Chore]

[chore] check_proposal add warn @JLerxky

network_zenoh

[Feature]

[feat] use tracing @JLerxky

[Fix]

[fix] domain convert to zenoh_id inconsistent @JLerxky [fix] reconnect if disconnected @JLerxky [fix] set unicast
max_links 4 @JLerxky [fix] clap help info @JLerxky
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[Optim]

[optim] health_check_msg and zenoh_id @JLerxky

[Chore]

[chore] Upgrade dependencies @JLerxky [chore] update zenoh @JLerxky [chore] update Dockerfile @rink1969

consensus_raft

[Fix]

[fix] upgrade grpc probe @rink1969 [fix] clap help info @rink1969

executor_evm

[Refactor]

[refactor] use tracing @rink1969

[Fix]

[fix] tracer init @JLerxky [fix] upgrade grpc probe @rink1969 [fix] clap help info @Jayanring

crypto_eth

[Feat]

[feat] trace @Jayanring

[Fix]

[fix] upgrade grpc probe @rink1969 [fix] clap help info @Jayanring
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crypto_sm

[Fix]

[fix] Tracing @Jayanring [fix] upgrade grpc probe @rink1969 [fix] clap help info @Jayanring

[Chore]

[chore] update deps @Jayanring

storage_rocksdb

[Feature]

[feat] trace @Jayanring

[Fix]

[fix] upgrade grpc probe @rink1969 [fix] clap help info @Jayanring

cita_cloud_proto

[Feature]

[feat] add is_danger in node status @rink1969

cloud-common-rs

[Feature]

[feat] Async wal @JLerxky [feat] Tracer @JLerxky

[Refactor]

[refactor] metrics @Jayanring
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cloud-config

[Fix]

[fix] Host aliases @JLerxky [fix] search @JLerxky [fix] add disable-metrics in env-dev and env-k8s @Jayanring

[Feature]

[feat] tracing @JLerxky [feat] Add is danger @rink1969

[Chore]

[chore] rm node-log @JLerxky [chore] mnt timezone file @Jayanring

cloud-cli

[Optim]

[optim] node_status @Jayanring

[Feature]

[feat] add lib @JLerxky

[Chore]

[chore] remove bft @Jayanring

FEM

L 5 E—MRAEEARE .
2. UMM RIS ST, A RS _EASRATR I -
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£ 0] &%

7

9.2 A

9.2.1 v6.6.3

TR ANAT

TR RIAR 55

« controller k4%
— GetNodeStatus 322 [1#: 4 GetVersion/GetPeerCount/GetPeersInfo 2 [
o raft Gl 55
— raft 5 /5 switch over Ji53£iH panic A &K
* network IR %%
— network %3/l connected info
* cldi
— cldi fiy S ) e
— cldi admin update-validators help 475
— cldi bench send {5 E
¢ cloud-config
- 8% import-account 7% 4= i, node_address
o NIERSS
— J§43 cita_cloud_proto >y proto SCAEF rust £LHG
— rust LS ER4> 5 cloud-util, cloud-code &3 F|—/M )% (cloud-common-rs)

— status-code 7RI % proto 3L
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zRE

o XHREATE
* cita-node-operator T7 5 AT-45 T4k

* cita-node-operator S IFNTRIEME S 5K
SLA i

o sla 4 BRI AR

Hith

© ZAFH cldi B H
© AT IR

9.2.2 #H3< commit

Controller

[Feature]

[feat] get node status @Jayanring

[Chore]

[chore] use common @JLerxky

network_zenoh

[Feature]

[feat] connected info and update origin by CHECK msg @JLerxky
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[Chore]

[chore] Use common @JLerxky

consensus_bft

[Chore]

[chore] use common @JLerxky

consensus_raft

[Chore]

[chore] use common @JLerxky

executor_evm

[Chore]

[chore] use common @JLerxky

crypto_eth

[Chore]

[chore] use common @JLerxky

crypto_sm

[Chore]

[chore] use common @JLerxky

9.2. FHERAE
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storage_rocksdb

[Chore]

[chore] use common @JLerxky

cita_cloud_proto

[Feature]

[feat] get node status @Jayanring

[Chore]

[chore] Simplified @JLerxky

cloud-common-rs

[Optimize]

[optim] metrics parse request info @Jayanring

cloud-config

[Optimize]

[optim] import-account store node_address@Jayanring

cloud-cli

[Feature]

[feat] get node status@Jayanring [feat] rpc request timeout@Jayanring
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[Chore]

[chore] use cloud-common-rs@Jayanring

[Fix]

[fix] add Timeout @rink1969[fix] fix bench send error@NaughtyDogOfSchrodinger

FEM

L 5 B RAE AR .
2. LA _EASRAR T .

& 40193
1. cloud-config 44T import-account 725 A F1, £ 6t/b node_address, SEGEPAERIN. ML
v6.3.0 - v6.6.2,

2. cloud-cli #fT bench send A AT HERE LM, WIER AR AL Gy IRl 100 S XEepifE] (BRIATE LT
S, KFBUGERR SR WL v0.5.2 ZHIHIIRA .

AR A BB 0 T IEE M, R TRE BT

9.2.3 v6.6.2

FREHNAET

1. network_zenoh F}-4% [Jif zenoh LA,

2. network_zenoh 7E{f FEAG A N4 T EIE RN AE 5 L .
3. FEH raft HAGHH,

4. 5E L raft R ERASY 5 H GG panic B
5. cloud-op S NH BRI MR SR H &I .
6. cldi SCREIE N TH AR AE LR -

7. executor_evm I quota K41,

8. cldi AL quota BTy 4o

9. B AT FEPEN .

10. B2 2CHE Iz e VEAH S B o

11 A B ir H S
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12. 1252 operator £/ FIHR I B2 45 H i FD R
13, SCB PRSI A 7 H R«

Controller

[Feature]

[feat] update deps @rink1969

[Fix]

[fix] fix wal load @rink1969

Network_zenoh

[Feature]

[feat] update_zenoh @JLerxky
[feat] print_latency @JLerxky

[feat] update_deps @rink1969

Consensus_bft

[Feature]

[feat] update_deps @rink1969

Consensus_overload

[Feature]

[feat] update_deps @rink1969
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[Chore]

[chore] fix_check_block @rink1969

Consensus_raft

[Feature]

[feat] refactor storage @Jayanring

[feat] update deps @rink1969

Executor_evm

[Feature]

[feat] expose estimate-quota @Jayanring

[feat] update_deps @rink1969

Crypto_eth

[Feature]

[feat] update_deps @rink1969

Crypto_sm

[Feature]

[feat] update_deps @rink1969

Storage_rocksdb

[Feature]

[feat] update_deps @rink1969

9.2. FHERAE
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Cita_cloud_proto

[Feature]

[feat] update deps @rink1969

[feat] estimate-quota @Jayanring

Cloud-util

[Feature]

[feat] update deps @rink1969

Cloud-config

[Feature]

[feat] update deps @rink1969

Cloud-cli

[Feature]

[feat] add_trouble_shooting @rink1969
[feat] update_deps @rink1969

[feat] add-estimate-quota @Jayanring

Cloud-op

[Feature]

[feat] add clear consensus data option @Jayanring
[feat] state recover add reserve consensus option @Jayanring

[feat] update_deps @rink1969
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[Fix]

[fix] fix-lockid @Jayanring

Integration-test

[Feature]

[feat] add operator test @acechef

Cita-node-operator

[Fix]

[fix] fix backup @acechef

FEM

L 5 B RAE AR .

2. ARES EARANEN o BN SSRGS TH2 B8 iAS 2 18] 9 45 AN

E #0ia) &

1. cloud-op {HH )5 A BLE IR system config H1[¥) quota_limite. 53yl /5 dFr 2P, QLB E| & ek

quota_limit %2 5, R ToikE A . MEH - v6.5.0 - v6.6.1

2. %% consensus_overlord )54 5 5 5 BUHT AT wal HC SR KBRS, RIRES AT, SECT N CEREE

He. SmnyERl: L3HK overlord R4

BT DA_ B AR B U T B BRI A

9.2.4 v6.6.1

LEEHNAAT

1. 780 grpe metrics YR, AESSLHTSGETT Cita-Cloud sz 7HE &R 55 [ T 1 . FERS S8 85080, HAE

cloud-config I %
2. fUHER

3. B0 )% M docker hub 1T %] harbor

4. SR it
* IS0 nft PEREN A
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o GSINIE BT ST HARAT S
o s raft JEEAY SO I
5. SCRRREUR E = ¥ system-config
6. cldi AT proof DIfiE
7. 145 consensus_raft B f validators 34
* BRI leader J5 R
o SCRHEMZ AT A
o SCRF— PSR — A1 R
8. SRR
9. MBI AR I5 B R )

10. PP R

Controller

[Feature]
[feat] add metrics @Jayanring
[feat] feat: handle sigterm @JLerxky

[feat] get block add stateroot proof @Jayanring

[feat] get system-config by block-number @Jayanring

[Fix]

[fix] fix match_data panic when init @Jayanring

[Optimize]

[optim] optim: controller server single restart @Pencil-Yao
[optim] optim: misbehave handling logical @Pencil-Yao
[optim] optim: server not ready info print @Pencil-Yao

[optim] deny change of chain_id and block_limit @Jayanring
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[Chore]

[chore] fix: change image registry @acechef
[chore] read node_address from file @Jayanring

[chore] fix clippy @Jayanring

Network_zenoh

[Feature]

[feat] add metrics @Jayanring
[feat] feat: add handle_signals @JLerxky

[feat] feat: send health check msg @JLerxky

[Chore]

[chore] fix: change image registry @acechef

[chore] read node_address from file @Jayanring

Consensus_bft

[Feature]

[feat] add metrics @Jayanring

[feat] feat: add handle_signals @JLerxky

[Optimize]

[optim] optim: consensus-server single restart @Pencil-Yao

[optim] optim: use timeout replace interval @Pencil-Yao
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[Chore]

[chore] fix: change image registry @acechef
[chore] expose LeaderVote @Jayanring

[chore] read node_address from file @Jayanring

Consensus_overload

[Feature]

[feat] add metrics @Jayanring

[feat] feat: add handle_signals @JLerxky

[Optimize]

[optim] optim: consensus-server single restart @Pencil-Yao

[Chore]

[chore] fix: change image registry @acechef

[chore] remove unused config items @rink1969

Consensus_raft

[Feature]

[feat] add metrics @Jayanring
[feat] feat: add handle_signals @JLerxky

[feat] feat: support replacing all validators at one time @Jayanring

[Fix]

[fix] fix consensus stop when remove leader @Jayanring
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[Optimize]

[optim] optim: consensus-server single restart @Pencil-Yao

[Chore]

[chore] fix: change image registry @acechef

[chore] read node_address from file @Jayanring

Executor_evm

[Feature]

[feat] add metrics @Jayanring

[feat] feat: add handle_signals @JLerxky

[Fix]

[fix] fix: receipt legacy block hash @Pencil-Yao
[fix] fix: docker image build @Pencil-Yao

[fix] fix: quota_uesd is 0 @Pencil-Yao

[Chore]

[chore] fix: change image registry @acechef

[chore] CloudBlock add stateroot @Jayanring

Crypto_eth

[Feature]

[feat] add metrics @Jayanring

[feat] feat: add handle_signals @JLerxky
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[Chore]

[chore] fix: change image registry @acechef

Crypto_sm

[Feature]

[feat] add metrics @Jayanring

[feat] feat: add handle_signals @JLerxky

[Chore]

[chore] fix: change image registry @acechef

Storage_rocksdb

[Feature]

[feat] add metrics @Jayanring

[feat] feat: add handle_signals @JLerxky

[Chore]

[chore] fix: change image registry @acechef

[chore] get block add state_root proof @Jayanring

Cita_cloud_proto

[Feature]

[feat] get system-config by number @Jayanring

[feat] get block add stateroot proof @Jayanring
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Cloud-util

[Feature]

[feat] add metrics @Jayanring

[feat] feat: add handle_signals @JLerxky

[Fix]

[fix] fix metrics AlreadyReg @Jayanring

[fix] fix duplicate register when restart @Jayanring

[Chore]

[chore] use regex @Jayanring

[chore] chore: modify exporter log info @Jayanring

Cloud-config

[Feature]

[feat] —init-node add —disable-metrics option @Jayanring

[feat] set pod_anti_affinity @rink1969

[Fix]

[fix] fix env_k8s metrics port @Jayanring

[fix] fix crypto log config file @rink1969

[fix] fix create-dev node_address path @Jayanring
[fix] add mount account cm @rink1969

[fix] fix: Permission denied @k4nzdroid

9.2. FHERAE
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[Chore]

[chore] fix: change image registry @acechef
[chore] add common name @rink1969

[chore] use addr in account configmap @rink1969

Integration-test

[Feature]

[feat] add nft performance test @rink1969
[feat] set sync node to validator @JLerxky

[feat] add only one validator test to raft @JLerxky

[Fix]

[fix] fix remove last validator @JLerxky

[fix] fix pip install PyYaml @JLerxky

[fix] fix pyyaml load @JLerxky

[fix] fix: use validator_address @JLerxky

[fix] fix: use exec_bad when expect a bad result @JLerxky
[fix] fix watch sync node @JLerxky

[fix] fix: add kubectl timeout @acechef

[fix] fix get system-config not up to date @JLerxky

[Optimize]

[optim] update update-validators @JLerxky
[optim] optim: use retry exec @JLerxky
[optim] check quota used @JLerxky

[optim] change log level @NaughtyDogOfSchrodinger
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[Chore]

[chore] fix: change image registry @acechef

[chore] use harbor image @JLerxky

[chore] fix: modify update_chain_config.sh @acechef
[chore] keep same args with nft bench @rink1969
[chore] remove set-block-limit.py @JLerxky

[chore] fix: update Dockerfile @acechef

[chore] update height_bad_result @JLerxky

[chore] update chain config @JLerxky

[chore] sort script @JLerxky

[chore] print bad receipt @JLerxky

[chore] update yaml @JLerxky

Cloud_cli

[Feature]

[feat] get system config by height @Jayanring
[feat] get block add state_root proof @Jayanring

[feat] parse proof @Jayanring

[Fix]

[fix] fix: build image error @acechef

[Optimize]

[optim] identify validators @Jayanring
[optim] remove admin set-block-kimit @Jayanring
[optim] optim watch @JLerxky

[optim] add get_compact_block_by_number @JLerxky
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[Chore]

[chore] add non root user @miaojun

[chore] fix: change image registry @acechef

9.2.5 v6.6.0

FEEHNAET
1. ¥ network_tls IR &K%, = network_zenoh Ik 55
2. consensus_overlord k4% 553
* bft J}-2% overlord
1. controller {55
o fuAblml b iR
* JH#& proof not influence proposal_hash
o RS . ik tps
* &0 network_zenoh
1. grpc #3752 client
o SEF retry HAE. 14 keepalive 15

L. call SCHHEEH R

2. fRERREAG AT
o network K25 —Z i) N2 754 LAY S
1. AR T

* tonic J1Z¢ 3] 0.7, prost J}-2¢ %] 0.10
o JB MK 2 224 Hi R A

Controller

[Feature]

[feat] set tcp and http2 keep alive @rink1969

[hard-fork!] feat: proof not influence proposal_hash @Pencil-Yao
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[Fix]

[fix] optim: set false sync state when height not grow @Pencil-Yao
[fix] fix check proposal failed @rink1969
[fix] optim: set true sync state when send sync req @Pencil-Yao

[fix] mv quota limit form controller config to system config @rink1969

[Refactor]

[refactor] switch to retryclient @Jayanring

[refactor] change origin @JLerxky

[Chore]

[chore] chore: broadcast increased status @Pencil-Yao
[chore] change multicast to broadcast @JLerxky
[chore] add healthcheck info @ rink1969

[chore] optim: tps! @Pencil-Yao

[chore] chore: upgrade tonic and prost @ NaughtyDogOfSchrodinger

Network_zenoh

[new] Release v6.6.0

Consensus_bft

[Fix]

[fix] fix check proposal failed @rink1969
[fix] fix wrong lock round @rink1969
[fix] optim: add NewViewRes to optimize newview step @Pencil-Yao

[fix] fix: leader not send newview @Pencil-Yao
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[Refactor]

[refactor] switch to retryclient @Jayanring

[Chore]

[chore] chore: optim newview process @Pencil-Yao

[chore] chore: upgrade tonic and prost @ NaughtyDogOfSchrodinger

Consensus_overload

[new] Release v6.6.0

Consensus_raft

[Refactor]

[refactor] refactor: handle internal error @NaughtyDogOfSchrodinger

[refactor] switch to retryclient @Jayanring

[Chore]

[chore] chore: upgrade tonic and prost @ NaughtyDogOfSchrodinger

Executor_evm

[Feature]

[feat] add height in call request @ NaughtyDogOfSchrodinger

[Chore]

[chore] chore: upgrade tonic and prost @ NaughtyDogOfSchrodinger
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Crypto_eth

[Refactor]

[refactor] update tonic and prost @Jayanring

Crypto_sm

[Refactor]

[refactor] update tonic and prost @Jayanring

Storage_rocksdb

[Feature]

[feat] switch to retryclient @Jayanring

[Chore]

[chore] chore: upgrade tonic and prost @ NaughtyDogOfSchrodinger

Network_tls[Archived]
Cita_cloud_proto

[Feature]

[feat] add height in CallRequest @NaughtyDogOfSchrodinger

[Refactor]

[refactor] add client retry @rink1969
[refactor] add retry for NetworkMsgHandlerServiceClient @rink1969
[refactor] connect lazy @rink1969

[refactor] add evm client @rink1969
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[Chore]

[chore] chore: upgrade tonic and prost @ NaughtyDogOfSchrodinger

Cloud-util

[Refactor]

[refactor] switch to retryclient @Jayanring

[Chore]

[chore] chore: upgrade tonic and prost @NaughtyDogOfSchrodinger

Cloud-cli

[Refactor]

[refactor] refactor: adapt for call with height @NaughtyDogOfSchrodinger
[refactor] remove p2p tls related code @Jayanring
[refactor] display timestamp when get block @Jayanring

[refactor] ignore empty net-info when getting peers-info @JLerxky

[Chore]

[chore] chore: upgrae tonic and prost @NaughtyDogOfSchrodinger

[Fix]

[fix] fix: watch_cmd is pending in bench send @JLerxky

[fix] fix send default quota @Jayanring
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Cloud-config

[Fix]

[fix] fix default quota limit in init-node @rink1969

[Refactor]

[refactor] support network_zenoh @JLerxky
[refactor] change svc clusterip; rename yamls @rink 1969

[refactor] mv quota limit from node config to chain config @rink1969

[Chore]

[chore] env_dev add overlord config @JLerxky

[chore] judge the is_stdout in the write_logdrs @JLerxky
[chore] remove redundant moduleconfig @Jayanring

[chore] remove p2p tls related code @Jayanring

[chore] add debug info for release @rink1969

[chore] change default consensus from raft to bft @rink1969
[chore] set default output to stdout @rink1969

[chore] remove sh -¢ in command @rink1969

Integration-test

[Feature]

[feat] check tx in pool @rink1969
[feat] feat: add build image action @acechef
[feat] enhance chaos test @rink1969

[feat] add sync node @JLerxky
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[Refactor]

[refactor] change ‘timestamp’ to ‘time’ @JLerxky

[refactor] remove tls type test chain @JLerxky

[Chore]

[chore] increase delay after stop node @rink1969

[chore] update get_peers_info @JLerxky

[chore] add test chain type @JLerxky

9.2.6 v6.5.0

LEHEHNAAT
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8. 552 cloud-config J fINHTT 4 J5 JE A 1wt B BB 174 7] At
Controller
[Feature]

[feat] kms to crypto @rink1969

[feat] health check block number increase @rink1969

[feat] get pool tx @JLerxky
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[Refactor]

[refactor] add quota limit @NaughtyDogOfSchrodinger
[refactor] fix dead lock @NaughtyDogOfSchrodinger

[refactor] Uniform constant @NaughtyDogOfSchrodinger

[Chore]

[chore] optiom quota limit & code type @Pencil-Yao

Consensus_bft

[Feature]

[feat] kms to crypto @rink1969

Storage_rocksdb

[Feature]

[feat] kms to crypto @rink1969

[feat] add panic hook and health check load/store @rink1969

Cloud-cli

[Feature]

[feat] get pool tx @JLerxky

[feat] get block proof @JLerxky

[Refactor]

[refactor] add quota limit @NaughtyDogOfSchrodinger
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Cloud-config

[Feature]

[feat] kms to crypto @rink1969

[Fix]

[fix] refresh chain config for old nodes @rink1969

[Refactor]

[refactor] adapt for add quota limit @NaughtyDogOfSchrodinger

FeE M 8]
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Controller

[Feature]

[feat] support consensus_overlord @rink1969
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Consensus_bft

[Fix]

[fix] fix commit_block proof inconsistent @JLerxky

Cloud-config

[Feature]

[feat] support consensus_overlord @rink1969

[feat] adapt for libsm @NaughtyDogOfSchrodinger

Executor_evm

[Optimization]

[optim] add debug info in release @rink1969

Storage_rocksdb

[Feature]

[feat] adapt for libsm @NaughtyDogOfSchrodinger

Kms_sm

[Fix]

[fix] adapt for fix panic in libsm @NaughtyDogOfSchrodinger

Cloud-cli

[Feature]

[feat] upgrade libsm; support overlord @rink1969
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Controller

[Feature]

[feat] add inner block growth check @Pencil-Yao
[feat] add rpc get_block_detail_by_number @JLerxky
[feat] add health check @Pencil-Yao

[feat] add health check @rink1969

[Fix]

[fix] repeat node set @Pencil-Yao

[Optimization]

[optim] handle repeat & idle node @Pencil-Yao
[optim] hanle the same origin node @Pencil-Yao

[optim] record package limit in utxo db @NaughtyDogOfSchrodinger

Consensus_raft

[Feature]

[feat] add health check @rink1969

Consensus_bft

[Feature]

[feat] add health check @rink1969

[Optimization]

[optim] optimize handle commit entries @ NaughtyDogOfSchrodinger
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Cloud-config

[Feature]

[feat] add livness probe @rink1969
[feat] Support gitops @rink1969

[feat] add container resource requirements @rink1969

[Fix]

[fix] panic when create-dev @rink1969

[fix] update node, protect rewrite file in used @rink1969

Executor_evm

[Feature]

[feat] add health check @rink1969
[feat] add base_fee opcode @JLerxky

[feat] support switch between full mode and archive mode @Pencil-Yao

Storage_rocksdb

[Feature]

[feat] add health check @rink1969

Kms_sm

[Feature]

[feat] add health check @rink1969
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Network_tls

[Feature]

[feat] add health check @rink1969

[Optimization]

[optim] update dependence tokio-rustls and unit-test @Pencil-Yao

Network_p2p

[Feature]

[feat] add health check @rink1969

kms_eth

[Feature]

[feat] add health check @rink1969

Cloud-cli

[Feature]

[feat] add get_block_detail @JLerxky

[feat] add set-package-limit and set-block-limit sub-command @NaughtyDogOfSchrodinger

[Optimization]

[optim] use cloud proto @JLerxky
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Controller

[Feature]

[feat] update readme @rink1969 @JLerxky

[feat] Support cloud-op @Pencil-Yao @JLerxky
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CITA-Cloud

[Fix]

[fix] Add the judgment of not redoing wal @JLerxky

[fix] save current_block_hash before saving current_block_height @Pencil-Yao

[Optimization]

[optim] handle add existed peer @Jayanring
[optim] use cloud_util::wal @JLerxky

[optim] run -¢ & -1 @JLerxky

Consensus_raft

[Feature]

[feat] update readme @rink1969 @NaughtyDogOfSchrodinger

[feat] support recover @Pencil-Yao

Consensus_bft

[Feature]

[feat] update readme @NaughtyDogOfSchrodinger

[feat] Support cloud-op @Pencil-Yao @JLerxky

[Optimization]

[optim] use cloud_util::wal @JLerxky
[optim] run -¢ & -1 @JLerxky
Cloud-config

[Feature]

[feat] Update k8s subcmd @NaughtyDogOfSchrodinger

[feat] output stdout and log file at same time @rink1969
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[Fix]

[fix] fix typo @rink1969
[fix] add license and copyright info @rink1969

[fix] update images @rink1969

[fix] fix update node, protect rewrite file in used @rink1969

[Optimization]

[optim] github ci & fix: fmt @Pencil-Yao @Jayanring

[chore] update clap @JLerxky

Executor_evm

[Feature]

[feat] update readme @rink 1969

[feat] Support cloud-op @Pencil-Yao @JLerxky

[Optimization]

[optim] run -¢ & -1 @JLerxky

Storage_rocksdb

[Feature]

[feat] update readme @rink1969

[feat] Support cloud-op @Pencil-Yao @JLerxky

[Optimization]

[optim] run -¢ & -1 @JLerxky
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Kms_sm

[Feature]

[feat] remove create subcmd; update example and readme @rink1969

[Optimization]

[optim] run -¢ & -1 @JLerxky

Network_tls

[Feature]

[feat] update readme @rink1969

[feat] support hot update + peer-count + origin @Pencil-Yao @Jayanring

[Optimization]

[optim] run -¢ @JLerxky

Network_p2p

[Feature]

[feat] update readme @rink1969

[Optimization]

[optim] run -¢ & -1 @JLerxky

Kms_eth

[Feature]

[feat] remove create subcmd; update example and readme @rink1969
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[Fix]

[fix] check invalid msg @rink1969

[Optimization]

[optim] run -¢ & -1 @JLerxky
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Controller

[Feature]

[feat] add wal [@JLerxky @Pencil-Yao @Jayanring]

[feat] support retransmit chain_status_init regularly [@Pencil-Yao ]

[feat] store genesis system config [@JLerxky @Jayanring]

[Fix]

[fix] executor init [@Pencil-Yao]
[fix] in csi mode, can’ t send block request [ @Pencil-Yao]

[fix] dup tx in busy environment [@Pencil-Yao]

[Optimization]

[optim] confirm executor when init chain [@Jayanring]
[optim] process earlystatus logic [@Pencil-Yao ]

[optim] chain lock [@Pencil-Yao ]

Consensus_bft

[Fix]

[fix] handle leader_commit error with dup-tx [@Pencil-Yao ]

Executor_evm

[Feature]

[feat] hanle same or invalid block re-enter [ @Pencil-Yao ]

9.2. FHERAE

111



CITA-Cloud

[Optimization]

[optim] use reenter-invalid block code [@Pencil-Yao ]

Cloud-config

[Feature]

[feat] rewrite! from cita_cloud_config [@NaughtyDogOfSchrodinger, @Pencil-Yao ]

[feat] support config [@NaughtyDogOfSchrodinger ]

[BugFix]

[fix] fix series 6.3.0 adaption problem [@Pencil-Yao, @NaughtyDogOfSchrodinger ]
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9.2.14 v6.0.0
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